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REAL TIME AUTOMATION

Trademarks

CompactLogix, ControlLogix, & PLC-5 are registered trademarks of Rockwell Automation, Inc. EtherNet/IP is a trademark of the ODVA.
MicroLogix, RSLogix 500, and SLC are trademarks of Rockwell Automation, Inc. Microsoft, Windows, and Internet Explorer are registered
trademarks of Microsoft Corporation. BACnet® is a registered trademark of American Society of Heating, Refrigerating and Air-Conditioning
Engineers (ASHRAE). All other trademarks and registered trademarks are the property of their holders.

Limited Warranty
Real Time Automation, Inc. warrants that this product is free from defects and functions properly.

EXCEPT AS SPECIFICALLY SET FORTH ABOVE, REAL TIME AUTOMATION, INC. DISCLAIMS ALL OTHER WARRANTIES, BOTH
EXPRESSED AND IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR APPLICATION. THIS LIMITED WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY ALSO HAVE OTHER
RIGHTS, WHICH VARY FROM STATE TO STATE.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements
associated with any particular application, Real Time Automation, Inc. cannot assume responsibility or liability for actual use based on the
examples and diagrams. Except as specifically set forth above, Real Time Automation and its distributors and dealers will in no event be liable
for any damages whatsoever, either direct or indirect, including but not limited to loss of business profits, income, or use of data. Some states
do not allow exclusion or limitation of incidental or consequential damages; therefore, the limitations set forth in this agreement may not apply
to you.

No patent liability is assumed by Real Time Automation with respect to use of information, circuits, equipment, or software described in this
manual.

Government End-Users

If this software is acquired by or on behalf of a unit or agency of the United States Government, this provision applies: The software (a) was
developed at private expense, is existing computer software, and was not developed with government funds; (b) is a trade secret of Real Time
Aut omati on, I nc. for all purposes of the Fr eedoons ubfmiltntfeodr nmwaitti ho nr eAsc
accordance with subparagraphs (a) throuBdéstdi)ctoddtRiegICtosAimeldtdca s e M4
successors; (d) in all respects is proprietary data belonging solely to Real Time Automation, Inc.; (e) is unpublished and all rights are reserved
under copyright laws of the United States. For units of the Department of Defense (DoD), this software is licensed onlywithAi Rest r i ct ed
as that term is defined in the DoD Supplement of the Federal Acquisition Regulation 52.227-7013 (c) (1) (ii), rights in Technical Data and

Computer Software and its successors, and: Use, duplication, or disclosures is subject to restrictions as set forth in subdivision (c) (1) (ii) of the
Rights in Technical Data and Computer Software clause at 52.227-7013. If this software was acquired under GSA schedule, the U.S.

Government has agreed to refrain from changing or removing any insignia or lettering from the Software or documentation that is provided or

from producing copies of the manual or media. Real Time Automation, Inc.

© 2022 Real Time Automation, Inc. All rights reserved.
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Revision History

Version Date Notes

8.45 11/18/2019 @ Features Added
1. Released OPC UA Server (US) Protocol
2. Ability to now Import/Export Template Files with out an FTP session

Bug Fixes
3. Updated Profinet Server (PS) on N34 hardware Platform
4. UpdatedWi-Fi software

8.6.0 2/28/20
Bug Fixes
1. Omron Plc Communication fixes for EtherNet/IP
2. Profinet GSDML Substitute values fix

8.7.4 9/1/20 Features Added:

1. BMS, BM, DFM, DS, DM, TCP, USB, PBS have been ported to the latestbase
2. TCP,BMS,BM now Available on N2E and N2EW hardware Platform

3. New ASCII Mode Available on TCP/A/USB/WI protocols

4. User Guides updated with more examples

Bug Fixes:

1. Improved Data Mapping and String Mapping performance
2. Improved functionality/performance on EC,ETC,ES,MC,MS,BS,BC, A,,WI,PS proto

87.22 4/6/21 Features Added:

1. Support for RSLogix Versions 3&ith unsigned data type support
2. ETC now support Long integer files (L files) for MicroLogix PLCS that support them
3. SC now supports data block (DB) access

8.7.53 4/28/21 Features Added:

5. Added support for the NNBU hardware platform
6. Improved RFIDeas scanner support
7. Updated MM and MRS to use Modbus RTU Client and Modbus RTU Server termi

Real Time Autont#n, Inc. 5 1-800-249-1612
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Overview

The 460BEN2E gateway connects up to 32 BACNet IP servers. By following this guide, you will be able
to configure the 460BBI2E gateway.

Number of ASCII devices is dependent on the Hardware and Product number of the 460 gateway.

Forfurther customizatio and advanced use, please reference the appendices located on the CD
online at:http://www.rtautomation.com/product/460-gatewaysupport/.

If at any time you need further assis@# do not hesitate to call Real Time Automation support
Support Hours are Monddyriday 8arrbpm CST

Toll free: 18002491612
Email: support@rtautomation.com

Real Time Autont&n, Inc. 6 1-800-249-1612
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REAL TIME AUTOMATION

Hardware Platforms

The 460 Product Line supports a numbedifferent hardware platforms. There are differences in how
they are powered, what serial settings are supported, and some diagnostic features supported (such as
LEDs). For these sections, be sure to identify the hardware platform you are using.

To find vhich hardware platform you are using:

1) Look on the front or back label of the unit for the part number.
2) On the webpage inside the gateway, navigate to the dropdown menu uDtler and select
Utilities. Click theListing of Revisionbutton. The full parhumber is displayed here.

hyOS @2dz KIS G(KS TdzZ £ LI NI ydzYo SNIb&YKS LI | GF2NY

460 P‘i P2 -NX¢XX

Product Platform

Real Time Autont&n, Inc. 7 1-800-249-1612
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Hardware i N2E
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Powering the Gateway

The following steps will allow you fwoperly and safely power the gateway

Warning: Improper wiring will cause unit
failure! Usethe{ ONB 6 ¢ SNIXYAY I f
connection

1) Connect d2-24VDC power source to the gatewded Wire = (+) Black Wire-¥ (
a) The unit draws 8DC 900mA (7.2W) Max
b) The unit draws 3%¥DC 900mA (31.5W) Max
c) The gateway has a voltage operating range freB5&DC, 24/DC is recommended.

- I W

Real Time Autont#n, Inc. 8 1-800-249-1612
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Hazardous Environment Power & Installation Instructions
This equipment is suitable for use in Class I, Division 2, Groups A, B, C and Ehawamdaus locations only.

WARNING; EXPLOSION HAZARDD not disconnect equipment unless power has been removed or the area is
known to be norhazardous.

WARNING; EXROSION HAZARBubstitution of components may impair suitability for Class I, Division 2.

THIS EQUIPMENT IS AN OFEFRE DEVICE AND IS MEANT TO BE INSTALLED IN AN ENCLOSURE $SUITABLE

FOR THE ENVIRONMEMICH THAT THE EQUIPMENT IS ONLY ACCESSIBLE WITH THE USE OF A

WARNING; POWER JACK (Screw Terminals, FORSMAINTENANCE USE ONLY AND MAY ONLY BE USED
THE AREA IS KNOWN TO BE FREE OF IGNITIBLE CONCENTRATIONS OF FLAMMABLE GASENROQRTAP
BE CONNECTED UNDER NORMAL OPERATION.

In Hazardous Environments the unit must be powered with betwe8&8 ¥DC, 8 VDC @ 900 mA (7.2 W) max.
Supervised. The unit is certified to be operated4di C to 50C.

TOOL

WHILE
ORS. IT

Instructonsd 6 al | ment ati on et doi nst
dangereux

al | a

Cet équipement est congu pour étre utilisé uniquement dans des lieux de classe I, division 2, groupes A, B, C gt D,

ou non dangereux.
AVERTISSEMENRISQUE D'EXPLOSION débranchez pas I'éipement & moins que le courant ne soit coupé
ou que la zone ne présente aucun danger.

AVERTISSEMENRISQUE D'EXPLOSIQMNM substitution de composants peut compromettre lI'adéquation a la
classe I, division.2

CET APPAREIL EST UN DISPOSITIF BEUMWERE ET IL FAUT L'INSTALLER DANS UN ENCEINTE ADAPTE A

L'ENVIRONNEMENT TEL QU'IL N'EST ACCESSIBLE A L'UTILISATION D'UN OUTIL.

AVERTISSEMENIE POWER JACK (bornes a vis, J7) est destiné exclusivement a la maintenance et ne peut éfre

utilisé que lorsquéa zone est connue pour étre exempte de concentrations inintéressantes de gaz ou de vapeu
inflammables. IL NE DOIT PAS ETRE CONNECTE SOUS UN FONCTIONNEMENT NORMAL.

Dans les environnements dangereux, l'unité doit étre alimentée en38 8DC, 8 VDC @®MA (7,2 W) max.
Supervisé. L'appareil est certifié pour fonctionner entt@ ° C et 50 ° C.

I

()

Real Time Autont&n, Inc. 9 1-800-249-1612
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Port Configuration
The Port Configuration page is where you set port specific parameters. These settings must match the

settings of the device(s) that you are connecting to.

Only 1 mode can be configured for this hardware. Below are the wiring pinouts for each mode.

When you have completed your port configuratjafick theSave Parameterbutton.

RS232 pinouts:

Comm Ports Configuration

Enable Port 0
Mode [Rs232 ~
Serial Baud
Parity
Data Bits
Stop Bits

RS232

Save Parameters

RS485 pinouts:

Comm Ports Configuration

Enable Port 0:
Mode[RS485 (2-wire:Half Duplex) |

Serial Baud[19200 |
Parity:[None -]
Data Bits:[8 |
Stop Bits[1 |

RS485 (2-Wire)

TG

GND TX+ TX-

Save Parameters

Real Time Autont&n, Inc. 10 1-800-249-1612
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RS422 pinouts:

Comm Ports Configuration

Enable Port 0:
Mode:[RS422 (4-wire:Full Duplex) |
Serial Baud:[19200 ]|
Parity:[None |
Data Bits:[g ]
Stop Bits:[1 ]

RS422 (4-Wire)

T

GND TX+ TX- RX+ RX-

Save Parameters

Real Time Autont&n, Inc.
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REAL TIME AUTOMATION

Mounting with a DIN Rail

Installing
Follow these steps to install your interface converter.
1) Mount your DIN Rail.

2) Hook the bottom mounting flange under the DIN Rail.
3) While pressing the 460B{2E against the rail, press up to engage the spring loaded lower clip and
rotate the unit parallel to the DIN Rail.

4) Release upward pressure.

—

DIN Rail
\

Spring Loaded Lower Clig

Removing
Follow these steps to remove your imtace converter.
1) Press up on unit to engage the spring loaded lower clip.

2) Swing top of the unit away from DIN Rail.

Real Time Autont#n, Inc. 12 1-800-249-1612
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Accessing the Main Page

The following steps will help you access the browser baseiguration of the gateway. By default,

DHCP is enabled. If the gateway fails to obtain an IP address over DHCP it will Auto IP with 169.254.X.Y.
For more information on your Operating system network setting refer to the Access Browser
Configuration Doon the CD or download from our support web site.

1) Insert the provided CIROM into a computer also on the network.

g N
MR RTA IPSetup V2.4 |3
NDK Settings Select a Unit
Pl 0.0 .0 .0 2] 450 00y [00-03-F4-08-D2-6C] AutolP at 16925442
Network Maskl o .0 0 0
Gateway| 0 . 0 . 0 . 0 &]

DNS|[ 0 . 0 . 0 .0

£ I »

[ search Agen |
Launch Webpage | Advanced... | Close

2) Run the IPSetup.exe program from the-BOM.
3) CAYR dzy Al dzy RSNJ a{ St SOG I !'yAiéod
a. ChangeD I (i S dP adldRess to match that of your PC if DH&®failed.
i. ,2dz gAff (y26 51/t KF-a FIA{SR AF (GKS 3L iSél &Qa
i. LT &adz00S&&a¥FdzZ s AlG oAttt alé& 51 /tQR i SEY MpHOM
b. If you do not see the gateway in this tool, then your PC is riladyIset up as a static IP.
i. Kl y3aS 8 aetdik settings to be DHAPDHCP fails, then it will change to be on the
169.254.x.y network.
i. Relaunch the IP Setup tool to see if gateway can be discovered now.
4) ClickLaunch WebpageThe Main page shoulgpear.

Default setting is set to DHCP. If DHCP fails, default IP Address is 169y254.x.

Real Time Autont&n, Inc. 13 1-800-249-1612
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Error: Main Page Does Not Launch
If the Main Page does not launch, please verify the following:
1) Check that the PC is set for a valid IP Address
a. Open a MDOSCommand Prompt
b.¢@LJS GALIO2YyFAIE YR LINBaa SyidSNJ

c.b2d8 G(KS t/ Q& Lt ! RRNB&aaz {doySids IyR 58T dz
2) The gateway must be on the same Network/Subnet as the PC whefhar it & S & dzLJ STacNI 51 / t

Once you have both devices on the same network, you sHmikable to ping the gateway using a MS
DOS Command Prompt.

=)

BEX Administrator CA\Windows\system32icmd.exe

C:~>ping 192 .168.68.186

Pinging 192 _168_08.1080 with 32 bytes of data:
192 168 .8.188: bytes=32 time<imsz TTL=68
192 168 .8.1808: bytes=32 time<imsz TTL=68
192 168 .8.188: bytes=32 time<imsz TTL=68
192 168 .8.1808: bytes=32 time<imsz TTL=68

Ping statistics for 192.168.0.100:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

MHinimum = Bms, MHaximum = Bms, Average = Bms

-

The Screenshot above shows a gateway that is currently set to a static IP Address of 192.168.0.100.

If you are able to successfully ping your gateway, open a browser and try to view the maioffihe
gateway by entering the IP Address of the gateway as the URL.
L] ol B e

R
= C' [}192.168.0.100 =

Real Time Autont&n, Inc. 14 1-800-249-1612
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REAL TIME AUTOMATION

Committing Changes to the Settings

All changes made to the settings of the gateway in Configuration Mode will not take effect until the
gateway is restarted via the webpage. Changgst t y 20 6S &aG2NBR AF GKS 3IIGS
prior to a reboot.

NOTEThe gateway does not need to be restarted after every change. Multiple changes can be made
before a restart, but they will not be committed until the gateway is restarted.

When all desired changes have been made, presfRéstart Nowbutton.
The webpage will redirect to our rebooting page shown below:

RTA

Real Time Automation, Inc.

www.rtaautomation.com

MODE: CONFIGURING

The reboot can take up to 20 seconds.

If the IP address has not been modified, the gateway will automatically redirect to the main page.
If the IP address was modified, a message will appear at the top of the page to instruct the user to
manually open a new webpage at that new IP.

Real Time Autont&n, Inc. 15 1-800-249-1612
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Main Page

The main page is where important information about your gateway and its connections are displayed.
Mode
Running Mode:
1 Protocol communications are enabled
1 Configuration cannot be changed during Running Mode. If changes are needetheli
Configuration Modebutton shown in thegreen boxbelow

Configuring Mode:
1 Protocol communication is stopped and no data is transmitted
1 Configuration is allowed

Navigation(green box below):
You can easily switch between modes and navigate betweges (Configuration, Diagnostics, and
Other pages) using the buttons on the left hand side.

RTA

Real Time Automation, Inc.

www.rtaautomation.com

MODE: RUNNING

AG(C \/

| Configuration Mode |

Main Page

| Main Page |

Device Description: |Application Description

CONFIGURATION
Network Configuration |
Allen-Bradley PLC |
Modbus TCP/IP Client |
|

Save Parameters

Network Status

Display Data Link Status MAC Address IP Address
Ethernet Port 100Mbps, Full Duplex 00:03:F4.0A:43.CC 10.1.28.95
DIAGNOSTICS
-Select- v

Allen-Bradley PLC Status
Device Status:
Last Read Error Code:
Last Write Error Code:
LED Status:

OTHER

-Select- Fatal Error. Mo Configuration

Connection Status: No Devices Configured / Enabled

Modbus TCP/IP Client Status

Device Status:
Last Error Code:
LED Status:

Fatal Error: No Configuration

Connection Status: No Devices Configured / Enabled

Data Mapping Status

# Enabled:
# of Errors:
First Error:

0of0
0

Real Time Autont#n, Inc.

16
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REAL TIME AUTOMATION

Device Configuration

The device configuratioareais where you assign the device descriptmarameter Changes can only
be made when the gateway is in Configuration Mode.

Main Page

Device Description: |Application Description

Save Parameters

Once you are @he configuring the Description, click tBave Parameterbutton.

Network Configuration
Thenetwork configurationareais where you assign th® addressand other network parameters.
Changes can only be made when the gateway is in Configuration Mode.

Once you are done configuritige Network Settings, click thgeave Parameterbutton.

If you are changing the IP Addredghe gateway, the change will not take effect until the unit has been
rebooted. After reboot, you must enter the new IP Address into the URL.

Real Time Autont&n, Inc. 17 1-800-249-1612
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Network Configuration

Ethernet Switch Configuration

Topology:

Ethernet Port 1 Configuration

Ethernet MAC Address
Ethernet Link

IP Setting:
IP Address:
Subnet:

Independent

- 00:03:F4:0A:C0O:64

- [Auto-Negotiate

V]

Static IP ~

192.168.47.199

255.255.255.0

Default Gateway: [0.0.0.0

DNS Gateway:

0.0.0.0

Save Parameters

Ethernet Port 2 Configuration

Ethernet MAC Address: 00:03:F4:0A:CO:C8

Ethernet Link:

IP Setting:

|IP Address:
Subnet:

Default Gateway:
DNS Gateway:

[Auto-Negotiate

V]

10.1.28.105

255.255.0.0

0.0.0.0

0.0.0.0

Save Parameters

Help

Real Time Autont&n, Inc. 18
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Network Interface Options

The N2E hardware has two different Network Interface options, Independent and Switch Mode. Below,
you can find the different use cases that each interface option allows for.

Independent Mode

1) Two Ethernetbased protocols on the same IP Network
a) Ethernet Portl used OR
b) Ethernet Port 2 used OR
c) EthernetPort1 & 2 used

2) Two Ethernetbased protocols on different IP Networks
a) Ethernet Port 1 used AND
b) Ethernet Port 2 used

Switch Mode¢ Only Ethernet Port 1 is used for protocol communication

3) One Ethernebased protocol on the IP Network (lay2iswitch)
a) Ethernet Port 1 used for direct protocol communication
b) Ethernet Port 2 available for daisy chaining devices together
i) A Ringopology is NOT supported
4) Two Ethernetbased protocols on same IP Network
a) Ethernet Port 1 used for direct protocol communication with another switch, hub, or router
b) Ethernet Port 2 available for a daisy chaining devices together
i) A Ring topology is NOT supfed
5) Two Ethernetbased protocols on different IP Networks
a) Not Possible must use Independent Mode

It is recommended to leave the DNS Gateway set to 0.0.0.0 and the Ethernet Link
Auto-Negotiate. If configuring the gateway to userail, the DNS Gaway must be
set.

Real Time Autont&n, Inc. 19 1-800-249-1612
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BACNet/IP Client Configuration

Click theBACnet/IP Clienbutton to access the configuration page.

1)

Select whictNetwork Interfaceto use for this BACnet/IP connectidhusing single port

hardware, the Network Interface wilefault to Ethernet Port only.

2)
3)
(OXBACO)).
4)
BACnet/IP network.
5)
on the BACnet/IP network.
6)

Enter aDevice LabelThis is an internal device alias used during data mapping.
Enter the decimal value of thdDP Porthat the gateway will communicate on (Default is 47808

Enter a uniquénstanceidentifier forthe gateway. This Instance must be unique on the
Enter aName Descriptionand Locationfor the gateway. These are used to identify the gateway

Delay Between Messagegnter the length of time to delay betweeead and write scan line

requests (ms). A value set to 0 means to go as fast as the network allows.

7)

Response TimeoutEnter the amount of time the gateway should wait before a timeout is

issued for a read/write request (s).

8)
selected protocol is lost.

Dependency Protocollf enabled BACnet/IP communication will stop if communication to the

BACnet/IP Client Configuration

Network Interface:[Ethernet 1(10.1 28 85) |

Help

UDP Port:[47808 | 1-65535 (Recommend 47808-475823)
Instance:[s50 | 0-4194302

Namei|Gateway Name |

Description: |Gateway Description |

Location: | Gateway Location |

Delay Between Messages: 0-10000 ms
Response Timeout: 1-60 s
Dependency Protocol:[None ]
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BACnet/IP Client Device Configuration

The bottom area of the BACnet/IP Client Configuration page lets you configure up to 32 external
BACnet/IP Server devices.

1) To addadditional Server connections, click tigelect dropdown under BACnet/IP Client Device
List and selecAdd Generic Servesption.

BACnet/IP Client Device List

[-Select- v | | Delete Server |
[ 1]
1-2
a. If you are configuring multiple devices clickor >>to navigate to another device.
b. To create a new server with theraa parameters already configured from another
server, click theSelect dropdown and select th&dd from BACnet/IPXoption (where
X represents the server you wish to copy parameters from). Once created, you can make
any additional changes needed to thaw server.
c. Toremove a device, navigate to the server to delete usingttend >>buttons and

click theDelete Servebutton.
d. Click theSave Parameterbutton to save all changes made before you restart or go to
another configuration page

2) TheEnablecheck box should be selected for the device.

3) Enter aDevice Labelo identify the device within the gateway.

4) Enter the uniqudnstanceli KI & YIF 6§ OKSa (GKS &aSNIWSNJ e2dz ¢l yi
match, the gateway will timeout.

5) Bit Pack:Select the formatting of the Binary Input/Output/Value Objects. Automap will use this
packing size to map binary objects to/from the other foaol. The bit pack selection here
should match that of the other protocol. The starting address is considered Bit 0 and is the low
order bit.

6) Priority Array. Select the Priority Array index to use for the Writeable Commandable BACnet
Objects.

7) Enter the nunber of Read Scan Lines and Write Scan Lines.

8) Click theGenerate Scan Lindsitton to have the read and write scan lines agfenerate for
you. You may manually configure the read and write scan lines after they have been generated.

| CIEnable | BACnet/IP Server 1 | |
| Device Label [BCO1 | Instance 1 0-4194302 |
‘ Bit Pack [1Bit v | Binary Input / Output / Value Only H Priority Array |
| # of Read Scan Lines |0 0-100 | # of Write Scan Lines 0 0-100 |
\ | Generate Scan Lines | |

| View Write Scan Lines |
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Configuring Read Scan Lines
Follow these steps to manually configure Read Scan Lines.

1) SelectView Read Scan Lingsnot already selected.

2) Select an Object Type for each Scan Line. Options include: Analog Input, Analog Output, Analog
Value, Binary Input, Binary OutputnBry Value, and Mukbtate Input, MultiState Output,
Multi-State Value, CSV (CharacterString Value).

3) Enter a Starting Object.

4) Enter the # of consecutive objects to read for that object type. You can enter a value of 1 to 128.

Read Scan Lines (BACnet/IP to 460)

L3 |

Line# | Object Type | Starting Object || # of Objects |

O

“ 1 ” [Analog Input M “

F__ 1 | 71 |

<<d=f >>

Configuring Writes Scan Lines
Follow these steps to manually configure Write Scan Lines.

1)
2)

3)

4)

SelectView Write Scan Linei§ not already selected.
Select an Object Type for each Scan Line. Options include: Analog Output, Analog Value, Binary

Output, Binary Value, Muitate Output, MultiState Value, and CSV (CharacterString Value).
Enter a Starting Object.

Enter the # of consecutive objects to terfor that object type. You can enter a value of 1 to
128.

Write Scan Lines (460 to BACnet/IP)

(D& | Line# | Object Type | Starting Object | # of Objects |
| O ” 1 ” |Analog Output V| ‘ [1 \ “ [1 l |
| <<f=f >3
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Mapping - Transferring Data Between Devices

There areb waysto move data from one protocol to the othe¥ou can combine any of the following
options to customize your gateway aseded.

Option 1¢ Data AuteConfigure MappingsThe gateway will automatically take the data type (excluding

strings) from one protocol and look for the same data type defined in the other protocbl. § KSNB A &y Q
matching data type, the gateway willap the data to the largest availabliata type See Data Auto

Configuresection for more details.

Option 2¢ String AuteConfigure The gateway will automatically take the string data type from one
protocol and map it into the other. See String AW@onfguresection for more details.

Option 3 ¢ Manual ConfigureMappings L ¥ @ 2dz R2y Qi g¢CoyfigureiVBppidgs S G KS | dzi ;
function, you must use the manual mapping feature to configure translations.

Option 4 ¢ Manipulation/Scaling:You can cusmize your éta by usingnath operations, scaling, or bit
manipulation. See DatslappingExplanatiorsection for more details.

Option 5 ¢ Move Diagnostic InformationYou carmanuallymove diagnostic information from the
gateway to either protocolDiagnostic information is not mapped in AuBonfigure Mappings Mode.
SeeDiagnostic Infeection for more details.

Going from Manual Mapping to Autdapping will delete ALL mappings and
manipulations configured.
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Display Mapping and Values
The Displaypataand Display Stringages arewhere you can view thactualdata for eachmappingthat

is setup.

Display Data
Click theDisplay Databutton to view how the data is mapped and what the values of each mapping are.

[ Main Page |

CONFIGURATION

Network Configuration

|

| Port Configuration
| BACnetIP Server
|
|

Maodhue BTII Mactar

Display Data
DIAGNOSTICS
[-Select- v |
OTHER
[-Select- v |

Here you will see how each dataipt (excluding strings) is mapped. To vieelect the devicéom the
dropdown menuand clickvView to generate thenformation regarding thatlevice. Then select either

the Protocol 1 to Protocol ®r Protocol 2 to Protocol button, correlating to the direction you wish to
see the data.

Display Data Edit Mapping

Select a Device [Modbus TCP Server IP Address: 0.0.0.0 v

“rotocol 1 to Protocal 2 ( Protocol 2 to Protocal 1 J
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This page is very useful when verifying that all data is mapped somehow from one protocol to another.
If a data point is not mapped, it will display on this page in a ydligiMighted box. The Display Data
page will display up to 200 mappings per page, simply navigate to the next page for the additional

mapping to display.

BACnet/IP to Modbus RTU

R
Displaying 1-201 of 300
Modbus RTU 463;12§BS BACnet/IP
Name Value (Hex) Manipulation Name Value (Hex)
400001 - - =D Al1 -
400002 -- - -}% Al2 Ivlapping Disabled for Point
400003 - - =D Al3 -

In the above example, we see the following:

1
1

)l

Modbus register 400001 from Slave 1 is being mapped1mA BACnet

Nothing is being moved from Modbus register 400002 to Al2 on BACnet because the mapping is

disabled

Modbus register 400003 from Slave 1 is being mapped to Al3 on BACnet

NOTEIf a data point is mapped twice, only the first instance of itstitiw here. EX: If Modbus 400001
& 400040 from Slave 1 are both mapped to All, only 400001 will show as being mapped to Al1.

LT

i KSNB

B YOEKA8 48 LR BSA

data is being sent to thdestination.

Al

AYRAOI GS4

K G

iKS

The example below reflects the Modbus to PLC flow of data. The Modbus (left side) is the source and

the PLC (right side) is the destination.

Real Time Autont&n, Inc.

1

The 460 gateway has received valid responses from Modbus registers 4@00005 and
therefore canpass the data on to the PLC tag called MC2PLC_INT.

The 460 gateway has NOT received valid responses from Modbus register 400011 & 400012. As

I NBadzZ 6 G4KS RIF G 0SS LI aasSRrR {2

SGAY G K S m@df hedigble.O2  dz

OFyyz2i
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Display Data | Edit Mapping
| View as Text

Select a Device | Modbus TCP Server IP Address: 10.1.16.16 ~ | | Wiew |

[ PLC to Modbus TCP/IP

Disp of 7
Modbus TCP/IP 462';3”{: PLC
Name Value (Hex) Manipulation Name Value (Hex)
400001 15 0x000F 3> MCzE[gEl‘NT[O] 15 0x000F
400002 1495 0x05D7 39 MCzEEgTNTm 1495 0x05D7
400003 1 0x0001 > C2EE€EI1NT[2] 1 0x0001
400004 23 0x0017 = {325{831{\'“3] 23 0x0017
400005 3 0x0003 = {:258? N - 3 0x0003
400011 - - > ETCO1E3I—§ rgg)_lNT[O] - -
400012 - - 35 ETCO1 - -

ETCO1_G2NO_INT[1]

To view the actual data mappings, click thdit Mappingbutton. For more details, see the Data
MappingExplanation section.

To view the data mappings purely as text, click\ew as Texbutton. For more details, see the View
Data Maping as Text section.
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Display String
Click theDisplayStringbutton to view what the values of each Parsing and/or Concatenating strings are
you can also click on the Edit Mapping to view the mapping of each string.

| Main Page |

CONFIGURATION
| Network Configuration

Part Configuration

|
| |
| ASCII |
| Allen-Bradley PLC |
| Display Data |
| Display String |
| ReEsdit NOwW |
DIAGNOSTICS
[-Select- v
OTHER
[-Select- v

To viewthe source or destination groups from a string, click the dropdown menu to generate the
information regarding thatlevice. The string data will be displayed in both klest ASCII (only the ASCII
data is sent). The example below shows data that is coming from the source device. A group will be
displayed for each Parsing/Concatenating String field that is configured.

Display String | Edit Mapping
| View as Text
Select a Group [ Src: Line 1 Barcode Scanner v | and a String [Barcode Scannerv| ({11 bytes)
886a: 88 65 6C 6C &F 20 77 6F 72 6C 64 hello world |

Ly G(KS DNRdzL) RNRL) R24YELGBEEYIODS D2yRIAINERAZ2Y (XS
{OFYYSNE A& RSFAYSR Ay GKS !'{/LL tFINBRAY3 O2yTAIdzN

Enable ASCII Device 1 |
Port[Fort 1 (DBY) v | Device Label |Line1

LED Inactivity 0 | 0-60000 s Operation Mode [Mark Data New on New Message |

1

Start Location

Data Type Internal Tag Name
|String - ”| Barcode Scanner

1 [ [0
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LT GKSNB INB QI ftdsSa 2F a5FdF b20 AR az2y
yet and no data is being sent to the destiiasit

Display String | Edit Mapping
| View as Text

Select a Group [ Src: Line 1 Barcode Scanner v| and a String | Barcode Scanner v| (0 bytes)

Data Mot Valid

NOTEYou can view the whole string data by clickingdagnostics Infalrop down and navigating to
ASCII Diagnostics page. You will also have to select the postayauo view in the dropdown below
ASCII.

Diagnostics

|ASCII v | View |

Part 1 (DBY) v |[ view |

To view the string mappings, click tdit Mappingbutton. For more details see tHgtring Mapping
Explanationsection.

Display String | Edit Mapping
| WIEW do 1EAL
Select a Group [ Src: Line 1 Barcode Scanner ~| and a String (11 bytes)
agea: 68 65 aC 6C &6F 28 77 6F 72 oC 64 hello world

NOTE: Only String data types can be mapped to another String data type.

String Mapping Configuration [ Help |
[Manual Configure v |
# of Mappings to Configure: | 1 |0-250
| Set Max# of Mappings |

Enable Mapping 1

Source Destination
Group: [Line 1 Barcode Scanner v o o o o Group: [ETC01 ETCO1_G2ZNO_STRIN v |
String: [Barcode Scanner | String: [ETCO1_G2NO_STRING v |

To view the 8ing mappings purely as text, click théew as Texbutton. For more details see théew
String Mappingas Text section.
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Display String use case

{SYRAY3 I YS&aal 3aS 2 TFanhAsQldevifedn thadRNILRtWRONSEIEParing? Y
Configuration would look like my example below. There are more detailed examples of what all the
fields represent in the ASCII Parsing section.

ASCIl Device 1 (Line1)
Max Number of Fields: |3 | 1-50 | Min Number of Fields: [1 | 1-50

Parsing Delimiter: |, 44 0x2c  w

| Update Fields |
Field | Start Location Length Data Type Internal Tag Name

|Header 1 |

=y
[y
=

Heater 2 |

M
-
=

Header 3 |

(o]
-—h
=

The message isbrokelzL) Ay (i2 o GDNRdzLJA¢é¢ 2NJ t I NAEAYy3d FTASEt RaAD

Display String | Edit Mapping
| view as Text
Select a Group [ Src: Line1 Header 1 +| and a String (3 bytes)
a2ea: 52 54 41 RT& |
Display String | Edit Mapping
| View as Text
Select a Group [ Src: Line1 Header 2 v | and a String (7 bytes)
aeea: 53 75 7@ 7@ 6F 72 74 Support |
Display String | Edit Mapping
| View as Text
Select a Group [ Src: Line1 Header 3 v | and a String (5 bytes)
aeea: 52 6F 63 68 73 Rocks |

To view the Entire message, click on the Diagnostic drop down, select Diagnostics Info. Select ASCII, click
view, select your Port. Whole data will be in the Last Message Sent Diagnostic box.

Last Message Sent (17 bytes)

acea: 52 54 41 2C 53 75 7@ 7@ &F 72 74 2C 52 6F 63 6B RTA,5upport,Rock
ael6: 73 ]

Diagnostics

ASCII | [View |

Port 1 (DB9) v |[ view |
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Data and String Mapping 7 Auto-Configure

The AuteConfigurefunction looks at both protocols and will mépe data betweenthe two protocols

as best as it can so that all data is mapgdaguts of like data types will map ttputs of the other
protocols like data typgfirst. If a matching data type cannot be found, then the largest available data
type will be usedOnly when there is no other option is data truncated and mapped into a smaller data

type.

If the AutcConfigurefunction does not map the data as you wamtyou want to add/modify the
mappings, you may do so by going into Manual Configure mode.

The following are examples of the Av@pnfigurefunction.

1) This example shows a common valid setup.

Source Destination
8-bit Sint 8-bit Sint
16-bit Int 16-bit Int

a. Both Source values were able to be mapped tmaesponding Destination value.

2) This example shows how Au€@onfigurewill make its best guess.

Source Destination
8-bit Sint 8-bit Sint
16-bit Int 16-bit Int
32-bit Uint 32-bit Uint
32-bit Float 32-bit Uint

a. The32-bit Floatfrom the Source location could not find a matching Destination -tigbe.
After all other like data types were mapped, the only data typailable was the " 32-bit
Uint data type. AuteConfigurewas completed even though the data in the Float will be
truncated.
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Data Mapping T Explanation

Below are the different parts that can be modified to make up a data mapping.

a . &) &
| @ Enabie | P ~ Mapping 1

| Source ’— ] Enable Manipulation | Destination

Group: | MCO2 400001 (Int16) % ‘ Group: | ETCO2 ETCO2_G2NO_INT[0] (|
Start: | 400001 v @ © é o o Start; | ETCO2_G2NO_INT[5] v
End: | 400005 v End: ETC02_G2NO_INT[9)

1) Enable(red boxaboveg: Check to enable mapping. If not checked, this mapping is skipped.
2) Source Fieldyellow boxabove:
a) Group- Select the data group you set up in the protocol config to use for this mapping.
b) Start- This is the starting point for thimapping.
¢) End- This is the final point to be included for thmsapping
3) Manipulation Areggreen boxabove:
a) Enable the Data Manipulatioithis can be enabled for any mapping.
b) ClickAdd Math Operationfor each operation needed. Up to 3 are allowed unless you are using
the Scale, SetiBor Invert Bit functios. If using Scale, Set Bit, or Invert 8ien only 1
operation is allowed.
c) Select the Operation(s) to perform.
i) Math Operations are performedhithe order they are selected.
i) If more than one point is selected on the source, the Math Operations will be performed on

every point.
d) Enter the value(s) for the operation.
| Enable Manipulation ‘ | Enable Manipulation | | Enable Manipulation
Scale v Set Bit v
fad - 0 Src 1 |to| 10 S Dt
[ Add Math Operation | [ O | 5
Dst 1 |to 100 (0-15) (0-15)
Example of Add (similar for Subttac Example of Scal@his will Example of Sait (similar to
Multiple, Divide, and MODThis will scale the source values from 1 Invet Bit). This will take the value
add a value of 10 to the source field 10 into 100 for the of the 0" source bit and copy it
before it is written to the destination destination. into the value of the 8
field. destination bit.

4) DestinationField(blue box above)
a) Group- Select the data group you set up in the protocol config to use for this mapping.
b) Start- This is the starting point for where the data is being stored.
c) End- The End point is derigefrom the length of the source and cannot be modified.
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Data Mapping i Adding Diagnostic Information

Data Mapping offers 5 differenypes of information in addition to any scan lines specified for each
protocol.

IMPORTANNOTEOnNly add Diagnostic InformatighFTERoth sides of the gateway have been
configured. If changes to either protocol are made after diagnostic information has been added !
mapping table, it is necessary to verify all mappings. Remapping may be necessary.

1) Temporary Ram (Int64)

a) This offers five levels of 64bit Integer space to assist in multiple stages of math operations. For
example, you may wish to scale and then add 5. Yawseaup a single translation to scale with
the destination as the temporary ram. Then another translation to add 5 with the source as the
temporary ram.

b) The gateway will automatically convert the Source to fit the Destination, so there is ho need for
Int 8, 16, 32 since the 64 may be used for any case.

[ & Enable | Mapping 1 |
Source ‘ Enable Manipulation l Destination ‘
Group: | Temporary Ram0 (Int64) | | Scale o Group: | Temporary Ram0 (Int64) v/
Start: [Ram0 vl | sre 1 to 10 ||| start: [Ram v
End: [Ramd v|| Dst 1 lto[ 100 ||| End Ram1
[ & Enable | Mapping 2 |
I Source H Enable Manipulation || Destination ]
GrDup:r  Temporary Ram0 (Int64) v N = | : - || Groug: ITemporary RamVD"(in’tBIi')' |
Start: | Ram1 vl Start: | Ram2 v
End: | Ram1 v LLuchdd Methy Operstion. ] End: i?am? 7

In this example, RamO is scaled into Ram1. Ram1 is then increased by 5 and stored into Ram2.
Ram0 and Ram2 could be considered a source or destination group.

2) Temporary Ram (Double)
a) This is likehe Temporary Ram (Int 64), except manipulations will be conducted against the
64bit floating point to allow for large data.
3) Ticks Per Second
a) Thegateway operates at 200 ticks per second. This equates to one tick every 5ms. Thus,
mapping this to a destirign will give easy confirmation of data flow without involving one of
the two protocolsIf data stops on the destination end, then the RTA is offline.

| & Enable | Mapping 1 |
Source ] Enable Manipulation Destination
Group: |Ticks Since Powerup (Uint32) V| Group: | BS01 Al (Float) v|
Start: | Since Powerup v] @ © 9 e o Start: [Al1 vl
End: [ Since Powerup ~ | End: Al
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4) XY_NetBmpStat
a) If a protocol is a Client/Master, there is a Network Bitmap Status thabigded on the
Diagnostics Info page under the Variables section.

Modbus RTU Master

Device Status
Connected and Running

LED Status

Connection Status:

Variables
MNetwork Bitmap Status:

Connected

0x0000001f

b) Since a Client/Master may be trying to communicate with multiple devices on the network, it
may be beneficial to know if a Server/Slave device is down. By using this Network Bitmap Statu
you can expose the connection statuses of individual devitalsies shown are in HEX.

i) 0x00000002 shows that only device 2 is connected

i) 0x00000003 shows that only devices 1 and 2 are connected

iii) 0x00000af shows that all 5 devices are connected (showimiage above)

c) There are multiple ways to map the NetBmpStat.

Option 1:Map the whole 32bit value to a destination. Example below shows the
NetBmpStat is going to an Analog BACnet object. Using a connection of 5 Modbus Slave
devices All will show a value 3if.0000. Open a calculator with programmer mode and
type in 31, this will represent bits®4 are on. This mean all 5 devices are connected

and running.

If using an AB PLC with a Tag defined as a Dint, then expand the tag within your RSlogix
software toexpose the bit level and define each bit as a description such as devicel,

device2, etc.

‘ Enable ”

Mapping 1

Source

[_| Enable Manipulation

Destination

Group: [MM NetBmpStat (Uint32)

v

Start: | NetBmpStat

v

End: | NetBmpStat

v]

codos

Group: [BS01 Al1 (Float)

~]

Start: [Al1

v]

End: Al1

Option 2:You can extract individual bits from the NetBmpStat by using the Set Bit

al yALWZ F GA2Y

FYR YFLI K248

a2 I

RSeydR v I (A 2y

want to monitor. Example below shows Modbus device 2 (out of 5) is being monitor to a
BACnet Binary Object. You can define the object in the BACnet Name configuration.

Enable Mapping 1
| Source || Enable Manipulation || Destination
Group: [MM NetBmpStat (Uint32) v | Group: [BS01 BI1 (Bit1) v]
Start. [NetBmpStat v |5rc 1 | |D5t ; | Start: [BI1 v]
End: |NetBmpStat v] 031 o End: BI1
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5) Status XY

a) There are two Statuses provided, one for each protocol. gities access to the overall status of
that Protocol. Each Bit has its own meaning as follows:

Common Status: 0xO00000FF (bit O -7) 1st byte

Hex:  Bit Position : Decimal: Explanation:

0x00 0 0 if we are a Slave/S erver
0x01 0 1 if we are a Master/C lient
0x02 1 2 connected (0 not connected)
0x04 2 4 first time scan

0x08 3 8 idle (usually added to connected)
0x10 4 16 running (usually added to connected)
0x20 5 32 bit not used

0x40 6 64 recoverable fault

0x80 7 128 nonrecoverable fault

For this examplghe ETC Status is mapped to a PLC tag called PLC_Status

| PLC to Modbus TCP/IP | Madbus TCP/IP to PLC
PLC 460:_1}?_““(: Modbus TCP/IP
Name Value (Hex) [Manipulation] Name Value (Hex)
ETC
PLC_Status 19 0x00000013 | && Status 19 0x00000013

Example ETC Status is 0x00000013 (19 decimal), here is the break down

Hex Bit  Decimal Explanation

0x01 0(on) 1 if we are a Master/C lient
0x02 1(on) 2 connected (0 not connected)
0x10 4(on) 16 running (usually added to connected)

Total: 0x13 19

External Faults: 0x0000FFO0O0 (bit 8 - 15) 2 byte
Hex:  Bit Position : Decimal: Explanation:

0x00 8 0 local control

0x01 8 256 remotely idle

0x02 9 512 remotely faulted

0x04 10 1,024 idle due to dependency

0x08 11 2,048 faulted due to dependency
Recoverable Faults: 0x00FF0000 (bit 16 - 23) 39 byte

Hex:  Bit Position Decimal: Explanation:

0x01 16 65,536 recoverable fault - timed out
0x02 17 131,072 recoverable fault - Slave err

Real Time Autont&n, Inc.
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Non- Recoverable Faults 0xFF000000 (bit 24 -31) 4" byte

Hex:  Bit Position : Decimal: Explanation:

0x01 24 16,777,216 nonrecoverable fault |
task fatal err

0x02 25 33,554,432 nonrecoverable fault T
config missing

0x04 26 67,108,864 nonrecoverable fault T
bad hardware port

0x08 27 134,217,728 nonrecoverable fault |
config err

0x10 28 268,435,456 Configuration Mode

0x20 29 536,870,912 No Ethernet Cable Plugged In

For this example, the MC Status is mapped to a PL&tkgl MC_Status

PLC to Modbus TCP/IP |

Modbus TCP/IP to PLC

460ETCMC
PLC Modbus TCP/IP
€€
Name Value (Hex) Manipulation] Name Value (Hex)
MC_Status 65601 0x00010041 &6 SEEJS 65601 0x00010041

ExampleMC Status is 0x00010041 (65601 decimal), here is the break down, we know that bytes 1 and 3
are being used, so here is the break down,

Total:

Common Status:

Hex: Bit: Decimal:
0x01 0(on) 1
0x40 6(on) 64
Recoverable Faults:

Hex: Bit: Decimal:
0x01 16 65,536
0x010041 65,601
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String Mapping i Explanation
Below are the different parts that can be modified to make up a string mapping.

String data types can only be mapped to other string data types. There is no manipulation that can be
done on the string.

=
Mapping 1 i
Source Destination
Group: [Line 1 Barcode Scanner | o o o o Group: [ETCO01 ETCO1_G2N0_STRIN v |
String: [Barcode Scanner String: [ETCO1_G2ZNO_STRING w |

1) Enable(red boxabove: Check to enablenapping. If not checked, this mapping is skipped.
2) Source Fieldyellow boxabove:
a) Group- Select the string data group you set up in the protocol config to use for this mapping.
b) String- This is thestringused forthis mapping
3) DestinationField(green boxabove:
a) Group- Select the string data group you set up in the protocol cawfigse for this mapping.
b) String- This is thestringwhere the data is being stored.
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Mapping i Auto-Configure Mode to Manual Configure Mode

To transition from AuteConfigure Mapping Mode to Manual Configure Modick the dropdown at the
top of the Mapping Configuration page and select Manual Configure.

After you click this button, you will be prompted to confirm if this is really what you want to do.

Message from webpage lﬁj

"-.I Press OK to modify the Mappings configured.
¥ Press Cancel to remain in Auto-Configure Mappings Mode,

OK l l Cancel

L "

ClickOKto proceed to Manual Configutdode or clickCanel to remain in AuteConfigure Mappings
Mode.

Once OK is clicked, there are 2 options on how to proceed from here.

Message from webpage lﬁj

"-.I Press OK to keep the current Mappings.
¥ Press Cancel to Delete all Mappings.

OK ] I Cancel

by

1) To keep the mappings that are already configured pe2iss

a) You would want this option if you are adding additional mappings omant to modify the
mapping(s) that already exist.

2) To delete the mappings that are already there and start over ftessel

To modify the number of mappings, enter a number in the text field ne#tad Mappings to Configure
andclick theSet Max # of Mapingsbutton. You can always add monmeappingsf needed.
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Mapping T Manual Configure Mode to Auto-Configure Mode

To transition from Manual Configure Mode to AuBmnfigure Mapping Modelick the dropdown menu
at the top of the Mapping Configuration paged select AuteConfigure Mappings.

Message from webpage [iE-J

"-.I Press OK to delete the current Mappings and go back to
L' Auto-Configure Mappings mode.
Press Cancel to keep Mappings and remain in current Mode,

0K ] ’ Cancel

L. -

ClickOKto proceed to delete all current mappings and go back to ALwmfigure Mappings Mode. Click
Cancelo keep all mappings and remain in Manual Configure Mode.

NOTEONnce you revert to AutcConfigure Mapping/lode there is no way to recover the mappings you
lost. Any mappings yopreviously haveadded will be deleted as well.
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View as Text

Data Mapping
The Viewas Texpage displays the point to point mappiisyyou setup in theDataMapping section.
Thiswill also display any manipulation(s) that are configured.

Each lineon this pagewill read as follows:

Mappingnumber. source point Len:Number of points mappee> manipulation (if blank then
no manipulation)>destination point

If you are looking filoa specific point to see if it is mapped, you can do a find in this text box for your

point in question. Example: you defined 20 Registers starting at register 1 and want to see if 400011 is

mapped.If it is not in this text boxthenit is not mapped, ad no data will be transferred.

This is the text display for the example shown underDa¢a Mapping Adding Diagnostic Information
section.

Data Mapping

Mapping 1: Temporary RawO Len: 1 -> 1:10 Scale to 1:100 -> Temporary Raml
|Mapping 2: Temporary Rawml Len: 1 -> Add 5 -> Tewmporary Rawz

String Mapping
The Viewas Texpage displays thetringmappinds)you setup in theStringMapping section.

Each lineon this pagewill read as follows:
Mappingnumber. source point -> Copy-> destination point

If you are looking for a specific point to see if it is mapped, you can do a find in this text box for your
point in question. Exaple: you defined2¢ G NAy 3 ¢+ 3a& Ay GKS t[/ I YyR
Logix PLC is mappdtlit is not in this text boxthenit is not mappedand no data will be transferred.

String Mapping

Mapping 1: Logix Test_String -> Copy -> MCD2 400001
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Base Triggering 1 Data Validiation Triggering

With Base Triggary 3= &2dz 6Aff 0SS YFENJAY3I REGE & GLYDFEARE

protocols to read all the read data points sourcesil ALL source protocols data is valid. You will be
able to utilize the Handshake to map over to Technology Trigger abafk over to your source
protocol for reference.

How does this work?

1) Map the Triggering Variable (Source) over to Trigg&rest).

2) If Trigge## value changes states mark all TriggeINB G2 O2f & NBFR RIGF a aLy @

3) Read all source read dap@ints until ALL source read data is valid.

4) Handshakef value is set equal to Triggéwalue.

5) Map Handshaké to reference data point.
Note: #is an internal reference to the Server/Slave number you are settingsxufRRTA
Server/Slave products can ordg Trigger 1 and Handshake 1 since we are only 1 device. If RTA is a
Master/Client, then you can have a Trigger# for each server/slave connected too.

How do you set this up?

In this example@® usinga460MCBS. Muilding Automation Systemwants to verif that all data read
from ModbusTCP/IP Server is valid.

1) Add an extra Analog Output for your Trigger. This tells the RTA to mark all data invalid.

Write Data Groups (BACnet/IP to 460MCBS)

| Data Group | Object Type | starting Object || # of Objects |
| 1 | Analog Output (32 Bit Float) || | 1 NI
| 2 H Binary Output H | i | ” [ o | ‘
| 3 |  CharacterString Value || 51 o ] |

a) You can define Al21 as your validation name in the Setup BACnet Names Configuration.

| Setup BACnet Names, Units_ and COV |

| 21 | G01 ~ || Data validation Trigoer [l Other ~ || no-units ~ || 1.000000 |

2) Add another Analog Input as reference for when data has been validated. When you write from
l'hum G2 QGFEARFGS RIEGEE GKS we!SHBIg® NBLIX & (2

Data Group Object Type Starting Object # of Objects
1 Analog Input (32 Bit Float) 1 40
2 Binary Input 1 0
3 Characterstring Value 1 0
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[ 40 [co v || Data Validation Result || Other w || no-units w || 1.000000 ﬂ

3) Within the Data Mapping page manually add 2 additional mappings.
4) The first mapping is going to be the Data Validation Triggering. AO21 will write to the RTA, MC
Trigger 1 will mark data invalid.

Mapping 2
Source [ Enable Manipulation Destination

Group: [BS01 AC1 (Float) w | Group: [MC Trigger 0 {Uint16) W |
Start: [A021 | ® @ o 0 Start: | Trigger 1 |
End:[A021 v | End: Trigger 1

5) The second mapping, the MC Handshake will merat that all data is validated and write to Al21
artft RFEGF Aada GFIfARFISREéED® ¢KS @FfdzS 2F !'Lnn |yR

Enable Mapping 3

Source [ Enable Manipulation Destination
Group: [MC Handshake 0 (Uint18)  w | Group: [BES01 Al (Float) v |
Start: [Handshake 1 v e o 9 o 0 Start: [Al40 |
End: [Handshake 1 v | End: Al40
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Security Configuration

To setup security on the 460 gateway, navigat©ther->Security ConfigurationYou can configure
Securityfor 3 administrators, 5 users, and 1 guest.

u

THISI8IOTA TOTALSECURITYTEEATURE

ug a Y4 ue NNe B e eWay C

be physically accessed, security can be reset. All security can be disabled if physical conta

be made From thelogin pageclick theReset Passwordutton twice. You wilbe forced to do a

hard reboot (power down) on the gateway within 15 minutes of clicking the button. This pro

should be useth the event a password is forgotten.

Note: Only Admins have configuration access to all web pages.

1)
2)
3)
4)

5)

Log Out Timer: The system will automatically log inactive users off after this period of time.
NOTEA time of 0 means that the user will not be automatically logged off. Instead, they must
manualy click theLogoutbutton.
Username: Enter a username, max of 32 characters.
Password: Enter a password for the username, max of 32 characters, case sensitive.

a. Reenter the Password
E-mail: In case the password was forgotten, a user can have their pagemoailed to them if
e-mail was configured.
Hint: A helpful reminder of what the password is.
Security Configuration[__Help ]

Log Out Timer: 0-15 min

Admin Configuration

Admin Username Password LD Email Hint
Password

1 Not Configured
2 Not Configured
) Not Configured

Admin Contact Information

User Configuration

User Username Password Be-enter Email Hint
Password

1 Not Configured
Not Configured
Not Configured
Not Configured

ol s w|N

Not Configured
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