xTA

REAL TIME AUTOMATION

460BMSNWAA

Pr ot ocol
Product Us

Real Time Autont&n, Inc.

Firmwar e 8V@&I

1 1-800-249-1612



REAL TIME AUTOMATION

Trademarks

CompactLogix, ControlLogix, & PLC-5 are registered trademarks of Rockwell Automation, Inc. EtherNet/IP is a trademark of the ODVA.
MicroLogix, RSLogix 500, and SLC are trademarks of Rockwell Automation, Inc. Microsoft, Windows, and Internet Explorer are registered
trademarks of Microsoft Corporation. BACnet® is a registered trademark of American Society of Heating, Refrigerating and Air-Conditioning
Engineers (ASHRAE). All other trademarks and registered trademarks are the property of their holders.

Limited Warranty
Real Time Automation, Inc. warrants that this product is free from defects and functions properly.

EXCEPT AS SPECIFICALLY SET FORTH ABOVE, REAL TIME AUTOMATION, INC. DISCLAIMS ALL OTHER WARRANTIES, BOTH
EXPRESSED AND IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR APPLICATION. THIS LIMITED WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY ALSO HAVE OTHER
RIGHTS, WHICH VARY FROM STATE TO STATE.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements
associated with any particular application, Real Time Automation, Inc. cannot assume responsibility or liability for actual use based on the
examples and diagrams. Except as specifically set forth above, Real Time Automation and its distributors and dealers will in no event be liable
for any damages whatsoever, either direct or indirect, including but not limited to loss of business profits, income, or use of data. Some states
do not allow exclusion or limitation of incidental or consequential damages; therefore, the limitations set forth in this agreement may not apply
to you.

No patent liability is assumed by Real Time Automation with respect to use of information, circuits, equipment, or software described in this
manual.

Government End-Users

If this software is acquired by or on behalf of a unit or agency of the United States Government, this provision applies: The software (a) was
developed at private expense, is existing computer software, and was not developed with government funds; (b) is a trade secret of Real Time
Aut omati on, I nc. for all purposes of the Freedom o f withnedtriotedmghtsin o n

A

accordance with subparagraphs (a) throuBdéstdi)ctoddtRiegICtosBimeldtdca @ e M4

successors; (d) in all respects is proprietary data belonging solely to Real Time Automation, Inc.; (e) is unpublished and all rights are reserved

under copyright laws of the United States. For units of the Department of Defense (DoD), this software is licensed onlywithAi Rest r i ct ed

as that term is defined in the DoD Supplement of the Federal Acquisition Regulation 52.227-7013 (c) (1) (ii), rights in Technical Data and
Computer Software and its successors, and: Use, duplication, or disclosures is subject to restrictions as set forth in subdivision (c) (1) (ii) of the
Rights in Technical Data and Computer Software clause at 52.227-7013. If this software was acquired under GSA schedule, the U.S.
Government has agreed to refrain from changing or removing any insignia or lettering from the Software or documentation that is provided or
from producing copies of the manual or media. Real Time Automation, Inc.

© 2021 Real Time Automation, Inc. All rights reserved.
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Revision History

Version Date Notes

8.45 11/18/2019 @ Features Added
1. Released OPC UA Server (US) Protocol
2. Abilityto now Import/Export Template Files with out an FTP session.
Bug Fixes
1. Updated Profinet Server (PS) on N34 hardware Platform
2. Updated WiFi software

8.6.0 2/28/20
Bug Fixes
1. Omron Plc Communication fixes for EtherNet/IP
2. Profinet GSDML Substitute values fix

8.7.4 9/1/20 Features Added:

1. BMS, BM, DFM, DS, DM, TCP, USB, PBS have been ported to the latest base soft
2. TCP,BMS,Bhbw Available on N2E and N2EW hardware Platform

3. New ASCII Mode Available on TCP/A/USB/WI protocols

4. User Guides updated with more examples

Bug Fixes:
1. Inproved Data Mapping and String Mapping performance

2. Improved functionality/performance on EC,ETC,ES,MC,MS,BS,BC, A,,WI,PS proto

8.7.22 4/6/21 Features Added:

1. Support for RSLog#ersions 32 + with unsigned data type support
2. ETC now support Long integer files (L files) for MicroLogix PLCS that support them
3. SC now supports data block (DB) access

Real Time Autont#n, Inc. 6 1-800-249-1612
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Overview

The460BMSWNNA4gatewayconnects a BACnet MS/TP Master with a Web Interf&yefollowing
this guide, you will be able to configure tA60BMSWNNA4gateway.

For further customization and advanced use, please reference the appenalietsd on the CD or
online at:http://www.rtautomation.com/product/460-gatewaysupport/.

If at any time you need further assistance, do not hesitate to call Real Time Automation support.
Support Hours are Monddayriday 8arrbpm CST

Toll free:1-800-249-1612
Email:support@rtautomation.com

Real Time Autont&n, Inc. 7 1-800-249-1612
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REAL TIME AUTOMATION

Hardware Platforms

The 460 Product Line supports a number of different hardware platforms. There are differences in how
they are powered, what serial settings are supported, and some diagnostic features supported (such as
LEDs). For these sections, be sure to identify #relaare platform you are using.

To find which hardware platform you are using:

1) Look on the front or back label of the unit for the part number.
2) On the webpage inside the gateway, navigate to the dropdown menu uDtler and select
Utilities. Click theListing of Revisiondutton. The full part number is displayed here.

hyOS &2dz KI 48 G(KS TdzZ £ LI NI ydzYo SNIb&GYKS LI | GF2NY

460 P‘i P2 -NX¢XX

Product Platform

Real Time Autont&n, Inc. 8 1-800-249-1612
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Hardware i NNA4

DIN Rail Mount _

3.88

2.57
Note: All dimensions
are in Inches
SISISISISINISES
‘ L . o -
1.06 &
*| %o [ ]|oooogion

Powering the Gateway
1) Connect d2-24 VDC power source to the gateway, Red Wire = (+) Black Wjre = (

a) The unitdraws 175mA @ 12 V.

Real Time Autont#n, Inc. 9 1-800-249-1612
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Port Configuration
The Port Configuration page is where you set port specific parameters. These settings must match the
settings of the device(s) that you are connecting to.

When you have completed your port configumat, click theSave Parameterbutton.

Comm Ports Configuration
Enable Port O: Enable Port 1:
Mode:RS485 (2-wire:Half Duplex) Mode:RS485 (2-wire:Half Duplex)
Serial Baud: 19200 Serial Baud:| 19200 ~
Parity: None v Parity| None v
Data Bits:| 3 v Data Bits; 8 v
Stop Bits| 1 v Stop Bits| 1 v
Tlfl [ Il (T I T‘
TX+TX-GND GND TX+TX-
Save Parameters |

Real Time Autont&n, Inc. 10 1-800-249-1612
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Mounting with a DIN Rail

Installing
Follow these steps to install your interface converter.
1) Mount your DIN Rail.

2) Hook the bottom mountindlange under the DIN Rail.
3) While pressing thd60BMSWNNA4against the rail, press up to engage the spring loaded lower clip
and rotate the unit parallel to the DIN Rail.

4) Release upward pressure.

—

DIN Rail
\

Spring Loaded Lower Clig

Removing
Follow these steps to remove your interface converter.
1) Press up on unit to engage the spring loaded lower clip.

2) Swing top of the unit away from DIN Rail.

Real Time Autont#n, Inc. 11 1-800-249-1612
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1

i,
4)

Accessing the Main Page

The following steps will help you access biewser based configuration of the gateway. By default,

DHCP is enabled. If the gateway fails to obtain an IP address over DHCP it will Auto IP with 169.254.X.Y.
For more information on your Operating system network setting refer to the Access Browser
Confguration Doc on the CD or download from our support web site.

Insert the provided CIROM into a computer also on the network.

(MR RTA IPSetup V24 =50
NDK Settings Select a Unit
P 0.0.0.0 2] 450 00y [00-03-F4-08-D2-6C] AutolP at 169.254.42
NetwotkMaskI 0 o .0 0
Gateway| 0 . 0 . 0 . O M
DNS | 0 . 0 . 0 .0

< 1) »

IEEE
Launch ‘Webpage I Advanced... | Close

Run the IPSetup.exe program from the-BOM.

CAYR dzy Al dzy RSNJ a{ St SOG | ! yAlé D
/| KFyaS DFiSsglreQa Lt FRRNBaa G2 YFIOK GKIG 2F &2 dzN
,2dz oAttt (y26 51/t KIFa FFAf StREORBXYKS AL GSel 8Qa Lt

LT adz00Saa¥dzZ = Al Attt &alée 51/ tQR G SEY mduHOmMcy ®
If you do not see the gateway in this tool, then your PC is most likely set up as a static IP.

/| KFy3aS @2dzNJ t/ Qa ySié 2 Rdils,dhénitivil ghahge taib2 ondh 169.254.x.yd L F
network.

Relaunch the IP Setup tool to see if gateway can be discovered now.

ClickLaunch WebpageThe Main page should appear.

Default setting is set to DHCP. If DHCP fails, default IP Addres®i2346x.y

Real Time Autont&n, Inc. 12 1-800-249-1612
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Error: Main Page Does Not Launch
If the Main Page does not launch, please verify the following:
1) Check that the PC is set for a valid IP Address
a. Opena M&DOS Command Prompt
b. ¢&8LJS GALIO2yFTAIE YR LINBaa SyidSNJ
c. b2GS GKS t/Qa Lt ! RRNBaasx {dowySi:z

2) ¢KS AL GSére Ydzald 6S 2y GKS &1FYS bSig2N]l k{doySi
Once you have both devices on the same network, you should be able to ping the gateway using a MS

DOS Comand Prompt.

IyYyR 5STI dzf G

BEX Administrator CA\Windows\system32icmd.exe

C:w>ping 192.168.8.106

Pinging 192.168.8.188 with 32 bytes of data:
192 168 .8.188: hytes=32 time<imsz TTL=60
192 168.8.1808: bytes=32 time<imsz TTL=68
192 168 .8.188: hytes=32 time<imsz TTL=60
Reply from 192.168.8.180: bytes=32 time<imsz TTL=68

Ping statistics for 192.168.0.100:

Packets: Sent = 4. Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bm=z, MHaximum = Bms,. Average = Bms

=)

-

The Screenshot above shows a gateway that is currently set to a static IP Address of 192.168.0.100.

If you are able to successfully ping your gateway, open a browser and try to view the main page of the

gateway by entering the IP Address of the gateway as the URL.

R
= C' [ 192.168.0.100

Real Time Autont&n, Inc. 13

1-800-249-1612
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REAL TIME AUTOMATION

Committing Changes to the Settings

1 All changes made to the settings of the gateway in Configuration Mode will not take effect until the
gateway is restarte@®@A I G0 KS ¢SoLJ ISP / KIy3aSa gAtt y2G 06S aidz2N
prior to a reboot.

1 NOTEThe gateway does not need to be restarted after every change. Multiple changes can be made
before a restart, but they will not be committed until thatgway is restarted.

1  When all desired changes have been made, presfR#wart Nowbutton.

1 The webpage will redirect to our rebooting page shown below:

RTA

Real Time Automation, Inc.

www.rtaautomation.com

MODE: CONFIGURING

CTTTTTTT .

=

The reboot can take up to 20 seconds.

If the IP address has not been modified, the gateway will automatically redirect to the main page.
o Ifthe IP address was modified, a message will appear at the top of the page to instruct the user to
manually open a new webpage at that new IP.

(@]

Real Time Autont&n, Inc. 14 1-800-249-1612
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Main Page

The main page is where important information about your gateway and its connections are displayed.
Mode
Running Mode:
- Protocol communications are enabled
- Configuration cannot be changed during Running Mode. If changes are neddetheConfiguration
Mode button shown in thegreen boxbelow
Configuring Mode:
- Protocol communication is stopped and no data is transmitted
- Configuration is allowed
Navigation(green box below):
You can easily switch between modes and navigate betweges (Configuration, Diagnostics, and
Other pages) using the buttons on the left hand side.

}RTA www.rtaautomation.com
MODE: RUNNING

Real Time Automation, Inc. 460 V

Configuration Mode | Main Page

| Main Page |

Device Description: |Application Description

CONFIGURATION

| Network Configuration |
| Allen-Bradley PLC |
| Modbus TCP/IP Client |
| Display Data |

Save Parameters

Network Status

Link Status MAC Address IP Address
Ethernet Port 100Mbps, Full Duplex 00:03:F4:0A:43:CC 10.1.28.95

DIAGNOSTICS
-Select- v

Allen-Bradley PLC Status
Device Status:  Fatal Error: No Configuration
Last Read Error Code:
Last Write Error Code:
LED Status: Connection Status: No Devices Configured / Enabled

Modbus TCP/IP Client Status
Device Status:  Fatal Error: No Configuration
Last Error Code:
LED Status: Connection Status: No Devices Configured / Enabled

Data Mapping Status
#Enabled: 0of0
#of Errors: 0
First Error:

Real Time Autont#n, Inc. 15 1-800-249-1612
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Device Configuration

The device configuration area is where you assign the device description parameter. Changes can only
be made when the gateway is in Configuration Mode.

Main Page

Device Description: |Application Description

Save Parameters

Once you are done configuring the Description, click3hee Parameterbutton.

Real Time Autont&n, Inc. 16 1-800-249-1612
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Network Configuration

The network configuration area is where you assign the IP address and other network parameters.
Changes can only be made when the gateway is in Configuration Mode.

Once you are done configuring the Network Settings, cliclStnee Parameterbutton.

If you are changing the IP Address of the gateway, the change will not take effect until the unit has been
rebooted. After reboot, you must enter the new IP Address into the URL.

Network Configuration

Ethernet Configuration
Ethernet MAC Address:
Ethernet Link:

IP Setting:

IP Address:
Subnet:

Default Gateway:
DNS Gateway:

00:03:F4:0B:C3:02
Auto-Negotiate
Static IP ¥
10.1.16.40
25525500

0.0.0.0

onn
0.0.0.0

Help

It is recommended to leave the DNS Gateway set to 0.0.0.0 and the Ethernet Link
Auto-Negotiate. If configuring the gateway to userRail, the DNS Gateway must be

set.

Real Time Autont&n, Inc.
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BACnet MS/TP Slave Configuration
Click theBACnet MS/TP Slavmutton to acces the primary configuration page for this device.

BACnet MS/TP Slave Configuration | Help

Device Label: BMS01
Serial Port: | Port 0 (T-Strip) Disabled ¥

MAC ID: 2 0-127
Max Master: 127 1-127
Instance: 50 0-4194302
Inactivity Timeout: 15000 0-Disable; 1000-65000 ms

Name: Gateway Name
Description: |Gateway Description
Location: |Gateway Location

Bit Pack: | 1Bit v | Binary Input/ Output Only

Save Parameters

1) Enter aDevice LabelThis is an internal device alias used during data mapping.

2) Serial Port Select which serial port is being used for communication. This portlmeust
configured on the Port Configuration page. If it has not yet been configured, it will display
Disabledafter the Port descriptions in this dropdown.

Serial Port:| Port 0 (T-Strip) Disabled v

3) Enter a uniqueVIAC IDfor the gateway. This MAC ID must be unignethe BACnet MS/TP
network.

4) Max Master. Enter the maximum MAC ID that the gateway will communicate with on the
BACnet MS/TP network. This value should be equal or greater than the largest MAC ID on the
MS/TP network.

5) Enter a uniguénstanceidentifier for the gateway. This value must be unique across the BACnet
network.

6) Inactivity Timeout Enter the amount of time, in milliseconds, the gateway should wait before a
timeout state is declared. If the BACnet MS/TP master does not initiate communication withi
this time frame the BACnet MS/TP LED will flash red and the timeout counter will increment.
Enter zero to disable this feature.

7) Enter aName Descriptionand Locationfor the gateway. These are used to identify the gateway
on the BACnet MS/TP network.

8) Bit Pack Select the formatting of the Binary Input/Output. Automap will use this packing size to
map binary objects to/from the other protocol.

NOTEFor optimal performance, the MAC IDs on the BACnet MS/TP network should be sequential,

starting from 0. Tie Max Master should be set to the highest MAC ID on the BACnet MS/TP network.

Real Time Autont&n, Inc. 18 1-800-249-1612
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BACnet MS/TP Slave Configuration-Data Groups

The bottom area of the BACnet MS/TP Slave Configuration page lets you configure multiple objects for
Read and Write Groups.

Thereare two ways to configure this protocol:
1) Auto-Configure Group by Data Type (Default)
2) Manual Configure Mode

NOTE You may go back and forth between modes, but when reverting from Manual Configure Mode to
Auto-Configure Mode, all changes made in Manual @omé Mode will be discarded.

[Manual Configure v |

Read Data Groups (460BMS to BACnet MS/TP)

| DataGroup | Object Type | starting Object || # of Objects |
| 1 | Analoginput(32BitFleaty | [ 1+ | || [ 1 ] |
‘ 2 H Binary Input ” | 1 | || | 8 | |
‘ 3 H CharacterString Value ” | 1 | || | 0 | |

Write Data Groups (BACnet MS/TP to 460BMS)

| DataGroup | Object Type | starting Object || # of Objects |
| 1 | Analog Output (32 BitFloaty | [ 1 | || [ s0 | |
‘ 2 H Binary Output ” | 1 | || | 0 | |
‘ 3 H CharacterString Value ” 51 || | 1 | |

The setup in the example above will give you the following results:
1) 1 Alis created with the address of All
2) 8Bls are created with the addresses BI1 through BI8
3) 500 AOs are created with the addresses AO1 through AO500
4) 1 CSV is created with the address of CSV51

Data Group Data Limit
Object Type # of Objects
Analog Input / Analog Output 1200
| Binary Input / Binary Output || 1600 |
| CharacterString Value I 50 |
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BACnet MS/TP Slave Configuration: Auto-Configure Mode (Default)

While in AutaConfigure Mode no fields under the Data Groups can be edited-Batdigure Mode

looks at the other protocol and then configures the Data Groups below to match. BACnet MS/TP points
will be defined after the other protocol is configured.

Within the BACnet MS/TP slave, the data will automatically be configured according to the following
rules:

1) Any 8 Bit Signed/Unsigned, 16 Bit Signed/Unsigned, 32 Bit Signed/Unsigned, 64 Bit
Signed/Unsigned, 32 Bit Float, and 64 Bit Float data will be mapp&obizg Objects

2) Any Coils or 1/8/16/32 Bit Binary Packs will be mappeBiaary Objects
3) Any String Data Types will be mappedChsracterString Value Objects

4) Theinput or output object direction depends on whether it is configured as a read or write on
the other protocol.

5) If the other protocol exceeds the number of analog, binary or CharacterString value objects the
BACnet MS/TP slave supports (see limits on wedpdlgen nothing will be mapped. You will
see the # of Objects column remain at 0 and the main page will display the following error:

RROR XX 460 Re-initialization (Auto-Config Failed -9)

a. To fix this error, simply decrease the amount of data you configured on the otberqu
so that the max number of BACnet objects are not exceeded or call customer support to
increase the limits.
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BACnet MS/TP Slave Configuration: Manual Configure Mode

1) To transition from AuteConfigure Mode to Manual Configure Mode, click the dropdawthe
middle of the BACnet MS/TP Slave Configuration page and select Manual Configure.
a. When prompted, clickOKto confirm mode change aCanceto remain in Aute
Configure Mode.

Message from webpage ||

% Press OK to modify the Data Points configured.
' Press Cancel to remain in Aute-Cenfigure Mode.

| | cancel |

i. To keep the current data groups and object properties (includes any default object
names, units, and COV) that are already configured, [é&ss

- You would want this option if you are adding adutial data groups or you
want to modify the data group(s) that already exist.

i. To delete the current data groups and object properties (includes any default object
names, units, and COV) that are already there and start over, fassel

2) For each objedlype in the read and write data groups sections, select the number of objects

that the slave will support.
3) Eachobject has its starting object number sequentially identified at one. This field may be

modified.
4) When done, click th&ave Parameterbutton.
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BACnet MS/TP Slave Object Configuration i Analog Objects
Click theSet Up BACnet Names, Units, and Céditon at the bottom of the BACnet MS/TP Slave
Configuration page to access the Object Configuration page.

Setup BACnet Names, Units, and COV

When in AuteConfigure Mode, these fields are not configurable. ¥tSTbe in Manual Configure

Mode.

BACnet MS/TP Slave Object Configuration

| Analog Input v | | 1 |

Object Group Name Unit Category Unit cov
1 G01 ~ |Load IA Electrical ~ | A: (amperes) ~ || 1.000000
2 G01 ~ |Load IB Electrical ~ | A: (amperes) ~ | 1.000000
3 G01 w ||Load IC Electrical w | A: (amperes) || 1.000000
4 G01 ~ | Total Active Power Power | W (watts) ~ 11.000000
5 G01 ~ | Fuel Level Other ~ | per: (percent) ~ || 1.000000

Follow these steps to customize analog inputs or outputs in Manual Configure Mode:

1)
2)

3)
4)
5)

6)
7

SelectAnalog Inputor Analog Outputfrom the upper left dropdown menu.
Select a&Groupto use.
a) ThessNR dzLJ yIF YS& I NB RSTAYSR 2y GKA& LI 3IS dzy RSNJ
b) Use case exampldf there are multiple server/slave devices the RTA gateway is monitoring and
sending over to the Build Automation System (BAS) to monitor, you can configunsthetg
represent each device. The image above displays 1 device, if there are 5 total devices then you
Oy Ol ff DNRdAzZL) M S€CfR22N¥SYy DNP dDNBdAzZIOwWR 2&F M ¢ 2 LIE S
Enter aNameto identify this object on the network.
The combination o6Groupand Nameshould be unique for each point in the gateway.
Select theUnit Categorycorresponding to the units you want this object to be identified with
(optional). Then select thenit from the dropdown menu.
Set theCOMChange of Value) for this object
If the BACnet MS/TP master issues a <30Nscription, the gateway will issue a COV Notification
when the PresenValue changes by more than the given @@\Me. This value shift can be in a
positive or negative direction.
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BACnet MS/TP Slave Object Configuration i Binary Objects

Click theSet Up BACnet Names, Units, and C@iton at the bottom of the BACnet MS/TP Slave
Configuration page to access the Object Configuration page for this device.

Setup BACnet Names, Units, and COV

When in AuteConfigue Mode, these fields are not configurable. WdWSTbe in Manual Configure
Mode.

BACnet MS/TP Slave Object Configuration
'Binarynlrnput v 1
Object Group Name
1
2
3
4
5
6
7
8
[ Save Parameters ]

Follow these steps to configure binary inputs or outputs in Manual Configure Mode:

1) SelectBinary Inputor Binary Outputfrom the upper éft dropdown menu.
2) Select &roupto use.

a) ¢KSAS INPRdzZL) yIYSa INBE RSTFAYSR 2y (KAa LI 3IS dzyR
3) Enter aNameto identify this object on the network.

The combination o6Groupand Nameshould be unique for each point in the gateway.
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BACnet MS/TP Slave Object Configuration i CharacterString Value
Objects

Click theSet Up BACnet Names, Units, and C@iton at the bottom of the BACnet MS/TP Slave
Configuration page to access the Objechfyuration page for this device.

When in AuteConfigure Mode, these fields are not configurable. ¥tSTbe in Manual Configure
Mode.

BACnet MS/TP Slave Object Configuration

'VCharact'erS‘t'rihg Value Write v “ Si
Object Group Name
51 '

[ Save Parameters J

Follow these steps to configure CharacterString value reads or writes in Maongdure Mode:

1) SelectCharacterString Value Reat CharacterString Value Writt'om the upper left dropdown
menu.
a) Select &roupto use.
2) ¢KSAS 3INRdzZLI yIYSa INBE RSTAYSR 2y (GKAa LI 3S
3) Enter aNameto identify this objecion the network.

The combination o6Groupand Nameshould be unique for each point in the gateway.
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BACnet MS/TP Slave Object Configuration i Group Names
Click theSet Up BACnet Names, Units, and C@iton at the bottom of the BACnet MS/TP Slave
Configuation page.

When in AuteConfigure Mode, these fields are not configurable.

TheGroup Namds designed to be used when there are multiple BACnet objects that have the same
name. This is useful when you have multiple, identical devices connected othrgpootocol.

BACnet MS/TP Slave Object Configuration
AGI’OUp Name ) V
Group # Group Name
1 [
2
3
4
5
6
7
8
9
10

Follow these steps to configure the Group Names in Manual Configure Mode.

1) SelectGroup Namerom the upper left dropdown menu.
2) For eachGroup Nameused in the previousetup, change the name to your desired text. Any
names not used do not need to be changed or configured.
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Web Interface Configuration

Click theweb Interfacebutton to access the configuration page.

1) Select whichiNetwork Interfaceto use for the web intdace.

2) Enter aDevice Labelo identify the device within the gateway.

3) Inactivity Timeout If the gateway has not received any messages within the entered time interval,
Ay aSO2yRaz (KSy (GKS 3IIFdSgle oAttt @Kdvil@mst GKS
zero to disable this feature.

4) Operation Mode:

a. Mark Data New on Change of State: Send data to the mating technology, on a per point basis,
upon a change of state. For more explanation seeQperation Modesection below.

b. Mark Data New on &lv Message: Send data to the mating technology for all data points, no
matter change of state or not. For more explanation see@peration Modesection below.

5) There are two different modes in which the Web Interface may operate in the gateway:

a) Sever Mde
b) Client Mode
Web Interface Configuration [ Help

MNetwork Interface:
Device Label:

WID 1 |
Inactivity Timeout: |0 | 0-Disable; Seconds

Operation Mode: | Mark Data New on Change of State |

| Save Parametears |

Web Interface Gateway Server Configuration

1) Server Mode; where the gateway acts as a web server and responds to HTTP POST and HTTP
Get requests from a web services client, such as a web browser or Excel.
a. No special configuration is needed to configure the server side of the gateway. Skip to
the Web Interface Data Point List Configuratgettion of this manual and set up the
data points.

Web Interface Gateway Client Configuration

1) Client Modeg is where the gateway acts as a web client and initiates a connection to a web
server, such as Apache or IS (Internet Information Services). The gateway would then send all
configured data points to the web server cyclically in a HTTP Ri2&ition.

a. To configure the client side of the gateway, configure Alidomatic Data Transfer to
User Hossection. Then proceed with the rest of thiéeb Interface Data Point List
Configurationsection of this manual.
b. The gateway is always enabled as aseand may act as both a server and client at the
same time.
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Automatic Data Transfer to User Host (Used as a Web Client)
This section configures the gateway when it is operating as a web client, uploading XML/JSON data
cyclically to an external, useperaed web server. This feature is optional.

Disable/EnableL ¥ aSd (2 a5AaloftSés GKS AL GSgre gAatf 2 LISNI
connection with an external us& LJISNJ 4§ SR ¢SS0 &SNS N L¥ aSid (G2 a9yl
configurationsection also may be configured.

| [Disable v| | Automatic Data Transfer to User Host |

1) Destination URLEnter the web address that the gateway will POST XML/JSON data to.
Addresses should begin with the protocol designation, sudiras! Hyperlink reference not
valid..

NOTEIf the web server uses a nestandard port number, the port should be included in
the URL. Examples are:

a. http://yourserver.yourdomain/upload.php

b. http://192.168.100.1:880(if special port 8080 is to be used)

c. http:/lyourserver.yourdomain:8080/upload.adff special port 8080 is to be used)

2) Username/Passwordif the Destination URL entered previously requires basic HTTP
authentication, then the username or username/password should be entered here.

NOTEBasic HTTP Authentication is subject to interception by a third party on an improperly
secured network.

| Username | | H Password | | ‘

| Destination URL | | “

3) Data Format Select whether the file should be in XML or JSON format.
4) Update Method Select whether to write the data Cyclically, Triggering, or Both
5) Update Rate Enter a time, in seconds, between cyclic uploads to the Destination URL.

| Data Format |‘

| Update Method | Update Rate 60 1-3000000 Seconds |

6) Proxy TypeSelect the option that describes if any specialfiguration is required to access the
web server:
a. None¢ No proxy or a transparent proxy is being used and the subsequent fields in this
table are disabled.
b. HTTR; The web server is behind a Hypertext Transfer Protocol (HTTP) Proxy Server.
c. SOCKS§The webserver is behind a Socket Secure version 5 (SOCKS5) Proxy Server.

| Proxy Type|HTTP | ‘

| Proxy Address | | H Proxy Port |80 0-65535 ‘

Proxy Username | | Proxy Password | |
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Proxy Addresslif a proxy is selected, enter the address of the proxy. This can either be a hostname such
asproxy.yourcompany.comr a plain IP adress such a$92.168.100.1

7) Proxy Port If a proxy is selected, enter the TCP port that the proxy will use. Default port for
HTTP proxy is 80 and 1080 for SOCKSS5.

8) Proxy Username/Proxy Passwartf a proxy is selected and requires authentication, enter the
username or username/password here.

Operation Mode
Mark Data New on Change of State (COS)

When data comes into the RTA gateway, it will be sent over to the matting protocol only if the data has
a different value.

Operation Mode | Mark Data New on Change of State v |

Example for 460ETCWI

hLISNI 62N AaSyRa al Stt222NIRé FTNRY (KRTA [/ ® ¢KI G
gateway and is processed and sent over to the web sever. Next time the operator sends the same data
Gl Stf222NIRéEDP ¢KS 2L aARS 3IFTGKSNBR GKS RFEGFZ odzi
WI portion of the RTA gateway. The operatoyde & G mMHonpcTy dpné FNRY GKS t[/ ¢
gateway will process the data and since the data has changed, it will be sent over to the web server.

Mark Data New on New Message

When data comes into the RTA gateway, it will be sent over to theyhatti LINR G 2 O2f NX I NRf S
same data. This allow you to send the same data over again to the mating protocol.

Operation Mode [ Mark Data New on New Message  +|

Example for ETCWI

Operator§ Y Ra al Sttt 222NI R FNRY GKS t[/ ® ¢KIFG RIFEGE
gateway and is processed and sent over to the web server. Next time the operator sends the same data
Gl Stf222NI RéEX GKS 2L aARS 3 (K$SMEwehdeSer. Rieli | = LINR OS
2LISNF G2N) aSyRa damHonpcTydnés GKS 2L &ARS 2F (GKS w
the web server.
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Web Interface Data Point List Configuration

The bottom area of the Web Interface Configuration page allows cotigurof 1000 data points in

each direction.
NOTE Due to the limited number of internal mappings inside the gateway, though each
direction in the web interface may be configured for up to 1000 data points, there is an overall
limit, between the read anevrite direction, of 1000 data points total.

There are three ways to configure this protocol:
1) Auto-Configure Group by Device (Default)
2) Auto-Configure Group by Data Type

3) Manual Configure

NOTEYou may go back and forth between modes, but when reverting from Manual Mode to either of
the two Auto-Configure Modes, all changes made in Manual Mode will be discarded.

Web Interface Data Point List

Manual Configure b
Auto-Configure Group by Device
Auto-Configure Group by Data Type
Manual Configure

# of Read Data Points [16 Data Points 0-1000
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Web Interface Data Point List Configuration: Auto-Configure (Default)

While in either of the twdAuto-Configure Modes, the number of data points and the actual data points
themselves cannot be edited. Autonfigure Mode looks at the other protocol and then configures the
data point list within the web interface to match. The web interface hames wgpelstwill be defined

after the other protocol is configured.

The data will be configured according to the following rules:

1) Any Coil or 1 Bit Binary Pack data will be mappesioas.

2) Any 8 Bit Binary Pack data will be mappe@#gack (8 Bits).
3) Any 16 BiBinary Pack data will be mappedBigpack (16 Bits).
4) Any 32 Bit Binary Pack data will be mappe&issack (32 Bits).
5) Any 8 Bit Int data will be mapped B$T (8 bit)

6) Any 16 Bit Int data will be mapped BT (16 bit)

7) Any 32 Bit Int data will be mappesINT (32 bit)

8) Any 64 Bit Int data will be mapped BT (64 bit)

9) Any 8 Bit Unsigned Int data will be mapped BNIT (8 bit)

10) Any 16 Bit Unsigned Int data will be mappedJdNT (16 bit)
11) Any 32 Bit Unsigned Int data will be mappeddNT (32 bit)
12) Any 64 Bit Unsigned Int data will be mapped®dNT (64 bit)
13) Any 32 Bit Float will be mapped Blat (32 bit)

14) Any 64 Bit Float will be mapped Bsuble (64 bit)

15) Any String Data Types will beapped as t&ng.

16) The read or write direction depends on whether it is configured as a read or write on the other
protocol.

17) If the other protocol exceeds the number of data points supported, nothing will be mapped. You will
see the # of Data Points remaait zero and the main page will display the following error:

ERROR XX 460 Re-initialization (Auto-Config Failed -9)

a) To fix this error, simply decrease the amount of data you configured on the other protocol so
that the max number of data points is not exceeded or call customer support to increase the
limits.

To add additional or edit existing data points you will need to go into Manual Configure Mode.
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Auto-Configure Group by Device vs. Auto-Configure Group by Data

Type
There are two different methods for AuGonfigureGroup by Devicer Group by Data Type

NOTEWhen using Aut&€onfigure with the web interface, the difference between the two
methods is subtle. Thi of Read Data Poingad the# of Write Data Pointwill be the same
regardless of whiclAuto-Configure method is chosen. The only difference between the two
methods is the way the data is ordered in the data table.

There are a couple of rules to keep in mind when using Qdofgure Mode:
1) If the other protocol inside the gateway is a server, slave, or adapter protocol, then there are no
differences between the Aut@onfigure Modes.

Group by Device (Default Method)

Group by Device goes through the other protocol on the gatewalyaano-configures the data points
2y GKS 6S0 AYOGSNFIFIOS F2NJ Ittt GKS RIEGE LRAYy(da
first device, it will auteconfigure all the points for the second device (if one is configured), and so on.

2y

Group by Data Type

Group by Data Type goes through the other protocol on the gateway and automatically creates the
number of data points in the web interface to match the total number of data points for each specific
data type in the other protocol.

Exampe: Protocol A is a master/client protocol that has two devices with the following setup:
Device_1 has 1 integer scan line, 1 float scan line, 1 integer scagdatefor 1 point of data
Device_2 has 1 integer scan line, 1 float scan line, each fan2 pd data

Protocol B is the Web Interface protocol that will be mapped with seven data points, but
the ordering differs slightly between the two attonfigure modes:
Group by Device Group by Data Type

Data Point 1 =Fype Integer (DeviceA:Intl)
Data Point 2 => Type Integer (DeviceA:Intl)
Data Point 3 => Type Float (DeviceA:Float2)
Data Point 4 => Type Integer (DeviceB:Intl)
Data Point 5 => Type Integer (DeviceB:Int2)
Data Point 6 => Type Float (DeviceB:Floatl)
Data Pait 7 => Type Float (DeviceB:Float?2)

Data Point 1 => Type Integer (DeviceA:Intl)
Data Point 2 => Type Integer (DeviceA:Int2)
Data Point 3 => Type Integer (DeviceB:Intl)
Data Point 4 => Type Integer (DeviceB:Int2)
Data Point 5 => Type Float (DeviceA:Floatl)
Data Point 6 => Type Float (DeviceB:Floatl)
Data Point 7 => Type Float (DeviceB:Float2)
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Web Interface Data Point List Configuration: Manual Mode

1) Totransition from either of the two AuteConfigure Modes to Manual Configure Mode, click the
dropdown at the top of the Web Interface Configuration page and select Manual Configure.
a) When prompted, clickOKto confirm mode change dCanceto remain in AuteConfigure Mode.

Message from webpage |

| Press OK to modify the Data Points configured.
¥' Press Cancel to remain in Aute-Configure Mode.

% Press OK to modify the current Data Points,
"' Press Cancel to Delete all Data Points,

| | cance |

3) To keep the data points that are already configured, pf@ks

a) You would want this option if you are adding additional data points or you want ttifynthe
data point(s) that already exist.
4) To delete the data points that are already there and start over, ptasgel

Configuring Read and Write Data Points

Follow these steps to manually configure read and write data points. Most of the timé,dhe

Read/Write Data Pointsumber should be left at the value generated during the AGtnfigure

method. However, if additional points need to be added, or manual configuration is preferred, enter the
desired number of data points in these boxes.

Web Interface Data Point List

[Manual Configure v

# of Read Data Points 0-1000 # of Write Data Points 0-1000

| Generate Data Points |

1) Generate Data Point¥Once values in the number of read/write data points has been changed, click
this button to have them aut@enerate. These new data jpés may be configured after they have
been generated.

2) Select thevView Read Data Pointsr View Write Data Pointdutton.
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1) The dropdowns next t&ilter View Byallow the data points table to be filtered so that only the data
points assigned to a specificoup or device are displayed. Reference Wieb Interface Group
Configuratiorfor more explanation.

Group Device
Filter View By All ~ -0or- All ~

a) To remove the applied filter, seleéll from the dropdown.
b) Only one filter can be applied at a time.

2) To individually disable data points, uncheck Er@ablecheckbox. This will omit that data point from
the generated XML/JSON.

Enable | # | Name | Type | Device | Group |
_ 1 |[c2no001 [[NT 66y v]| [DEverv] | GRouPOT |
_ 2 |[c2n0002 [[NT 6ty v][ [DEVoiv] | Groupotl |
3 [[s2n0003 [[Float32biy  ~|| [DEVO1~] | GROUPO1 |

NOTE Attempts to write to a disabled write data point will generate an error in the
gateway.
3) Enter aNamefor the data point. This name will be used in the XML/JSON and must follow the
following rules:
a) Consist only of alphanumeric characters and the underscore character, no spaces.
b) Length between 1 and 32 characters long
c) Be unique among those assigned to adfieDevice
d b2 0S3IAY 6A0GK (GKS aidNARYy3a da-a[éd
e) WSaAaSNIBSR yIYSa 2F a5SOAOSbIYSé>S aDNRBdzZLb | YSEZ &
be used.
NOTE Although the data point names are treated as camensitive, the capitalization will be
maintained in tke generated XML/JSON as it was originally entered on this page.

4) After a name is entered, a verification check will run on this page to determine if the entered name
Ad Ga@LFLftAReE® LT | yIYS A& SYGSNBR (KIlssagerwhllAf a 2y S
appear.

192.168.0.100 says

A naming error was found on the page. Please correct the error and

resubmit the page.
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5) In addition, the name field will be highlighted in red and hovering the mouse on that error message

gives informatononwhiyt KI & yIFYS 6l & GAy@rftAReéd {SS

d0NBSyaKk

‘ Mames may not start with a number or "XML". |Name Typs ” _ =0 ” Ll |
[ I EZA : |”| INT (16-bit) V|H [DEVD1 v| ” GROUPO1 |
= | 2 |le2nooo2 J[NT (16bity  v]| [DEVOi~] | GROUPO1 |
(@ [ 3 |[mi T [[Floatzabiy ~]| [DEvaiv| | GROUPO1 |

1
View

6) Select arypefor each data point. The AutGonfigure method will choose the best data type for
that point, but the user may modify. This type should match the type of the data point on the other

protocol that it will be mapped with.

7) Select aDevicethat this data point is associated with. This field is used, along with Group, to help
organize the datanithe XML/JSON. Up to 32 different devices can be configured. Each device is

assigned to &roup. For more information and how to modify the name, please see/tled
Interface Group Configuratiomage.

i. If the other protocol is a client/master with multipaves/servers, typically this device

field is used to represent each of those slaves/servers.
8) Click theSave Parameterbutton.

Web Interface Group Configuration

Click theSetup Group Names and Device Nanfegton at the bottom of the Web Interface
Configuration page to access the Web Interface Group Configuration page.

| Setup Group Names and Device Names |

NOTEWhen in AuteConfigure Mode, these fields are not configurable.

The Group Configuration page allows customization of &rciup Nameand Device NameThe

gateway allows 16 possible groups. Within each group, there can be multiple devices assigned to a
group. TheGroup Associated Toolumn allows the device to be assigned to a group. The gateway
allows a maximum of 32 devices. These names are subject to naming conventions that will be detailed

below.
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Below is an example of how someone would use this.

LleQd &l @& | o0dZAfRAY3I KIFa o FE22NE® |, 2dzQNB f221Ay3 i
ISYSNI G2NARZ FANI GSYLI FNRY !/ Qa |yR aLISSR FTNRY {(KS
configure the data points. Since we wantto monitor LI2 Ay Ga 2y SIF OK Ff22NE @& 2 dzC
points. Once the Groups and Devices have been defined, come back to this page to assign a device to a

data point name.

| View Write Data Points |

Read Data Points (460MCWI to Web)

Enable # Name Type Device Group

1 WaterTemp |Float (32-bit)  ~||| [Boiler ~| Plant1stFloor
2 ||Runme  |[UINT(32bit) v|| [Generatort v| | Plant1stFloor
3 |aitemp  ||[Float@2bi) v|| [ACT v| | Plant1stFloor
|@ [ 4 [speed |[UNT 325ty ][ [ExhaustFant v]| | Plant1stFloor
5 ||WaterTemp |Float (32-bit)  ~ ||| |Boiler2 ~| | Plant2ndFloor
6 |[Runtme ~ |[UINT(32bit) v|| [Generator2 v| | Plant2ndFloor
7 |Armemp  |[Float@2biy  v|| [AC2 v| | Plant2ndFloor
8 |Speed  |[uINT(32bit) v|| [ExhaustFan2v| | Plant2ndFloor
9 |[WateTemp  [[[Float@abi) ][ [Bolra  v] [ Plant3rdFloor
|@ [ 10 [[runTime |[UNT 325ty ]| [Generators v| | Plant3rdFloor
11 ||ArTemp [Float (32-bit)  + ||| [AC3 ~| || Plant3rdFloor
12 ’ﬁm [ExhaustFan3 v| || Plant3rdFloor

e 1 ==

The second image displays how to setup the Groups and Devices. We are going to define floor numbers
as a Groups and define all devices we are monitoring as displayed. Lastly, we can assign each device to a
group.Note: see below fonaming rules.
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Web Interface Group Configuration | Help
# Group Name # Device Name Group Associated To
1 |F’Iant1stFI00r | 1 |Boiler1 | Plant1stFloor +
2 || Plant2ndFloor 2 || Generator1 Plant1stFloor «

3 || Plant3rdFloor 3 ||AC1
4 || GROUPO4 4 || ExhaustFan1
5 || GROUP05 5 || Boiler2
6 || GROUPOS 6 || Generator2
7 || GROUPO7 7 ||AC2
8 || GROUP08 8 || ExhaustFan2
9 || GROUPOS 9 ||Bailer3
10{ GROUP10 ||10|| Generator3 | Plant3rdFloor v
11| GROUP11 [111]/Ac3 | Plant3rdFloor v
12|| GROUP12 12 || ExhaustFan3 Plant3rdFloor v

Requirements for Device and Group Names:
1) Name must be unique on this page.
a) A group name may not also be a device name.
b) No two goup names may be the same.
c) No two device hames may be the same.
d wSaSNIBSR ylYSa 2F a5SOAO0OSblI YSés GDNRBdzZLbI YSEST a
be used.
2) Name must be between-16 characters.
3) Only alphanumeric characters and the underscore charactéty Q0 Y N® Spac®s dza SR
4) Name must not start with a number.
5 blYS Ydzad y2d4 adl NI ¢A0K GKS A0NARYy3a a-a[ £d
NOTE Although the names areaseinsensitive, the original capitalization will be maintained and
used in the XML/JSON.

6) After a name is entered, a verification check will run on this page to determine if the entered name
Ad a@LtAR®PE LT | yIYS A adessnbéddddiRa popiprmessdge il a 2y S
appear.

192.168.0.100 says

A naming error was found on the page. Please correct the error and

7) In addition, the name field will be highlightéared and hovering the mouse on that error message
IABSE AYF2NNIGA2Y 2y ¢gK& OGKIFG yIYS é6la aAy@dlfAaRc
duplicate names and the Device Name has a space in the first field.

resubmit the page.
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Web Interface Group Configuration

Group Name
EreakrPanel1stFl
EreakrPanel1stFl
BreakrPanel3rdFI

Device Name

Panell WestWing

Panel1EastWing
Panel1NorthWing

Lo | B | = | FE

0o | ha | = e

8) When done making changes, click ®ave Parameterbutton.
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Web Interface: XML/JSON Data Format

1) XMLCC2NJ aAYLX AOAGeY GKS 6S0 AYGSNFIOS dzasSa + afF
element is alwaysDevices> followed by one or mor&Device> elements, which will in turn
contain namevalue pairs with the data relevant to that device.

2) JSON; The format of JSON is very simplistic. Data is contained in a single array of zero or more
objects, each representing@evice Each object contains one or more name/value pairs within
the device.

Retrieving Data from the Gateway from a Web Client

XML and JSON data accessed from the 460W!I using web client is handled via a stand@8HTTP

request. Wiich data is to be accessed and how that data is to be encoded is all determined by the URL
supplied with the GET request. This is the same method through which web browsers retrieve web

pages so you can use the web browser of your choice to experimentiffithent requests by simply

GelLAy3a GKS !w[] Ayid2 GKS oNRgaASNDa I RRNBaa ol N I yR

Basics

To begin, you will need to know the IP address of your 460WI Gateway. If you do not know the IP
address, refer to Accessing the Main Page Section. Tmepes in this document will use 192.168.0.1
for the sake of illustration, but your IP will likely be different.

The most basic GET request that can be sent to the 460WI encodes all of the data points configured in
the Gateway. The only option in this caseleciding how you would like the data encoded.

If you would like the data encoded as XML, enter URItp://192.168.0.1/gateway/xml

If you would like the data encoded as JSON, enter Ufp://192.168.0.1/gateway/json

NOTEUsehttp://IP ADDRESS OF YOUR UNIT/gatewagtxml
http://IP_ ADDRESS OFOUR UNIT/gateway/json

All data requests will begin with one of the above URL paths. Further narrowing down your data
NBljdzSada Ay@2ft @dSa I RRAY3I FTRRAGAZYFE AYTF2NNIGA2Yy 0

Note: A common mistake is to include an extra forward slash with the request for all the data in the

Gateway (eghttp://192.168.0.1/gateway/xmi/ rather than the correct

http://192.168.0.1/gateway/xml J)CKS AYO2NNBOG F2NXNI G 6Aff NBadAf
No data requests to the gateway will ever end with a forward slash.
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Requesting Data for an Individual Device

To request data for an individual device that you have configured within the gateway, you simply need

to specify the way you would like the data for theviceencoded as well as the name you supplied for

it. For example, the URL to request data fateaicey  YSR & . NBI { SNmMé Sy O2RSR I &

http://192.168.0.1/gateway/xml/device/Breakerl
Please take note of the format:

http:// Error! Hyperlink reference not validADDRESS OF YOUR
GATEWAYgateway/[ENCODIN@evice/w5 9 + L/ 9Q{ b! a9 6

The red italicized text in brackets igdtes the information you need to fill in depending upon your
JFrGSslreQa Lt | RRNBaazx K2g @e2dz g2dd R fA1S GKS RFGL
the requested device when you configured your gateway.

Requesting a Group of Devices

To requestdata for a group of devices the format of the URL is like that for requesting an individual

device For example, to request data encoded as XML for a grodpwitesy I YSR & . NBF {1 SNaR y2 S
the URL would be:

http://192.168.0.1/gateway/xml/group/Breakers_\West
The format is:

http:// Error! Hyperlink reference not validADDRESS OF YOUR
GATEWAYgateway[ENCODIN@roup/wDwh | t Q{ b! a9 6

As with requesting data for an individual device, the red italicized text in brackets indicates the

information you need to fill in dependingupén2 dzNJ 3+ i Sgl &Qa Lt I RRNBaax K2g
encoded (JSON or XML) and the name you gave to the group of devices when you configured your

gateway.

Filtering Requests by Point Names

When you are requesting data for a specific device or a grodpwates, you can add an optional list of

one or more data point names to filter the data even further. For instance, if you had a group of devices

82dz yIYSR a. NBI 1TSNER W2 Sad¢ HaaRoinsgitdn thathgBupdayhed® A y 0 SNB
G ¢ SYLISNI HyiABG ¢ NA LILISRY{ GF 08¢ SyO2RSR a4 -a[x &2dz Ol
following format:

http://192.168.0.1/gateway/xml/group/Breakers_West?Temperature&Tripped_State
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Note that the string of data point names to filter by begins with a quesiid- NJJ 6 WK@aup I Fi SNJI i K
VEYS FyR SIFOK yFYS A& A8LINIGSR 68 Iy FYLSNEFYR o
matter.
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The format is the same if you are filtering within a specific device. For instance, to request the same
pointsencoded & - a[ GAGKAY | aAy3atsS 5SGAO0S yIYSR a. NBI €

http://192.168.0.1/gateway/xml/device/Breakerl?Temperature&Tripped State

SFECIACONSIDERATIGNVHENALTERING HYOINTNAMES

Normally if you make a request for a group or device name that does not exist, the
JFGSsl e NBUGdzZNYya Fy 1¢¢t nnn dab2d C2dzyRé SNNJ
requesting data with a data points filtering list, you will only getHTTP 404 status
code ifnoneof the points in the list are found. This is important if you are generating
your request strings programmatically, as the only way to determine if a data point
was not found in such a case would be to examine the encadpdtdor the
existence of the data point names you requested in the encoded data.

Advanced (Optional XML Data Direction Annotation)

An additional option when requesting all the data from the gateway in XML format is to include the
Gl yy2al GSA 2ifthieNaigRst URLLThid abtion may only be used when requesting the entire
dataset from the gateway in XML. This does not apply to requesting JSON data.

http://192.168.0.1/gateway/xml?annotateio=true

This will include an XML attribute in the XML that indicates whether a given data poinhjzuaor
output® b 2GS {KI Gwrite gatagdinA JdziiéK SA @ncln2 L Qa O2y FA FamNl G A2y X
data point Refer the following example forfexence:

X

<DataPointOne iotype="output">4</DataPointOne>
<DataPointTwo iotype="input">3</DataPointTwo>
X

Figurel: Example of XML segment with 1O type annotation.

This will typically only be used for custom programmatic access to initially determine the nature of the
ncn2lLQa RFEGI &4dzOK a OFry 6S 4SSy Ay GKS AyOf dzRSR
XML Data Retrieval Format section fanare detailed explanation of the XML data format generated by

the encoder.
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Example Output Format (GET)

This format is used when a <web server/web client> wants to read the data points configured in the
gateway. We are outputting the data to <web serveehvclient> through a HTTP GET operation.

NOTE The gateway outputs both the read data points and the write data points configured.

As an example, say the gateway is configured for two different breaker groups as shown below:

View Read Data Points

Read Data Points (460 to Web)

l View Write Data Points }

[ Enable ||

|

Name I[

Type |

Group |

v«

H Power

Breaker_Set_A l |

H Current

N ][I R
< «

Breaker_Set_A \

]

Breaker_Set B \

‘ Current_B

Current_C

Breaker_Set B l {
Breaker_Set B ||

|
|
|

Watts

#
1
2
‘ 3 ‘ Current_A
4
5
6

Breaker_Set B

Web Interface Group Configuration

Help

# Group Name # Device Name Group Associated To
1 ||Breaker_Set A 1 ||Breaker_1A er_Set A
2 ||Breaker_Set B 2 ||Breaker_2A

Description of Format i Both XML and JSON

1) The GroupName> and <DeviceName> tags contain the name of name tlyeviceand thegroup

associated with that element.

2) The <ataTimeStamp> tag indicates the time and date when the data was read from the gateway
based upon the time configured in the gateway (see Time Configunasiga for more information).
The format of this tag i¥YY¥M-DDIHHMM:SS

3) The remaining tags in the figure, for exampkower> and <Current_C>,
Data Pointhames. Theirespective data values will be contained within the tags (in the above
example237 and36446 respectively).
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XML Output

The output to the request folnttp://IPADDRESS/gateway/xmlll be like the following:

<Devices>

<Device>
<GroupName>Breaker_Set A</GroupName>
<DeviceName>Breaker_1A</DeviceName>
<dataTimeStamp>20167/-

04T21:06:58/dataTimeStamp>
<Power>237</Power>
<Current>344</Current>

</Device>

<Device>
<GroupName>Breaker_Set A</Gpdame>
<DeviceName>Breaker_2A</DeviceName>
<dataTimeStamp>20167-

04T21.06:58/dataTimeStamp>
<Current_A>37502</Current_A>
<Current_B>8296</Current_B>
<Current_C>36446</Current_C>
<Watts>1002</Watts>

</Device>

</Devices>

JSON Output

The output to the request folnttp://IPADDRESS/gateway/jsavill be like the following:

[{
"GroupName": "Breaker_Set A",
"DeviceName": "Breaker_1A",
"dataTimeStamp": "20167-04T721:06:50",
"Power": 237,
"Watts": 344

hA

"GroupName": "Breaker_Set A",
"DeviceName": "Breaker_ 2A",
"dataTimeStamp™: "20167-04T21:06:50",
"Current_A": 37502,

"Current_B": 8296,

"Current_C": 36446,

"Watts": 1002

1]
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Writing Data to the Gateway

All data writes to the 460WI use the HTTP POST method. There are two primary ways through which you
can post data to the 460WI. The first is udiing applicatiory x-www-form-urlencodedstandard post

format. The second method is to use timiltipart-form data post format to post JISON or XML to the

460WI and is most easily thought of as simply uploading an XML or JSON file to the 460WI. A simple way
to think of these is that thenultipart-form data post method is akin to uploading an XML or JSON file to

the 460WI, and thepplicatior/ x-www-form-urlencodedpost method like submitting values from a

form to a web page.

Which method to use?

Either method may be used to achieve the same results, so which method chosen depends upon several
factors, not the least of which is simply whichever method is more convenient for you. A possible
example where thenultipart-form data post would be more convenient is in a recipe manager or

similar implementation, where prdefined XML or JSON files containing static data are written to the
460WI. It may also be the easier choice for IT backend integration where symmetry in communication
models is desirable and JSON and XML parsing and generation is common practice.

Theapplicatior/ x-www -form-urlencodedpost method may be more useful in situations where one or a
small number oflata pointsare frequently written to and generating XML &GN is inconvenient.

Aside from the encoding method itself, the primary functional difference between the two methods is
that the multipart-form data method may be used to write all thgevicesanddata pointsconfigured in

the 460WI with a single HTTPnisaction. Theapplicatiory x-www-form-urlencodedpost method, on

the other hand, can only write to a singleviceper HTTP transaction and thus would require a separate
POST operation for eadevicethat is to be written to.

The multipart/form data Method

Themultipart/form data postis the standard method for uploading files to web servers. This method

encodes thecontents of a file within the POST message body. Using this method, you will upload your

data encoded in one of the supported formats (XML, JSON) and then the 460W!I will decode the format,
validate the contents and then perform the write operations. Ndfelt i & 2 dzNJ Rl I Yy SSR y 2 (
GKS aSyasS 2F | FAES 2y | O02YLWziSNE (K2dzaAK 27F 02 dzN.
generated orthe-fly by an application, scripting language or library.

The exact details of the operation of theultipart/form data postmethod has more complexity than is
suitable for discussing here. These details will generally be handled by your application, scripting
language or library. There are many good resources available online describing the operations
formatting involved beginning with the current IETF specificatidRRC 2388

As a user of the 460WI, the only detail you likely need to be concerned with i§IthE hamaittribute
associated withthe data. This depends on the encoding you are using. If you are using XML to encode
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your data, the name attribute you should usen$t60XMLData and if you are using JSON, the name
attribute you should use ¥/1460JSONData. Your application, scripting lgnage or library may also

Real Time Autont&n, Inc. 45 1-800-249-1612



REAL TIME AUTOMATION

KFE@?S + GFAESYFYSé LI NIFYSGSNI 2NJ F NBHdzYSydod ¢KAa Aa
POST.

Additionally, it is important to use the correct URL when posting data to the Encoder using the
multipart/form method.

ForXML, use the following URL: http:// G D I (i S & lgate@ay/xml t 6

For JSON, use the following URL:  http:// @ D | (i S & lgate@ay/jsant 6

The application/x-www-form-urlencoded Method
Theapplication/xwww-form-urlencodedpost method is commonly used for submiigi data to
websites.

The URL path format for amlencodedpost has the form:

Igateway/device/[DEVICE NAMEPOINT 1 NAMEPOINT 1 VALUEPOINT 2 NAMEJPOINT 2
VALUE]

Note that the URL path string begins with a question mark (?) after the device aacthejore points

may be added, separating eaphint=valuepair with an ampersand (&). Also notice that unlike GET
requests to read data from a device configured in the gateway, the encoding segment of the path (JSON
or XML) is omitted in this case.

Thereis no hard limit to thenumberof points that can be written with a singleglencodedpost, but the
urlencodedstring should not exceed 16,000 characters. As an extreme example dfithg@ointsall
have 32character names and contain STRING data vahatsare 255 characters long, the individual
POST would have to be limited to 8éta points

Note that theurlencodedformat requires the usage of the perceahcoding mechanism for data to be

processed properly. In almost all cases, the actual pereanbding will be handled transparently by

your application, scripting language or library, but you should keep the possible length increase that is a
side-effect or percertencoding in mind. It is recommended to leave some headroom because certain
characttNBE S F2NJ SEFYLX S GKS ljdz2dl GA2Yy YIEN] 640 OKI NIF Of
consume three characters rather than one. In the case of the 460WI, this is generally only a concern for
STRING data point types. RefeRiBC 398fbr a detailed explanation of percemincoding.
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Example Input Format (POST)

This format is used when axternal web client writes XML/JSON data to the gateway through a HTTP
POST operation. The input format is the same as the output format except th@rthgNameand
dataTimeStampnay be omitted. If they included, they are ignored.
Important Notes:
1 Only data points configured as write data points may be written to.
9 The value for STRING datatypes must between double quotation marks.
A gateway is configured for a breaker group and a drive group as shown below:

View Read Data Points  View Write Data Points .
Write Data Points (Web to 460 )
[Enable | # | Name [ Type || Device || Group H
: ‘ 1 ‘ Temperature ‘ T32 ‘ Breaker ] GROUPO01 “
‘ 2 ‘ Temperature_Cutoff w INT16 v ‘ ‘ GROUPO01 “
[ 3 [fforque [FLoaT [ o [ croupo1 ||
1
View
Web Interface Group Configuration Help

# Group Name # Device Name Group Associated To

1 ||GROUPO1 1 ||Breaker GROUPO1 v

2 ||GROUPO2 2 ||Drive GROUPO1 v

Minimum XML Input

At minimum, the XML POST is #igevices> root element, and at lest one<Device> child-element
containing the matchingDeviceName> tag of the device to be written to, and finally, at least one
writable data point tag/value pair.

The following example representsyanimum XML POST. This POST will write a value 100 to the point
YIEYSR a¢SYLISNI GdZNBE gKAOK o60Stz2y3a G2 GKS RS@AOS

<Devices>
<Device>
<DeviceName>Breaker</DeviceName>
<Temperature>100</Temperature>
</Device>
</Devices>

Expanded XML Input

The following example is slightly more complicated and writesdaia pointto one deviceand two
data pointsto a differentdevice Expanding on this pattern, it is possible tatevto every writable data
point of everydeviceconfigured in the gateway with a single XML write.
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<Devices>
<Device>
<DeviceName>Breaker</DeviceName>
<Temperature>100</Temperature>
</Device>
<Device>
<DeviceName>Drive</DeviceName>
<Temperature_Cutoff>32</Temperature_Cutoff>
<Torque>15.2</Torque>
</Device>
</Devices>

Special Note for XML Strings

There is an addition®2 Y a A RSNI GA 2y ¢KSy LRadAy3a RIGFE LRAy(Ga o
OKI N} OGSNE> &adzOK & afé¢ FyR agé GKIFG YAIKE | LILISE N
respective XML entityeferences. In general, your application (ex. scripting lagguwor library), will

either handle this automatically or provide ea®syuse mechanisms to accomplish this for you. When

the gateway parses the XML data written to it, it will convert these eméfgrences back to their ASCII

equivalent characters beferwriting the STRING data to the other protocol. The reverse is also true

when reading STRING data from the other protocol.

Minimum JSON Input

At minimum, a valid JSON post must include the root array, one Device Object, which must include the
DeviceName name/value pair member to identify the device followed by at least one writeable
name/value pair member.

The following example represents ammal JSON POST. This POST will write a value 100 to the point
YEYSR a¢SYLISNI GdzNBé¢ 6KAOK o0Sfz2y3a (G2 GKS RS@OAOS y

[
{

"DeviceName": "Breaker",
"Temperature": 100

}
]
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Expanded JSON Input

The following example is slightly more complicated and writesdata pointto one deviceand two

data pointsto a differentdevice.Expanding on this pattern, it is possible to write to every writable data
point of everydeviceconfigured in the gateway with a single JSON write.

[

"DeviceName": "Breaker",
"Temperature": 100

h

{

"DeviceName": "Drive",
"Temperature_Cutoff": 32,
"Torque™: 15.2

}

Special Note for JSON Strings

There is an additional consideration when writing STRING data types. The gateway recognizes and will
convert the standard JSON escape sequences to their ASCII equivalents when passRiNGev&llie

to the mating protocol. The reverse is also true when reading STRING data from the mating protocol.
¢KS SEOSLIIAZ2Y \dz&2 'iRA GpofiBcGe feGueniekvihichiwill be passedbsas
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Mapping - Transferring Data Between Devices

There are 5 waytmove data from one protocol to the other. You can combine any of the following
options to customize your gateway as needed.

Option 1¢ Data AutcConfigure MappingsThe gateway will automatically take the data type (excluding

strings) fromone protocdl Y R £ 221 FT2NJ 6KS alyYS RIFIGF Gl RSTFAYS]
matching data type, the gateway will map the data to the largest available data type. See Data Auto

Configure section for more details.

Option 2¢ String AuteConfigure:The giteway will automatically take the string data type from one
protocol and map it into the other. See String AW@onfigure section for more details.

Option 3¢ Manual Configure Mappingd: ¥ @ 2dz R2y Qi g¢CoyfigureiVBppidgs S G KS | dzi ;
function, you mt use the manual mapping feature to configure translations.

Option 4¢ Manipulation/Scaling:You can customize your data by using math operations, scaling, or bit
manipulation. See Data Mappittxplanation section for more details.

Option 5¢ Move Diagnosic Information: You can manually move diagnostic information from the
gateway to either protocol. Diagnostic information is not mapped in ALvofigure Mappings Mode.
See Diagnostic Info section for more details.

Going from Manual Mapping to Autdapping will delete ALL mappings and
manipulations configured.
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Display Mapping and Values
The Display Data and Display String pages are where you can view the actual data for each mapping that

is set up.

Display Data
Click theDisplay Databutton to viewhow the data is mapped and what the values of each mapping are.

[ Main Page |

CONFIGURATION

Network Configuration

|

| Port Configuration
|  BACnetIP Server
|
|

Maodbhue BT Mactar
Display Data
DIAGNOSTICS
[-Select- v |
OTHER
[-Select- v |

Here you will see how each data point (excluding strings) is mapped. To view, select the device from the
dropdown menu and clickiew to generate the information regarding that device. Then select either

the Protocol 1 b Protocol 2or Protocol 2 to Protocol button, correlating to the direction you wish to

see the data.

Display Data Edit Mapping

Select a Device | Modbus TCP Server IP Address: 0.0.0.0 v

Protocol 1 to Protocol 2 ( Protacol 2 to Protocol 1 |
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This page is very useful when verifying that all data is mapped somehow from one protocol to another.
If a data point is not mapped, it will display on this page in a yellow highlighted box. The Display Data
page will display up to 200 mappings per pagimply navigate to the next page for the additional
mapping to display.

| BACnet/IP to Modbus RTU

N
Displaying 1-201 of 300
Modbus RTU 453%55 BACnet/IP
Name Value (Hex) Manipulation Name Value (Hex)
400001 - - ez 4 Al1 - -
400002 -- - —}% Al2 Mapping Disabled for Point
400003 - - ey Al -

In the above example, we see the following:
1 Modbus register 400001 from Slave 1 is being mapped to All on BACnet

1 Nothing is being moved from Modbuegister 400002 to Al2 on BACnhet because the mapping is
disabled

1 Modbus register 400003 from Slave 1 is being mapped to Al3 on BACnet

NOTEIf a data point is mapped twice, only the first instance of it will show here. EX: If Modbus 400001

& 400040 fromSlave 1 are both mapped to All, only 400001 will show as being mapped to All.

LT GKSNB FNBYyQOBHKAzZEaLRBASE A0 AYRAOIGSA (GKIFIG GKS &z
data is being sent to the destination.

The example below reflects tidodbus to PLC flow of data. The Modbus (left side) is the source and
the PLC (right side) is the destination.

1 The 460 gateway has received valid responses from Modbus registers 4d00005 and
therefore can pass the data on to the PLC tag called MCERTLC _

1 The 460 gateway has NOT received valid responses from Modbus register 400011 & 400012. As
I NBadf s GKS RIFEAGF Olyy2d 68 LIFaasR G2 -GKS t[/
-aAYy UKS @I tdzS O2ftdzvy 2F GKS (FofSo
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Display Data | Edit Mappingl

| View as Text

Select a Device | Modbus TCP Server IP Address: 10.1.16.16 v || View |

| PLC to Modbus TCP/IP

Displaying 1-7 of 7
Modbus TCP/IP 462';3”{: PLC
Name Value (Hex) Manipulation Name Value (Hex)
400001 15 0X000F 3> h-1CZEIgUI1NT[O] 15 0x000F
400002 1495 0x05D7 >9 r\-1<:2EIgU|1NT[1] 1495 0x05D7
400003 1 0x0001 > 625I80|1NT[2] 1 0x0001
400004 23 0x0017 > h-1C2EI80I1NT[3] 23 0x0017
400005 3 0x0003 > C2EI€DI1NT[ " 3 0x0003
ETCO1
400011 - - PP ETcor_GaNo_INT) - -
ETCO1
400012 - - PP Ercor_cano INTH) - -

To view the actual data mappings, click thdit Mappingbutton. For more details, see the Data
MappingExplanation section.

To view the data mappings purely as text, click\@w as Texbutton. For more details, see the View
Data Mapping as Texection.
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Display String
Click theDisplay Stringbutton to view what the values of each Parsing and/or Concatenating strings are,
you can also click on the Edit Mapping to view the mapping of each string.

| Main Page |

CONFIGURATION

| Network Configuration
| Port Configuration
| ASCH
| Allen-Bradley PLC
|
|
|

Display Data
Display String

REsLdil INUW

DIAGNOSTICS

|—Select— V|

OTHER
[Select- v|

To view the source or destination groups from a string, click the dropdown menu to generate the
information regarding that device. The stridgta will be displayed in both Hex and ASCII (only the ASCII
data is sent). The example below shows data that is coming from the source device. A group will be
displayed for each Parsing/Concatenating String field that is configured.

Display String | Edit Mapping
| View as Text
Select a Group [ 5rc: Line 1 Barcode Scanner w| and a String [Barcode Scanner | (11 bytes)
8868: 58 65 6C BC &F 20 77 6F 72 6C 64 helloc world ‘

TAYSR 2y GKS

Ly GKS DNRdzZLJ RNRL) R2gys G[AySmé Aa RS
tF NEAY3 O2y TFA3dzN

{OFYyYySNE Ad RSTAYSR Ay GKS 1 {/LL

Enable ASCII Device 1 |
Port[Fort 1 (DBY) v | Device Label |Line1

LED Inactivity |0 | 0-60000 5 Operation Mode [Mark Data New on New Message |

Start Location
1 |1 RIE

Data Type Internal Tag Name
[String - ”| Barcode Scanner

Real Time Autont&n, Inc. 54 1-800-249-1612
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Ifthere NB @ fdzSa 2F a5Fd0F b20 xFfAR a2y GKAa LI IST Al
yet and no data is being sent to the destination.

Display String | Edit Mapping
[ View as Text

Select a Group | Src: Line 1 Barcode Scanner v| and a String |Barcode Scanner v| (0 bytes)

Data Not valid

NOTEYou can view the whole string data by clickingdagnostics Ifo drop down and navigating to
ASCII Diagnostics page. You will also have to select the port you want to view in the dropdown below
ASCII.

Diagnostics

|ASCII v | [View |

Port 1 (DB9) v |[ View |

To view the string mappings, click tdit Mappingbutton. For more details sehe String Mapping
Explanationsection.

Display String | Edit Mapping

| VigwW ds I8l

Select a Group [ Src: Line 1 Barcode Scanner ~| and a String (11 bytes)

aeaa. 68 65 oC 6C 6F 20 77 &F 72 &C 64 hello world

NOTE: Only String data types can be mapped to another String data type.

To view the string mappings purely as text, click\ew as Texbutton. For more details see théiew
String Mappingas Text section.

Real Time Autont&n, Inc. 55 1-800-249-1612















































































































