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Trademarks 

CompactLogix, ControlLogix, & PLC-5 are registered trademarks of Rockwell Automation, Inc. EtherNet/IP is a 

trademark of the ODVA. MicroLogix, RSLogix 500, and SLC are trademarks of Rockwell Automation, Inc. Microsoft, 

Windows, and Internet Explorer are registered trademarks of Microsoft Corporation. BACnet® is a registered 

trademark of American Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE). All other 

trademarks and registered trademarks are the property of their holders. 

Limited Warranty 

Real Time Automation, Inc. warrants that this product is free from defects and functions properly. 

EXCEPT AS SPECIFICALLY SET FORTH ABOVE, REAL TIME AUTOMATION, INC. DISCLAIMS ALL OTHER 

WARRANTIES, BOTH EXPRESSED AND IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES 

OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR APPLICATION. THIS LIMITED WARRANTY GIVES 

YOU SPECIFIC LEGAL RIGHTS. YOU MAY ALSO HAVE OTHER RIGHTS, WHICH VARY FROM STATE TO 

STATE. 

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many 

variables and requirements associated with any particular application, Real Time Automation, Inc. cannot assume 

responsibility or liability for actual use based on the examples and diagrams. Except as specifically set forth above, 

Real Time Automation and its distributors and dealers will in no event be liable for any damages whatsoever, either 

direct or indirect, including but not limited to loss of business profits, income, or use of data. Some states do not allow 

exclusion or limitation of incidental or consequential damages; therefore, the limitations set forth in this agreement 

may not apply to you. 

No patent liability is assumed by Real Time Automation with respect to use of information, circuits, equipment, or 

software described in this manual. 

Government End-Users 

If this software is acquired by or on behalf of a unit or agency of the United States Government, this provision applies: 

The software (a) was developed at private expense, is existing computer software, and was not developed with 

government funds; (b) is a trade secret of Real Time Automation, Inc. for all purposes of the Freedom of Information 

Act; (c) is ñrestricted computer softwareò submitted with restricted rights in accordance with subparagraphs (a) 

through (d) of the Commercial ñComputer Software-Restricted Rightsò clause at 52.227-19 and its successors; (d) in 

all respects is proprietary data belonging solely to Real Time Automation, Inc.; (e) is unpublished and all rights are 

reserved under copyright laws of the United States. For units of the Department of Defense (DoD), this software is 

licensed only with ñRestricted Rightsò: as that term is defined in the DoD Supplement of the Federal Acquisition 

Regulation 52.227-7013 (c) (1) (ii), rights in Technical Data and Computer Software and its successors, and: Use, 

duplication, or disclosures is subject to restrictions as set forth in subdivision (c) (1) (ii) of the Rights in Technical Data 

and Computer Software clause at 52.227-7013. If this software was acquired under GSA schedule, the U.S. 

Government has agreed to refrain from changing or removing any insignia or lettering from the Software or 

documentation that is provided or from producing copies of the manual or media. Real Time Automation, Inc. 

© 2021 Real Time Automation, Inc. All rights reserved. 
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Revision History 

Version Date Notes 

8.6.0 2/28/20  
Bug Fixes 
1.      Omron Plc Communication fixes for EtherNet/IP 
2.      Profinet GSDML Substitute values fix 
 
 

8.7.4 9/1/20 Features Added: 

1. BMS, BM, DFM, DS, DM, TCP, USB, PBS have been ported to the latest base software. 
2. TCP,BMS,BM now Available on N2E and N2EW hardware Platform                                       
3. New ASCII Mode Available on TCP/A/USB/WI protocols                                                          
4. User Guides updated with more examples 

 Bug Fixes: 

1. Improved Data Mapping and String Mapping performance 

2. Improved functionality/performance on EC,ETC,ES,MC,MS,BS,BC, A,,WI,PS protocols.  

 

8.7.22 4/6/21 Features Added: 

1. Support for RSLogix Versions 32 + with unsigned data type support 
2. ETC now support Long integer files (L files) for MicroLogix PLCS that support them 
3. SC now supports data block (DB) access 

 

8.8.10 10/11/21 Features Added: 

1. Added MQTT Protocol 
2. Supports 2 MQTT Brokers with 1 AWS 
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Overview 

The 460ETCQT-NNA1 gateway connects up to five Allen-Bradley PLCs with up to three MQTT brokers or 
an AWS IoT core service.  By following this guide, you will be able to configure the 460ETCQT-NNA1 
gateway.  

For further customization and advanced use, please reference the appendices located on the CD or 

online at: http://www.rtautomation.com/product/460-gateway-support/.  

If at any time you need further assistance, do not hesitate to call Real Time Automation support. 

Support Hours are Monday-Friday 8am-5pm CST 

Toll free: 1-800-249-1612 

Email: support@rtautomation.com 

 

 

 

 

 

 

 

 

 

 

 

  

http://www.rtautomation.com/product/460-gateway-support/
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Hardware Platforms 

The 460 Product Line supports a number of different hardware platforms. There are differences in how 

they are powered, what serial settings are supported, and some diagnostic features supported (such as 

LEDs).  For these sections, be sure to identify the hardware platform you are using. 

To find which hardware platform you are using: 

1) Look on the front or back label of the unit for the part number.  

2) On the webpage inside the gateway, navigate to the dropdown menu under Other and select 

Utilities. Click the Listing of Revisions button. The full part number is displayed here. 

Once you have the full part number, the platform wilƭ ōŜ ǘƘŜ ƴǳƳōŜǊ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ά-bέΥ 
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Hardware ï NNA1 

 

Powering the Gateway 
1) Connect a 12-24 VDC power source to the gateway, Red Wire = (+) Black Wire = (-). 

a) The unit draws 175mA @ 12 V. 
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Mounting with a DIN Rail 

Installing 
Follow these steps to install your interface converter. 

1) Mount your DIN Rail. 

2) Hook the bottom mounting flange under the DIN Rail. 

3) While pressing the 460ETCQT-NNA1 against the rail, press up to engage the spring loaded lower clip and 

rotate the unit parallel to the DIN Rail. 

4) Release upward pressure. 

 
Removing 
Follow these steps to remove your interface converter. 

1) Press up on unit to engage the spring loaded lower clip. 

2) Swing top of the unit away from DIN Rail. 

  

DIN Rail 

Spring Loaded Lower Clip 
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Accessing the Main Page 

The following steps will help you access the browser based configuration of the gateway. By default, 
DHCP is enabled. If the gateway fails to obtain an IP address over DHCP it will Auto IP with 169.254.X.Y. 
For more information on your Operating system network setting refer to the Access Browser 
Configuration Doc on the CD or download from our support web site. 
 

1) Insert the provided CD-ROM into a computer also on the network. 

 
2) Run the IPSetup.exe program from the CD-ROM. 
3) CƛƴŘ ǳƴƛǘ ǳƴŘŜǊ ά{ŜƭŜŎǘ ŀ ¦ƴƛǘέΦ 
a. /ƘŀƴƎŜ DŀǘŜǿŀȅΩǎ Lt ŀŘŘǊŜǎǎ ǘƻ ƳŀǘŎƘ ǘƘŀǘ ƻŦ ȅƻǳǊ t/ ƛŦ 5I/t Ƙŀǎ ŦŀƛƭŜŘΦ 
i. ¸ƻǳ ǿƛƭƭ ƪƴƻǿ 5I/t Ƙŀǎ ŦŀƛƭŜŘ ƛŦ ǘƘŜ ƎŀǘŜǿŀȅΩǎ Lt ŀŘŘǊŜǎǎ ƛǎ !ǳǘƻLt ŀǘ мсфΦнрпΦ·Φ¸Φ 
ii. LŦ ǎǳŎŎŜǎǎŦǳƭΣ ƛǘ ǿƛƭƭ ǎŀȅ 5I/tΩŘ ŀǘ ŜȄΥ мфнΦмсуΦлΦмлл ƻǊ ƘƻǿŜǾŜǊ ȅƻǳǊ 5/It /ƭƛŜƴǘ ƛǎ ǎŜǘ ǳǇΦ 
b. If you do not see the gateway in this tool, then your PC is most likely set up as a static IP. 
i. /ƘŀƴƎŜ ȅƻǳǊ t/Ωǎ network settings to be DHCP. If DHCP fails, then it will change to be on the 169.254.x.y 

network. 
ii. Relaunch the IP Setup tool to see if gateway can be discovered now. 
4) Click Launch Webpage. The Main page should appear. 

 
 

Default setting is set to DHCP. If DHCP fails, default IP Address is 169.254.x.y  
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Error: Main Page Does Not Launch 
If the Main Page does not launch, please verify the following: 

1) Check that the PC is set for a valid IP Address 

a. Open a MS-DOS Command Prompt 

b. ¢ȅǇŜ άƛǇŎƻƴŦƛƎέ ŀƴŘ ǇǊŜǎǎ ŜƴǘŜǊ 

c. bƻǘŜ ǘƘŜ t/Ωǎ Lt !ŘŘǊŜǎǎΣ {ǳōƴŜǘΣ ŀƴŘ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅ 

2) ¢ƘŜ ƎŀǘŜǿŀȅ Ƴǳǎǘ ōŜ ƻƴ ǘƘŜ ǎŀƳŜ bŜǘǿƻǊƪκ{ǳōƴŜǘ ŀǎ ǘƘŜ t/ ǿƘŜǘƘŜǊ ƛǘΩǎ ǎŜǘǳǇ ŦƻǊ 5I/t ƻǊ {ǘŀǘƛŎΦ 

Once you have both devices on the same network, you should be able to ping the gateway using a MS-

DOS Command Prompt. 

 
The Screenshot above shows a gateway that is currently set to a static IP Address of 192.168.0.100.   

If you are able to successfully ping your gateway, open a browser and try to view the main page of the 

gateway by entering the IP Address of the gateway as the URL.  
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Committing Changes to the Settings 

¶ All changes made to the settings of the gateway in Configuration Mode will not take effect until the 
ƎŀǘŜǿŀȅ ƛǎ ǊŜǎǘŀǊǘŜŘ Ǿƛŀ ǘƘŜ ǿŜōǇŀƎŜΦ /ƘŀƴƎŜǎ ǿƛƭƭ ƴƻǘ ōŜ ǎǘƻǊŜŘ ƛŦ ǘƘŜ ƎŀǘŜǿŀȅΩǎ ǇƻǿŜǊ ƛǎ ǊŜƳƻǾŜŘ 
prior to a reboot.  

¶ NOTE: The gateway does not need to be restarted after every change. Multiple changes can be made 
before a restart, but they will not be committed until the gateway is restarted. 

¶ When all desired changes have been made, press the Restart Now button.  
¶ The webpage will redirect to our rebooting page shown below: 

 
¶ The reboot can take up to 20 seconds. 
o If the IP address has not been modified, the gateway will automatically redirect to the main page.   
o If the IP address was modified, a message will appear at the top of the page to instruct the user to 

manually open a new webpage at that new IP. 
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Main Page 

The main page is where important information about your gateway and its connections are displayed. 
 Mode (orange box below): 
 Running Mode: 

- Protocol communications are enabled   
- Configuration cannot be changed during Running Mode. If changes are needed, click the Configuration 

Mode button shown in the green box below  
Configuring Mode: 

- Protocol communication is stopped and no data is transmitted 
- Configuration is allowed  

Navigation (green box below): 
You can easily switch between modes and navigate between pages (Configuration, Diagnostics, and 
Other pages) using the buttons on the left hand side. 
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Device Configuration 

The device configuration area is where you assign the device description parameter. Changes can only 

be made when the gateway is in Configuration Mode.  

 
Once you are done configuring the Description, click the Save Parameters button. 
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Network Configuration 

The network configuration area is where you assign the IP address and other network parameters. 

Changes can only be made when the gateway is in Configuration Mode.  

Once you are done configuring the Network Settings, click the Save Parameters button. 

If you are changing the IP Address of the gateway, the change will not take effect until the unit has been 

rebooted. After reboot, you must enter the new IP Address into the URL. 

 

 

 

 

 

  
It is recommended to leave the DNS Gateway set to 0.0.0.0 and the Ethernet Link as 

Auto-Negotiate. If configuring the gateway to use E-mail, the DNS Gateway must be 

set. 
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Allen-Bradley PLC Configuration 

Click the Allen-Bradley PLC button to access the configuration page.  

1) Select which Network Interface to use for this Allen-Bradley PLC connection. If using single port 

hardware, the Network Interface will default to Ethernet port only. 

1) Delay Between Messages: Enter the length of time to delay between read and write scan line 

requests (ms). 

2) Response Timeout: Enter the amount of time the gateway should wait before a timeout is 

issued for a read/write request (ms). 

3) Delay Between Connect Attempts: Enter the amount of time the gateway should wait between 

attempts to connect to the PLC. 

4) Dependency Protocol: If enabled, the Allen-Bradley PLC communication will stop if 

communication to the selected protocol is lost. 
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External PLC Configuration 

The bottom area of the Allen-Bradley PLC Configuration page lets you configure up to five PLCs. 

There are three ways to configure this protocol: 

1) Auto-Configure Group by Device (Default) 

2) Auto-Configure Group by Data Type 

3) Manual Mode 

NOTE: You may go back and forth between modes, but when reverting from Manual Mode to either of 

the two Auto-Configure Modes, all changes made in Manual Mode will be discarded. 

 

1) To add additional PLCs, click the -Select- dropdown under Allen-Bradley PLC Device List and select 
Add Generic PLC option.  
a) To remove a device, navigate to the server to delete using the << and >> buttons and click the 

Delete PLC button.  

b) To create a new PLC with the same parameters already configured from another PLC, click the -

Select- dropdown and select the Add from PLC X option (where X represents the PLC you wish 

to copy parameters from). Once created, you can make any additional changes needed to that 

new PLC.  

NOTE: Auto-Configure Modes can ONLY be used in PLC 1. 

2) To edit scan lines, you will need to go into Manual Configure Mode. 
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External PLC Configuration: Auto-Configure 
While in either of the two Auto-Configure modes, the number of scan lines and the actual scan lines 

themselves cannot be edited. Auto-Configure Mode looks at the other protocol and then configures the 

scan lines within the PLC to match. The PLC Tag/File Names and Data Types will be defined after the 

other protocol is configured.  

If the PLC is a CompactLogix, ControlLogix or FlexLogix, the data will be configured according to the 

following rules: 

1) Any 8 Bit Signed/Unsigned data will be mapped as Sint. 

2) Any 16 Bit Signed/Unsigned data will be mapped as Int. 

3) Any 32 Bit Signed/Unsigned data will be mapped as Dint. 

4) Any 32 Bit Float and 64 Bit Float data will be mapped as Real. 

5) Any Coils or 1 Bit Binary Packs will be mapped as Bool (1 Bit). 

6) Any Coils or 8/16/32 Bit Binary Packs will be mapped as Bit Array (32 bit). 

7) Any String Data Types will be mapped as String. 

 

If the PLC is a MicroLogix, SLC or PLC5E, the data will be configured according to the following rules: 

1) Any 8 Bit Signed/Unsigned and 16 Bit Signed/Unsigned data will be mapped as Int. 

2) Any 32 Bit Signed/Unsigned, 32 Bit Float, and 64 Bit Float data will be mapped as Real. 

3) Any Coils or 1/8/16/32 Bit Binary Packs will be mapped as Bit Array (16 bit). 

4) Any String Data Types will be mapped as String. 

 

Regardless of PLC type, the following is also true: 

1) The read or write direction depends on whether it is configured as a read or write on the other 
protocol. 

2) If the other protocol exceeds the number of Sint, Int, Dint, Real, Bool, Bit Array, or String data types 
the Allen-Bradley PLC supports (see limits on webpage), then nothing will be mapped. You will see 
the number of scan lines remain at 0 and the main page will display the following error:  

 
a) To fix this error, simply decrease the amount of data you configured on the other protocol so 

that the max number of Tag/File Name is not exceeded or call customer support to increase the 

limits. 
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Auto-Configure Group by Device vs. Auto-Configure Group by Data 

Type 
There are two different methods for Auto-Configure: Group by Device or Group by Data Type.   

There are a couple of rules to keep in mind when using Auto-Configure Mode: 

1) If the other protocol inside the gateway is a server, slave, or adapter protocol, then there are no 
differences between the Auto-Configure modes. 

Group by Device (Default Method) 
Group by Device goes through the other protocol on the gateway and auto-configures the data groups 
on the Allen-.ǊŀŘƭŜȅ t[/ ŦƻǊ ŀƭƭ ǘƘŜ Řŀǘŀ Ǉƻƛƴǘǎ ƻƴ ǘƘŜ ƻǘƘŜǊ ǇǊƻǘƻŎƻƭΩǎ ŦƛǊǎǘ ŘŜǾƛŎŜΦ !ŦǘŜǊ ƛǘ ŦƛƴƛǎƘŜǎ ǿƛǘƘ 
the first device, it will auto-configure all the points for the second device (if one is configured), and so 
on.   

The data in this method is not optimized- there could potentially be a lot of wasted/unused data space, 
ōǳǘ ƛǘ ǿƛƭƭ ōŜ ƻǊƎŀƴƛȊŜŘ ƳƻǊŜ ƭƻƎƛŎŀƭƭȅ ŦǊƻƳ ǘƘŜ ƳŀǎǘŜǊκŎƭƛŜƴǘΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΦ 

Group by Data Type 
Group by Data Type goes through the other protocol on the gateway and auto-configures the data 
groups on the Allen-Bradley PLC for all the data points within the other protocol.   

Another way to view this option is to say that the data points allocated are packed together so there is 
very little wasted data space. The data is packed or optimized. 

Example: Protocol A is a master/client protocol that has 2 devices with the same setup: 

Device_1 has 1 integer scan line, 1 float scan line, 1 integer scan line- each for 1 point of data 
Device_2 has 1 integer scan line, 1 float scan line, 1 integer scan line- each for 1 point of data 

Protocol B is a server/slave/adapter protocol that can be mapped as follows: 

Group by Device - Protocol B will have 4 scan lines that will look like the following: Scan Line 1 and 2 will 
represent Device_1 and Scan Line 3 and 4 will represent Device_2. 

Scan Line 1 => Type Integer, length of 2 
Scan Line 2 => Type Float, length of 1 
Scan Line 3 => Type Integer, length of 2 
Scan Line 4 => Type Float, length of 1 
 

Group by Data Type - Protocol B will have 2 scan lines that will look like the following: Like data types 
from Device_1 and Device_2 will be combined.  

Scan Line 1 => Type Integer, length of 4 
Scan Line 2 => Type Float, length of 2 
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External PLC Configuration: Manual Configure Mode 
1) To transition from either of the two Auto-Configure modes to Manual Configure Mode, click the 

dropdown in the middle of the Allen-Bradley Configuration page and select Manual Configure.  
a) When prompted, click OK to confirm mode change or Cancel to remain in Auto-Configure Mode. 

 
2) Once OK is clicked, there are two options for how to proceed.   

 

3) To keep the scan lines that are already configured, press OK. 

a) You would want this option if you are adding additional scan lines or you want to modify the 
scan line(s) that already exist. 

4) To delete the scan lines that are already there and start over, press Cancel. 

5) To add additional PLCs, click the -Select- dropdown under Allen-Bradley PLC Device List and select 

Add Generic PLC option.  

 
a) To remove a device, navigate to the server to delete using the << and >> buttons and click the 

Delete PLC button.  

b) To create a new PLC with the same parameters already configured from another PLC, click the -

Select- dropdown and select the Add from PLC X option (where X represents the PLC you wish 

to copy parameters from). Once created, you can make any additional changes needed to that 

new PLC.  

6) The Enable check box should be selected for the device.  

7) Enter a Device Label to identify the device within the gateway.   
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8) Enter the IP Address of the PLC, the Controller Slot (Integrated Ethernet, use Slot 0), and select the 

PLC Type. The Controller Slot is the slot where the controller is located, not the Ethernet card being 

used. These three parameters must match the PLC you are communicating to. 

NOTE: ControlLogix Rev 32 is ONLY supported with CompactLogix 5380 and above and 

ControlLogix 5580 and above.  

9) Select the Comms Mode. Unconnected (UCMM) messaging relies on shared resources to transfer 

data to the PLC. This could result in message timeouts if there are a lot of devices fighting for these 

ǎƘŀǊŜŘ ōǳŦŦŜǊǎΦ LŦ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƘŜ w¢! ƎŀǘŜǿŀȅ ǘƻ Ŏƻƴǎǘŀƴǘƭȅ ƪŜŜǇ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ƻǇŜƴ ǘƻ ǘƘŜ 

PLC but only maintain a connection when there is data needed to be transferred, then Unconnected 

(UCMM) will work best if you are only writing to the PLC. Connected (Class 3 Explicit) messaging 

relies on reserved resources to transfer data to/from the PLC. Connected (Class 3 Explicit) 

messaging is recommended if you are reading and writing and always want to keep that connection 

open to the PLC.  

10) Enter an Optimized Trigger Tag/File Name to enable the triggering optimization that is available. 
The Optimized Trigger forces the 460ETC gateway to read ONLY the Optimized Trigger Tag until a 
value has a change of state. Please reference the Optimized Trigger Guide in the section below.   

11) 9ƴǘŜǊ ǘƘŜ άІ ƻŦ wŜŀŘ {Ŏŀƴ [ƛƴŜǎέ ŀƴŘ άІ ƻŦ ²ǊƛǘŜ {Ŏŀƴ [ƛƴŜǎέΦ  

12) Click Generate Scan Lines to have the read and write scan lines auto generated for you. If you need 

to manually configure the read and write scan lines you can do so after they have been generated. 
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Configuring Read and Write Scan Lines 
Follow these steps to manually configure Read and Write Scan Lines. 

1) Click the View Read Scan Lines or View Write Scan Lines button.  

 

 

2) Enter the Tag/File Name that is set up within the PLC. If you are trying to access a tag that is defined 

in the Program Scope, please see the Access Program Scope Tag section below.  

NOTE: If you are ONLY using Write Scan Lines, then the RTA gateway will not connect to the PLC 

ǳƴǘƛƭ ǿŜ ǊŜŎŜƛǾŜ ǾŀƭƛŘ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǎƻǳǊŎŜΦ LǘΩǎ ǊŜŎƻƳƳŜƴŘŜŘ ȅƻǳ ǳǎŜ Unconnected messaging so 

when the RTA gateway sends data to the PLC, we only send it once and close the connection until a 

Change of State. Leaving it at Connected messaging, once we receive data, the RTA gateway will 

constantly be writing to the PLC to maintain that connection.  

a) If you wish to start from a point other than the base, add [#] to the end of the Tag/File Name to 

specify which point is the starting point. 

i) Example:  ! ǘŀƎ ŎŀƭƭŜŘ άwŜŀŘ¢ŀƎέ Ƙŀǎ ŘƛƳŜƴǎƛƻƴ ƻŦ млл ƛƴ ǘƘŜ t[/Φ .ȅ ŘŜŦŀǳƭǘΣ ǿŜ ǿƛƭƭ ǎǘŀǊǘ 

ŀǘ Ǉƻƛƴǘ л ƻŦ ǘƘŀǘ ŀǊǊŀȅΦ ¢ƘŜǊŜŦƻǊŜΣ άwŜŀŘ¢ŀƎέ ŀƴŘ άwŜŀŘ¢ŀƎώлϐέ ǊŜŦŜǊ ǘƻ ǘƘŜ ǎŀƳŜ ǇƻƛƴǘΦ To 

ǎǘŀǊǘ ŦǊƻƳ ŀ ŘƛŦŦŜǊŜƴǘ ǇƻƛƴǘΣ ǎǳŎƘ ŀǎ ŀǊǊŀȅ ƛƴŘŜȄ нтΣ ŜƴǘŜǊ ƛƴ άwŜŀŘ¢ŀƎώнтϐέ ŀǎ ǘƘŜ ¢ŀƎκCƛƭŜ 

bŀƳŜ ƛƴ ǘƘŜ ƎŀǘŜǿŀȅΩǎ ǎŎŀƴ ƭƛƴŜΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŜ ƎŀǘŜǿŀȅ ǿƛƭƭ Ǝƻ ǘƻ άwŜŀŘ¢ŀƎέ ŀƴŘ ǎǘŀǊǘ ŀǘ 

array index 27. 

ii) If you wish to access a specific bit from any data type, you must ǳǎŜ ǘƘŜ aŀǇǇƛƴƎ tŀƎŜΩǎ {Ŝǘ 

Bit math function. You may not use ReadTag/0.0 to access bits.  
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3) Select the Data Type of the Tag/File.  

4) Enter the # of Points you want to move from the PLC Tag/File to the gateway. See the Scan Line 

Data Limit section at the bottom of the page for the given max values.  

a) If using a CompactLogix or ControlLogix, below are the scan line data limits.  

 
b) If using a ControlLogix Rev 32 (CompactLogix 5380 or ControlLogix 5580), below are the scan line 

limits.  

 
c) If using Micrologix PLC, below are the scan line limits.  
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d) If using a SLC 5/05 or PLC5E, below are the scan line limits.  

 
5) Click the Save Parameters button. 

6) Repeat for the other direction if needed. 
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Access Program Scope Tags 
There are two different types of tags in the PLC: Controller Scope tags and Program Scope tags. With 

Controller Scope tags, these tag names can be entered into the gateway without any additional syntax. If 

you are using a tag that is defined within Program Scope, then the tag name inside of the RTA gateway 

needs additional syntax for it to successfully communicate. 

9ȄŀƳǇƭŜΥ ά!ƴƻǘƘŜǊ¢ŀƎέ ƛǎ ŎǊŜŀǘŜŘ ƛƴ ǘƘŜ tǊƻƎǊŀƳ {ŎƻǇŜ ŎŀƭƭŜŘ ά!ƴƻǘƘŜǊtǊƻƎǊŀƳέΦ  

 

 

To access this Program Scope tag within the RTA 460, you must use the following syntax: 

¢ŀƎ bŀƳŜ Ґ άtwhDw!aΥtǊƻƎǊŀƳbŀƳŜΦ¢ŀƎbŀƳŜέ ǿƘŜǊŜ tǊƻƎǊŀƳ bŀƳŜ Ґ {ŎƻǇŜ ƴŀƳŜ ϧ ¢ŀƎbŀƳŜ Ґ 

Actual Tag Name, Data type will vary.  
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Optimized Trigger Guide 
The Optimized Trigger forces the 460ETC gateway to read ONLY the Optimized Trigger Tag until the 

trigger value has a change of state. Once there is a change of state then it will mark ALL ETC Read Scan 

[ƛƴŜǎ άLƴǾŀƭƛŘέΣ ǘƘŜƴ ǿƛƭƭ ŜȄŜŎǳǘŜ ŀ ǊŜŀŘ ŦƻǊ ŀƭƭ 9¢/ Read Scan Lines until ALL read data is valid. Once all 

Read Scan Lines have been read and marked valid, it will set the ETC Handshake # to the value of ETC 

Optimized Trigger. You will be able to utilize the ETC Handshake # to map over to any of the Technology 

Triggers and/or as a Handshake Reference.  

Note: # represents the Allen-Bradley PLC # on the Allen-Bradley configuration page of the gateway, if 

you only have 1 PLC configured your # is 1 

If you have a timeout and we are not able to read a particular Read Scan Line, then you will stay in a 

loop of trying to make sure all data is valid before setting the Handshake value equal to Trigger value. 

How does this work? 

1) Read ETC Optimized Trigger tag until Change of State. 
a. Value 0 = Enabled but Not valid value  
b. Value 65535 = Disabled  

2) Map the ETC Optimized Trigger (Source) over to ETC Trigger # (Dest). 
3) LŦ 9¢/ ¢ǊƛƎƎŜǊ І ǾŀƭǳŜ ŎƘŀƴƎŜǎ ǎǘŀǘŜǎΣ ƳŀǊƪ ŀƭƭ 9¢/ wŜŀŘ {Ŏŀƴ [ƛƴŜǎ άLƴǾŀƭƛŘέΦ 
4) Read all ETC Read Scan Lines until ALL source read data is valid. 
5) ETC Handshake # value is set equal to ETC Trigger 0 value. 
6) Map ETC Handshake # to protocol 2 Technology Trigger (A/USB/TCP/WI) and/or reference data 

point. 

How do you set this up?  

There are 2 options below to synchronize all data when sending data over to protocol 2.  

Option 1: {ŜƴŘǎ Řŀǘŀ ŜǾŜǊȅ ǘǊƛƎƎŜǊ ƴƻ ƳŀǘǘŜǊ ƛŦ ƛǘΩǎ ƴŜǿ ƻǊ ƴƻǘ 

²ŜΩƭƭ ōŜ ǳǎƛƴƎ ŀƴ псл9¢/! ŦƻǊ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘƛǎ ǿƛƭƭ ǳǘƛƭƛȊŜ ǘƘŜ 9¢/ hǇǘƛƳƛȊŀǘƛƻƴ ¢ǊƛƎƎŜǊ ŀƴŘ ǘƘŜ 

Technology Trigger (A/USB/TCP/WI) for ASCII (A). 

1) Configure all your Read Scan Lines your looking to send over to your ASCII device.  

2) Within the ETC configuration, setup a PLC tag that you can identify as your Optimization Trigger.  

*Optimized Trigger tag can be unique to your PLC program* 
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3) In the Data Mapping page, manually add 2 additional mappings identical to the example below. 

 
4) Update all your Read Scan Line PLC tags with data.  

5) Nothing should have updated in your ASCII device.  

6) Update the RTA_Opt_Trigger PLC tag to 1.  

 

7) Now your ASCII device will be updated with the data.  

8) Increment the RTA_Opt_Trigger PLC tag  

9) Your ASCII device will get update again, regardless if data is new or not.  

If your product is a Web Interface e.g. 460ETCWI acting only as a Client: 

1) On the WI configuration page change the Update Method to be Triggered.   

 
2) In the Data Mapping page, manually add 2 additional mappings identical to the example below. 
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Option 2: Sends data ONLY on Change of State 

²ŜΩƭƭ ōŜ ǳǎƛƴƎ ŀƴ псл9¢/! ŦƻǊ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘƛǎ ǿƛƭƭ utilize the ETC Optimization Trigger and a Write 

Scan Line for a handshake so that the PLC knows the triggering functionality is working.  

*If using the WI (Web Interface 460ETCWI) then use the WI Upload Trigger in your destination mapping* 

1) Configure all your Read Scan Lines your looking to send over to your ASCII device.  

2) Configure a Write Scan line that updates the PLC with the Handshake from the RTAgateway. 

*Handshake tag can be unique to your PLC program* 

 
3) Within the ETC configuration, setup a PLC tag that you can identify as your Optimization Trigger.  

*Optimized Trigger tag can be unique to your PLC program* 

 
4) In the Data Mapping page, manually add 2 additional mappings identical to the example below.  

 

5) Update all your Read Scan Line PLC tags with data.  

6) Nothing should have updated in your ASCII device.  

7) Update the RTA_Opt_Trigger PLC tag to 1.  

 
8) Now your ASCII device will be updated with the data.  

9) Increment the RTA_Opt_Trigger PLC tag  

10) The ASCII device should NOT be updated because the data is not new.  
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11) Update your Read Scan Line tag with new data.  
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12) Increment the RTA_Opt_Trigger PLC tag again 

13) Now your ASCII device will be updated with the new data.  

14) In a working application the Handshake tag in your PLC should match the Optimization Trigger tag.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Real Time Automation, Inc. 33 1-800-249-1612 
   

  

MQTT Client Configuration 

You can configure up to three MQTT connections.  

1. Configure up to three MQTT broker devices. 

2. Configure up to one Amazon Web Services (AWS) IoT Core connection.  

3. Configure up to one Microsoft Azure connection. 

NOTE: A single AWS OR Azure connection is supported and can co-exist with up to two additional MQTT 

broker devices.   

Click the MQTT button to continue configuration. 

 

MQTT Devices Configuration 
You can configure up to three MQTT devices. 

 
1) To add an MQTT device, or additional MQTT devices, click the -Select- dropdown menu under MQTT 

Client Connection List and select Add Generic MQTT Connection option.  

 
a) To remove a device, navigate to the MQTT device and click the Delete Connection button.  
b) To create a new MQTT device with the same parameters already configured from another MQTT 

device, click the -Select- dropdown menu and select the Add from MQTT X option (where X 
represents the MQTT device you wish to copy parameters from).  

c) Once created, you can make any additional changes needed to that new MQTT device.  
2) The Enable check box should be selected for the device to enable communications.  
3) Enter in a Device Label to identify the device in the gateways.  
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4) Select which Network Interface to use for MQTT device connection. Option only available on the 
N2E hardware platform.  

5) Enter the unique MQTT broker IP address, if this value does not match, the gateway will timeout.  
6) Enter TCP Port ŦƻǊ ǘƘŜ av¢¢ ōǊƻƪŜǊ ǘƻ ƻǇŜƴ ŀ ŎƻƴƴŜŎǘƛƻƴ ƻƴΦ LŦ ǘƘƛǎ ǾŀƭǳŜ ŘƻŜǎƴΩǘ ƳŀǘŎƘΣ ǘƘŜ 

gateway will not open a connection.  
7) Keep Alive: Enter in the amount of time that the gateway should attempt to ping the broker to keep 

the MQTT connection alive, 0 disables this feature.  
8) Enter a Client ID which is concatenated onto the Published messages (RTA Publish Topic) to the 

broker. Ex: LŦ ȅƻǳǊ /ƭƛŜƴǘ L5 ƛǎ άw¢! D²έ ŀƴŘ ƻƴŜ ƻŦ ȅƻǳǊ ǘƻǇƛŎǎ ƛǎ waмлмκ[ƛƎƘǘǎΣ ȅƻǳǊ w¢! ƎŀǘŜǿŀȅ 
will publish the message as RTA GW/RM101/Lights.  

9) Username and Password: Enter if authentication to the MQTT broker is necessary.  

 
 

Configuring Subscribe and Publish Topics 
10) 9ƴǘŜǊ ƛƴ ά# of Subscribe Topicsέ ŀƴŘκƻǊ ά# of Publish TopicsέΦ 

a) NOTE: Only 1000 subscribe and a 1000 publish topics are shared between the 3 connections.  
11) Click Generate Topics button to have the lines generated for you. The Topic Name has a character 

limit of 64 characters and can support root level Topic Names. Ex: Line #1: RM101/Light, Line #2: 
waмлнκ[ƛƎƘǘΣ [ƛƴŜ ІоΥ waмлоκ[ƛƎƘǘΧΦ 

12) Subscribe Topics: Enter in the number of topics to subscribe from the broker. Once the topics are 
subscribed to, the MQTT broker will publish the messages to the gateway.  

13) Publish Topics: Enter the number of topics to publish to the broker from the mating protocol.  
14) Select the Point Type of the topic  
15) Click Save Parameters button when complete.  



 

Real Time Automation, Inc. 35 1-800-249-1612 
   

  

Amazon Web Services (AWS) Configuration 
You can only configure one AWS IoT Core connection with your RTA product.  

1) To add an AWS connection, click the -Select- dropdown menu under MQTT Client Connection List 

and select Add Generic AWS Connection option.  

a. To remove a device, navigate to the AWS device to delete and click the Delete Connection 
button.  

 

 

2) The Enable check box should be selected for the device.  
3) Enter in a Device Label to identify the device within the gateways mapping.  
4) Select which Network Interface to use for AWS IoT Core connection. Option only available on the 

N2E hardware.  
5) Device Shadow URL: Enter in the URL path for the AWS MQTT broker.   

a. AWS IoT console will provide you a device shadow URL such as: https:// aabb11224e9ex-
ats.iot.us-east-2.amazonaws.com/th ings/RTA_Testing/shadow?name=RTA_Ninja 

b. ²ƛǘƘƛƴ ǘƘŜ w¢! ƎŀǘŜǿŀȅ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻƴƭȅ ŜƴǘŜǊ ƛƴ άŀŀōōммннпŜфŜȄ-ats.iot.us-east-
нΦŀƳŀȊƻƴŀǿǎΦŎƻƳέ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ¦w[Σ ŜǾŜǊȅǘƘƛƴƎ ŜƭǎŜ ƛǎ ƛƎƴƻǊŜŘΦ  

6) Enter the TCP Port ŦƻǊ ǘƘŜ av¢¢ ōǊƻƪŜǊ ǘƻ ƻǇŜƴ ŀ ŎƻƴƴŜŎǘƛƻƴ ƻƴΦ LŦ ǘƘƛǎ ǾŀƭǳŜ ŘƻŜǎƴΩǘ ƳŀǘŎƘΣ ǘƘŜ 
gateway will not open a connection.  

7) Keep Alive: Enter in the amount of time that the gateway should attempt to ping the broker to keep 
the MQTT connection alive, 0 disables this feature.  

8) Enter a Client ID which is concatenating onto the Published messages (RTA Write Topic) to the 
broker. Ex: If your Client ID is RTA GW and one of your topics is RM101/Lights, your RTA gateway will 
publish the message as RTA GW/RM101/Lights.  

 

https://aabb11224e9ex-ats.iot.us-east-2.amazonaws.com/things/RTA_Testing/shadow?name=RTA_Ninja
https://aabb11224e9ex-ats.iot.us-east-2.amazonaws.com/things/RTA_Testing/shadow?name=RTA_Ninja
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Additional AWS Requirements 
There are three items that are required to establish an AWS IoT Core connection.  

1) The Device Shadow URL 

2) Within AWS create a certificate for your RTA gateway. Once AWS has generated a certificate, 

ȅƻǳΩƭƭ ōŜ ƎƛǾŜƴ ŀ ǇǊƛǾŀǘŜ ƪŜȅ ŀƴŘ certificate to download.  

3) .ƻǘƘ ǇǊƛǾŀǘŜ ƪŜȅ ŀƴŘ ŎŜǊǘƛŦƛŎŀǘŜ ǿƛƭƭ ƴŜŜŘ ǘƻ ōŜ C¢tΩŘ ƛƴǘƻ ǘƘŜ w¢! ƎŀǘŜǿŀȅΩǎ CƭŀǎƘ CƛƭŜ {ȅǎǘŜƳΦ  

How to FTP files into the RTA gateway 

1) Save off the private key and certificate files to your desktop, keep these files in a secured 

location. 

2) Within your Windows Task bar, right click and open a new Windows/File Explorer folder or go 

into your start menu and type File Explore. 

1. Windows 10 
 

2. Windows 7  
 

3) You should now have a window that looks like the image below.  

 

 

4) In the address bar (within the red box shown above) type  ftp://xxx.xxx.xxx.xxx (IP Address of 
RTA gateway). 

a. You will then see a pop-up window, Username: ffs   Password: rtarocks 

ftp://xxx.xxx.xxx.xxx/


 

Real Time Automation, Inc. 37 1-800-249-1612 
   

  

b. Paste the certificate and private key into this ftp session, close out the session by exiting 
out.  

5) Navigate to the RTA gateway and on the left-hand side, click the OTHER -Select- dropdown and 
select Utilities.  

 

6) Once on the Utilities page click the File List button.  

 
7) Verify that your certification and private key files appear on this page.  
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AWS IoT Core Service Setup 

²ƛǘƘƛƴ ȅƻǳǊ !²{ ŀŎŎƻǳƴǘ ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ ƴŀǾƛƎŀǘŜ ǘƻ ǘƘŜ Lƻ¢ /ƻǊŜ ǎŜǊǾƛŎŜ ǇŀƎŜ ǿƘŜǊŜ ȅƻǳΩƭƭ ǎŜǘǳǇ ŀ 

ά¢ƘƛƴƎέ ŀƴŘ άtƻƭƛŎƛŜǎέΦ 

.ŜŦƻǊŜ ȅƻǳ Ŏŀƴ ǊŜƎƛǎǘŜǊ ȅƻǳǊ w¢! ƎŀǘŜǿŀȅ ŀǎ ŀ άǘƘƛƴƎΣέ ǿŜ ƴŜŜŘ ǘƻ ǎŜǘǳǇ ŀ άǇƻƭƛŎȅέ ŦƻǊ ƛǘΦ ¢Ƙƛǎ ǇƻƭƛŎȅ ǿƛƭƭ 

ōŜ ŀǎǎƛƎƴŜŘ ǘƻ ƻǳǊ άǘƘƛƴƎέ ŘǳǊƛƴƎ ǘƘŜ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎ ŀƴŘ ǿƛƭƭ ƎǊŀƴǘ it the permissions needed to 

access the MQTT topics that we will use to publish and subscribe messages. From the left-hand menu, 

ǎŜƭŜŎǘ ά{ŜŎǳǊŜέΣ ŀƴŘ ǘƘŜƴ ǘƘŜ ǎǳōƳŜƴǳ ƻŦ άtƻƭƛŎƛŜǎέΦ 

/ƭƛŎƪ ǘƘŜ ōǳǘǘƻƴ ά/ǊŜŀǘŜέΦ  
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From the policy creation page, you add the statements that will dictate what connected devices are 
allowed to do. Assign a unique name to your policy and add four statements with the information 
listed below. Notice that when you type in the action, the fiŜƭŘ ƭŀōŜƭŜŘ άwŜǎƻǳǊŎŜ !wbέ ǿƛƭƭ ōŜ 
automatically populated.  
/ƘŜŎƪ ά!ƭƭƻǿέ ǳƴŘŜǊ ǘƘŜ ά9ŦŦŜŎǘέ ŦƛŜƭŘ ŀƴŘ ǊŜǇƭŀŎŜ ǘƘŜ ƭŀǎǘ ǇƻǊǘƛƻƴ ƻŦ ŜŀŎƘ wŜǎƻǳǊŎŜ !wb ǘƘŀǘ ǊŜŀŘǎΣ 
άǊŜǇƭŀŎŜ²ƛǘƘ!έΣ ǿƛǘƘ ŀƴ ŀǎǘŜǊƛǎƪ όϝύΦ ²ƘŜƴ ŦƛƴƛǎƘŜŘΣ ȅƻǳ ǎƘƻǳƭŘ ƘŀǾŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŀǘŜƳŜƴǘǎΥ 
 

Action Resource ARN 

iot : Connect arn:aws:iot:(your region):(your account #):client/* 
iot : Publish arn:aws:iot:(your region):(your account #):topic/* 

iot : Receive arn:aws:iot:(your region):(your account #):topic/* 

iot : Subscribe arn:aws:iot:(your region):(your account #):topicfilter/* 
 

Click the Add statement button to create the Publish, Receive and Subscribe statements. Once 
completed click the Create button. Please note that in a production environment, you will want to be a 
lot ƳƻǊŜ ǎŜƭŜŎǘƛǾŜ ǿƛǘƘ ȅƻǳǊ ǇƻƭƛŎȅ ŎǊŜŀǘƛƻƴ όŜΦƎΦΣ ŘƻƴΩǘ ǳǎŜ ŀƴ ŀǎǘŜǊƛǎƪ ŀǘ ǘƘŜ ŜƴŘ ƻŦ ŀ wŜǎƻǳǊŎŜ !wbύΦ 

 

²ƘŜƴ ǘƘŜȅ ƘŀǾŜ ōŜŜƴ ŜƴǘŜǊŜŘΣ ŎƭƛŎƪ ά/ǊŜŀǘŜέΦ bƻǿ ƛǘΩǎ ǘƛƳŜ ǘƻ ǊŜƎƛǎǘŜǊ ƻǳǊ άǘƘƛƴƎέΦ 
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AWS IoT Core Service Things Configuration 
 

.ŀŎƪ ŀǘ ǘƘŜ Ƴŀƛƴ ƳŜƴǳ ƻƴ ǘƘŜ ƭŜŦǘ ǇŀƴŜΣ ŎƭƛŎƪ ƻƴ ǘƘŜ άaŀƴŀƎŜέ 
ƳŜƴǳ ƻǇǘƛƻƴΣ ŀƴŘ ǘƘŜƴ ǘƘŜ ά¢ƘƛƴƎǎέ ǎǳōƳŜƴǳΦ  

 

 

 

 

 

¢Ƙƛǎ ǿƛƭƭ ǘŀƪŜ ǳǎ ǘƻ ŀ ǿƛƴŘƻǿ ǘƘŀǘ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ǊŜƎƛǎǘŜǊ ŀ ǎƛƴƎƭŜ άǘƘƛƴƎΣέ ƻǊ ƳǳƭǘƛǇƭŜ άǘƘƛƴƎǎΦέ /ƭƛŎƪ ƻƴ 
ǘƘŜ ōǳǘǘƻƴ ƭŀōŜƭŜŘΣ ά/ǊŜŀǘŜ ǘƘƛƴƎǎΦέ  

A new window will open with a number of ǘƘƛƴƎǎ ǘƻ ŎǊŜŀǘŜΣ ŎƘƻǎŜ ά/ǊŜŀǘŜ ǎƛƴƎƭŜ ǘƘƛƴƎέ ŀƴŘ ŎƭƛŎƪ ǘƘŜ 

Next button. LŦ ȅƻǳ ƘŀǾŜ ƳǳƭǘƛǇƭŜ w¢! ƎŀǘŜǿŀȅǎΣ ǘƘŜƴ ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ ǎŜƭŜŎǘ ά/ǊŜŀǘŜ Ƴŀƴȅ ǘƘƛƴƎǎέΦ  
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¢ƘŜ ƴŜȄǘ ǎŜǘǘƛƴƎ ǿƛƭƭ ōŜ ǘƘŜ ά{ǇŜŎƛŦȅ ǘƘƛƴƎ ǇǊƻǇŜǊǘƛŜǎέΣ ƘŜǊŜ ȅƻǳ ǿƛƭƭ ƎƛǾŜ ȅƻǳǊ ά¢ƘƛƴƎέ ŀ unique name 

and click the Next button at the bottom.  

 

 

 

 

 

 

 

 

 

 

 

Certificate setup 

IŜǊŜ ȅƻǳ ŀǎǎƻŎƛŀǘŜ ȅƻǳǊ ά¢ƘƛƴƎέ ǿƛǘƘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ǘƘŀǘ ǿƛƭƭ ōŜ ǳǎŜŘ ǘƻ ŀǳǘƘŜƴǘƛŎŀǘŜ ƛǘ ǿƛǘƘ ǘƘŜ !²{ Lƻ¢ 

Core service. Auto-generate is fine, click the Next button.  
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Attach policies to certificate 

bŜȄǘ ȅƻǳΩƭƭ ǎŜŜ ǘƘŜ ǇƻƭƛŎȅ ȅƻǳ ŎǊŜŀǘŜŘ ǇǊŜǾƛƻǳǎƭȅΣ ǎŜƭŜŎǘ ǘƘŜ ǇƻƭƛŎȅ ŀƴŘ ŎƭƛŎƪ ά/ǊŜŀǘŜ ǘƘƛƴƎέ ŀ ǇƻǇ ǳǇ ǿƛƭƭ 

ŀǇǇŜŀǊ ǘƻ ά5ƻǿƴƭƻŀŘ ŎŜǊǘƛŦƛŎŀǘŜǎ ŀƴŘ ƪŜȅǎέΦ  

 

 

 

Download the certificate and the private key. Once downloaded, navigate back to this user guide section 

άƘƻǿ ǘƻ C¢t ŦƛƭŜǎ ƛƴǘƻ ǘƘŜ w¢! ƎŀǘŜǿŀȅέ ǘƻ ƭƻŀŘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ŀƴŘ ǇǊƛǾŀǘŜ ƪŜȅ ƛƴǘƻ ǘƘŜ ƎŀǘŜǿŀȅΦ  
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Once you have successfully downloaded the files you will be redirected to the Things page. Within the 

Things page, click on the thing name you setup, in this example it would be RTA_Testing. From this page, 

you can view if the certificate is active and create a Device Shadow URL.  

 

 

 

 

 

 

 

 

  


