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REAL TIME AUTOMATION

Trademarks

CompactLogix, ControlLogix, & PLC-5 are registered trademarks of Rockwell Automation, Inc. EtherNet/IP is a
trademark of the ODVA. MicroLogix, RSLogix 500, and SLC are trademarks of Rockwell Automation, Inc. Microsoft,
Windows, and Internet Explorer are registered trademarks of Microsoft Corporation. BACnet® is a registered
trademark of American Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE). All other
trademarks and registered trademarks are the property of their holders.

Limited Warranty
Real Time Automation, Inc. warrants that this product is free from defects and functions properly.

EXCEPT AS SPECIFICALLY SET FORTH ABOVE, REAL TIME AUTOMATION, INC. DISCLAIMS ALL OTHER
WARRANTIES, BOTH EXPRESSED AND IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR APPLICATION. THIS LIMITED WARRANTY GIVES
YOU SPECIFIC LEGAL RIGHTS. YOU MAY ALSO HAVE OTHER RIGHTS, WHICH VARY FROM STATE TO
STATE.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many
variables and requirements associated with any particular application, Real Time Automation, Inc. cannot assume
responsibility or liability for actual use based on the examples and diagrams. Except as specifically set forth above,
Real Time Automation and its distributors and dealers will in no event be liable for any damages whatsoever, either
direct or indirect, including but not limited to loss of business profits, income, or use of data. Some states do not allow
exclusion or limitation of incidental or consequential damages; therefore, the limitations set forth in this agreement
may not apply to you.

No patent liability is assumed by Real Time Automation with respect to use of information, circuits, equipment, or
software described in this manual.

Government End-Users

If this software is acquired by or on behalf of a unit or agency of the United States Government, this provision applies:

The software (a) was developed at private expense, is existing computer software, and was not developed with

government funds; (b) is a trade secret of Real Time Automation, Inc. for all purposes of the Freedom of Information

Act; (c) is fArestricted computer softwareo submitted with re
through (d) of the Commerciali Comput er -Reasfttrwane d Ri g ht-$9&@nddtd sacaessers;&jin 52 . 227

all respects is proprietary data belonging solely to Real Time Automation, Inc.; (e) is unpublished and all rights are

reserved under copyright laws of the United States. For units of the Department of Defense (DoD), this software is

licensed only with ARestricted Rightso: as that term is defi
Regulation 52.227-7013 (c) (1) (ii), rights in Technical Data and Computer Software and its successors, and: Use,

duplication, or disclosures is subject to restrictions as set forth in subdivision (c) (1) (ii) of the Rights in Technical Data

and Computer Software clause at 52.227-7013. If this software was acquired under GSA schedule, the U.S.

Government has agreed to refrain from changing or removing any insignia or lettering from the Software or

documentation that is provided or from producing copies of the manual or media. Real Time Automation, Inc.

© 2021 Real Time Automation, Inc. All rights reserved.
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Revision History

Version Date Notes

8.6.0 2/28/20
Bug Fixes
1. Omron Plc Communication fixes for EtherNet/IP
2. Profinet GSDML Substitute values fix

8.7.4 9/1/20 Features Added:

1. BMS, BM, DFM, DS, DMGP, USB, PBS have been ported to the latest base softwar
2. TCP,BMS,BM now Available on N2E and N2EW hardware Platform

3. New ASCII Mode Available on TCP/A/USB/WI protocols

4. User Guides updated with more examples

Bug Fixes:
1. Improved Data Mapping and String Mapping performance

2. Improved functionality/performance on EC,ETC,ES,MC,MS,BS,BC, A, WI,PS proto

8.7.22 4/6/21 Features Added:

1. Support for RSLogix Versions 32 + with unsigned data type support
2. ETC now support Long integer files (L files) for MicroLogix PLCS that support them
3. SC now supports data block (DB) access

8.8.10 10/11/21 Features Added:

1. Added MQTT Protocol
2. Supports 2 MQTT Brokers with 1 AWS

Real Time Autont#n, Inc. 6 1-800-249-1612
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Overview

The460ETCQNNAlgatewayconnects up to five AllefBradley PLCs with up to three MQTT brokers or
an AWS loT core servic8y following this guide, you will be able to configure4BOETCQNNAL
gateway.

For further customization and advanced use, please reference the appendices located on the CD or
online at:http://www.rtautomation.com/product/460-gatewaysupport/.

If at any time you need further assistance, do not hesitate to call Real Time Automation support.
Support Hours are Monddyriday 8arrbpm CST

Toll free:1-800-249-1612
Email:support@rtautomation.com

Real Time Autont&n, Inc. 7 1-800-249-1612
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REAL TIME AUTOMATION

Hardware Platforms

The 460 Product Line supports a number of different hardware platforms. There are differences in how
they are poweredyhat serial settings are supported, and some diagnostic features supported (such as
LEDs). For these sections, be sure to identify the hardware platform you are using.

To find which hardware platform you are using:

1) Look on the front or back label of thenitifor the part number.
2) On the webpage inside the gateway, navigate to the dropdown menu uDtlesr and select
Utilities. Click theListing of Revisionbutton. The full part number is displayed here.

Once you have the full part number, the platformfwil 6 S G KS ydzYo-BAENX T2t 26Ay 3T (K

460 P‘i P2 -NX¢XX

Product Platform

Real Time Autont&n, Inc. 8 1-800-249-1612
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Hardware i NNA1

DIN Rail Mount _

3.88

2.57
Note: All dimensions
are in Inches
SISISISISINISES
‘ L . o -
1.06 &
*| %o [ ]|oooogion

Powering the Gateway
1) Connect d2-24 VDC power source to the gateway, Red Wire = (+) Black Wjre = (

a) The unitdraws 175mA @ 12 V.

Real Time Autont#n, Inc. 9 1-800-249-1612
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Mounting with a DIN Rail

Installing
Follow these steps to install your interface converter.
1) Mount your DIN Rail.

2) Hook the bottom mounting flange under the DIN Rail.
3) While pressing thd60ETCQINNAlagainst the railpress up to engage the spring loaded lower clip and
rotate the unit parallel to the DIN Rail.

4) Release upward pressure.

—

DIN Rail
“~

Spring Loaded Lower Clig

Removing
Follow these steps to remove your interface converter.
1) Press up on unit to engage the spring loaded lower clip.

2) Swing top of the unit away from DIN Rail.

Real Time Autont#n, Inc. 10 1-800-249-1612



REAL TIME AUTOMATION

1

i,
4)

Accessing the Main Page

The following steps will help you access the browser based configuratibe ghteway. By default,

DHCP is enabled. If the gateway fails to obtain an IP address over DHCP it will Auto IP with 169.254.X.Y.
For more information on your Operating system network setting refer to the Access Browser
Configuration Doc on the CD or dawad from our support web site.

Insert the provided CIROM into a computer also on the network.

(MR RTA IPSetup V24 =50
NDK Settings Select a Unit
P 0.0.0.0 2] 450 00y [00-03-F4-08-D2-6C] AutolP at 169.254.42
Network Maskl 0 o .0 0
Gateway| 0 . 0 . 0 . O M
DNS | 0 . 0 . 0 .0

< 1) »

IEEE
Launch ‘Webpage I Advanced... | Close

Run the IPSetup.exe program from the-BOM.

CAYR dzy Al dzy RSNJ a{ St SOG | ! yAié o

/| KFyaS DFiSsglreQa Lt FRRNBaa G2 YFIOK GKIG 2F &2 dzN
,2dz gAff 1y26 51/t KFra FFEAESR AF GKS I GSseleQqQa Lt
LT &4dz00S&a&afdzZ = AlG oAttt alé 51/tQR i SEY MpHDOMCYy d

If you do not see the gateway in this tool, then your PC is most likely set up as a static IP.

/ KIy3aS &avankbetting®ta be DHCP. If DHCP fails, then it will change to be on the 169.254.x.y
network.

Relaunch the IP Setup tool to see if gateway can be discovered now.

ClickLaunch WebpageThe Main page should appear.

Default setting is set to DHCP. IHTZP fails, default IP Address is 169.254.x.y

Real Time Autont&n, Inc. 11 1-800-249-1612
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Error: Main Page Does Not Launch
If the Main Page does not launch, please verify the following:
1) Check that the PC is set for a valid IP Address
a. Opena M&DOS Command Prompt
b. ¢&8LJS GALIO2yFTAIE YR LINBaa SyidSNJ
c. b2GS GKS t/Qa Lt ! RRNBaasx {dowySi:z

2) ¢KS AL GSére Ydzald 6S 2y GKS &1FYS bSig2N]l k{doySi
Once you have both devices on the same network, you should be able to ping the gateway using a MS

DOS Comand Prompt.

IyYyR 5STI dzf G

BEX Administrator CA\Windows\system32icmd.exe

C:w>ping 192.168.8.106

Pinging 192.168.8.188 with 32 bytes of data:
192 168 .8.188: hytes=32 time<imsz TTL=60
192 168.8.1808: bytes=32 time<imsz TTL=68
192 168 .8.188: hytes=32 time<imsz TTL=60
Reply from 192.168.8.180: bytes=32 time<imsz TTL=68

Ping statistics for 192.168.0.100:

Packets: Sent = 4. Received = 4, Lozt = 8 (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bm=z, MHaximum = Bms,. Average = Bms

=)

-

The Screenshot above shows a gateway that is currently set to a static IP Address of 192.168.0.100.
If you are able to successfuping your gateway, open a browser and try to view the main page of the

gateway by entering the IP Address of the gateway as the URL.

R
= C' [ 192.168.0.100

Real Time Autont&n, Inc. 12

1-800-249-1612
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REAL TIME AUTOMATION

o =a

Committing Changes to the Settings

All changes made to the settings of the gatewagonfiguration Mode will not take effect until the

IrGSele A& NBadGlkNIGSR OAlF (GKS ¢SoLI ISP / KIFy3aASa

prior to a reboot.

NOTEThe gateway does not need to be restarted after every change. Multiple changdse made
before a restart, but they will not be committed until the gateway is restarted.

When all desired changes have been made, presfR#wart Nowbutton.

The webpage will redirect to our rebooting page shown below:

Real Time Automation, Inc.

www.rtaautomation.com

RTA

MODE: CONFIGURING

CTTTTTTT .

The reboot can take up to 20 seconds.
If the IP address has not been modified, the gateway will automatically redirect to the main page.

If the IP address was modified, a message will appear at the top of the page to instruct the user to
manuallyopen a new webpage at that new IP.

Real Time Autont&n, Inc. 13 1-800-249-1612
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Main Page

The main page is where important information about your gateway and its connections are displayed.
Mode
Running Mode:
- Protocol communications are enabled
- Configuration cannot be changed during Running Mode. If changes are needed, clicflgpiration
Mode button shown in thegreen boxbelow
Configuring Mode:
- Protocol communication is stopped and no data is transmitted
- Configuration is allowed
Navigatio (green box below):
You can easily switch between modes and navigate between pages (Configuration, Diagnostics, and
Other pages) using the buttons on the left hand side.

}RTA www.rtaautomation.com
MODE: RUNNING

Real Time Automation, Inc. 460 V

Configuration Mode | Main Page

| Main Page |

Device Description: |Application Description

CONFIGURATION

| Network Configuration |
| Allen-Bradley PLC |
| Modbus TCP/IP Client |
| Display Data |

Save Parameters

Network Status

Link Status MAC Address IP Address
Ethernet Port 100Mbps, Full Duplex 00:03:F4:0A:43:CC 10.1.28.95

DIAGNOSTICS
-Select- v

Allen-Bradley PLC Status
Device Status:  Fatal Error: No Configuration
Last Read Error Code:
Last Write Error Code:
LED Status: Connection Status: No Devices Configured / Enabled

Modbus TCP/IP Client Status
Device Status:  Fatal Error: No Configuration
Last Error Code:
LED Status: Connection Status: No Devices Configured / Enabled

Data Mapping Status
#Enabled: 0of0
#of Errors: 0
First Error:

Real Time Autont#n, Inc. 14 1-800-249-1612
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Device Configuration

The device configuratioarea is where you assign the device description parameter. Changes can only
be made when the gateway is in Configuration Mode.

Main Page

Device Description: |Application Description

Save Parameters

Once you are done configuring the Description, click3hee Parameterbutton.

Real Time Autont&n, Inc. 15 1-800-249-1612



REAL TIME AUTOMATION

Network Configuration

The network configuration area is where you assign the IP address and other network parameters.
Changes can only be made when the gateway is in Configuration Mode.

Once you are done configuring the Network Settings, cliclStnee Parameterbutton.

If you are changing the IP Address of the gateway, the change will not take effect until the unit has been
rebooted. After reboot, you must enter the new IP Address into the URL.

Network Configuration

Ethernet Configuration
Ethernet MAC Address:
Ethernet Link:

IP Setting:

IP Address:
Subnet:

Default Gateway:
DNS Gateway:

00:03:F4:0B:C3:02
Auto-Negotiate
Static IP ¥
10.1.16.40
25525500

0.0.0.0

onn
0.0.0.0

Help

It is recommended to leave the DNS Gatay set to 0.0.0.0 and the Ethernet Link as
Auto-Negotiate. If configuring the gateway to userRail, the DNS Gateway must be

set.

Real Time Autont&n, Inc.
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Allen-Bradley PLC Configuration

Click theAllen-Bradley PL®utton to access theonfiguration page.

1) Select whiciNetwork Interfaceto use for this AllerBradley PLC connection. If using single port
hardware, the Network Interface will default to Ethernet port only.

1) Delay Between Message&nter the length of time to delay between kkand write scan line
requests (ms).

2) Response TimeoutEnter the amount of time the gateway should wait before a timeout is
issued for a read/write request (ms).

3) Delay Between Connect Attempt&nter the amount of time the gateway should wait between
attempts to connect to the PLC.

4) Dependency Protocollf enabled, the AlleiBradley PLC communication will stop if
communication to the selected protocol is lost.

Allen-Bradley PLC Configuration Help
Network Interface:| Ethernet 1 (192.168.47.206) ¥
Delay Between Messages:|10 0-60000 ms
Response Timeout: 500 100-60000 ms
Delay Between Connect Attempts:|1000 1000-60000 ms
Dependency Protocol:| None v

Save Parameters

Real Time Autont&n, Inc. 17 1-800-249-1612
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External PLC Configuration

The bottom area of the AlleBradey PLC Configuration page lets you configure up to five PLCs.
There are three ways to configure this protocol:

1) Auto-Configure Group by Device (Default)

2) Auto-Configure Group by Data Type

3) Manual Mode

NOTEYou may go back and forth between modes, but wherrting from Manual Mode to either of
the two Auto-Configure Modes, all changes made in Manual Mode will be discarded.

Allen-Bradley PLC Device List
[-Select- v| | Delete PLC |

[t >
1-2

1) To add additional PLCs, click t#select dropdown under AllerBradley PLC Device List and select

Add Generic PL@ption.

a) Toremove a device, navigate to the server to delete using#tend>>buttons and click the
Delete PL®utton.

b) To create a new PLC with the same parameters already coafigrom another PLC, click the
Select dropdown and select th&dd from PLX option (where X represents the PLC you wish
to copy parameters from). Once created, you can make any additional changes needed to that
new PLC.

NOTE Auto-Configure Modes ca®NLY be used in PLC 1.

2) To edit scan lines, you will need to go into Manual Configure Mode.
Allen-Bradley PLC Device List
-Select- +| | Delete PLC |

1-1

[Manual Configure ~|
Auto-Configure Group by Device
Aute-Configure Group by Data Type
Manual Configure

Enable | Allen-Bradley PLC 1
Device Label IP Address [10.1.16200 |
Controller Slot[o | 0-49 PLC Type [CompactLogix + | Update Type |
Comms Mode | Connected (Class 3 Explicit) ~
Optimized Trigger Tag/File Name (16-Bit Int) ’7

# of Read Scan Lines |1 | 0-150 | # of Write Scan Lines| 1 0-150

| Generate Scan Lines |

Real Time Autont&n, Inc. 18 1-800-249-1612
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External PLC Configuration: Auto-Configure

While in either of the two AuteConfigure modes, the number of scan lines and the actual scan lines
themselves cannot be edited. Aut@onfigure Mode looks at the other protdcand then configures the
scan lines within the PLC to match. The PLC Tag/File Names and Data Types will be defined after the
other protocol is configured.

If the PLC is a CompactLogix, ControlLogix or FlexLogix, the data will be configured accdrding to t
following rules:

1) Any 8 Bit Signed/Unsigned data will be mappe&ias

2) Any 16 Bit Signed/Unsigned data will be mappethas

3) Any 32 Bit Signed/Unsigned data will be mappe®ias.

4) Any 32 Bit Float and 64 Bit Float data will be mappeid e

5) Any Cds or 1 Bit Binary Packs will be mappedasl (1 Bij.

6) Any Coils or 8/16/32 Bit Binary Packs will be mappdgita&rray (32 bit)

7) Any String Data Types will be mappe®saing

If the PLC is a MicroLogix, SLC or PLC5E, the data will be configurdsh@dodhe following rules:

1) Any 8 Bit Signed/Unsigned and 16 Bit Signed/Unsigned data will be mapjréd as
2) Any 32 Bit Signed/Unsigned, 32 Bit Float, and 64 Bit Float data will be mapiRedlas
3) Any Coils or 1/8/16/32 Bit Binary Packs will be mappeBibarray (16 bit)

4) Any String Data Types will be mappedsaing

Regardless of PLC type, the following is also true:

1) The read or write direction depends on whether it is configured as a read or write on the other
protocol.

2) If the other protocol exceeds the number of Sint, Int, Dint, Real, Bool, Bit Array, or String data types
the AllenBradley PLC supports (see limits on webpage), then nothing will be mapped. You will see
the number of scan lines remain at O and the main padledigplay the following error:

ERROR XX 460 Re-initialization (Auto-Config Failed -9)

a) To fix this error, simply decrease the amount of data you configured on the other protocol so
that the max number of Tag/File Name is not exceeded or call customer support to intirease
limits.

Real Time Autont&n, Inc. 19 1-800-249-1612
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Auto-Configure Group by Device vs. Auto-Configure Group by Data

Type
There are two different methods for AuGonfigure: Group by Device or Group by Data Type.

There are a couple of rules to keep in mind when using Qaofigure Mode:

1) If the other protocol inside the gateway is a server, slave, or adapter protocol, then there are no
differences between the Aut@onfigure modes.

Group by Device (Default Method)

Group by Device goes through the other protocol on the gateway and@artfigures the data groups

ontheAllen. NI Rf S& t[/ F2NJIff GKS RIFGF LRAy(Ga 2y (KS 2
the first device, it will auteconfigure all the points for the second device (if one is configured), and so

on.

The data inhis method is not optimizedhere coujd potentially be a lot of wasted/unused data space,
odzi AdG 6Aff 06S 2NHFYAI SR Y2NB f23A0Fftfe& FNRY G(GKS

Group by Data Type

Group by Data Type goes through the other protocol on the gatemdyauteconfigures the data
groups on the AlleiBradley PLC for all the data points within the other protocol.

Another way to view this option is to say that the data points allocated are packed together so there is
very little wasted data space. Thetdas packed or optimized.

Example Protocol A is a master/client protocol that has 2 devices with the same setup:

Device_1 has 1 integer scan line, 1 float scan line, 1 integer scagdatefor 1 point of data
Device_2 has 1 integer scan line, 1 flezdn line, 1 integer scan lineach for 1 point of data

Protocol B is a server/slave/adapter protocol that can be mapped as follows:

Group by Device Protocol B will have 4 scan lines that will Idik the following: Scan Line 1 and 2 will
represent Device_1 and Scan Line 3 and 4 will represent Device_ 2.

Scan Line 1 => Type Integer, length of 2
Scan Line 2 => Type Float, length of 1
Scan Line 3 => Type Integer, length of 2
Scan Line 4 => Type Fldahgth of 1

Group by Data TypeProtocol B will have 2 scan lines that will look like the following: Like data types
from Device_1 and Device_2 will be combined.

Scan Line 1 => Type Integer, length of 4
Scan Line 2 => Type Float, length of 2
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External PLC Configuration: Manual Configure Mode

1) To transition from either of the two Aut@onfigure modes to Manual Configure Mode, click the
dropdown in the middle of the AlleBradley Configuration page and select Manual Configure.
a) When prompted, clickOKto confirm mode change d€ancelo remain in AuteConfigure Mode.

-—--
Message from webpage et S

| | Cancel

3) To keep the scan lines that are already configured, podss

a) You would want this option if you are adding additional scan lines or you want to modify the
scan line(s) that already exist.

4) To delete the scan lines thateanlready there and start over, pre€ancel
5) To add additional PLCs, click t#select dropdown under AllerBradley PLC Device List and select

Add Generic PL@ption.

Allen-Bradley PLC Device List
[-Select- v| | Delete PLC |

[+ ]
1-2

a) Toremove a device, navigate to the server to delete using#tend>>buttons and click the
Delete PL®utton.
b) To create a new PLC with the same parameters already configured from another PLC, €lick the
Select dropdown and select thé&dd from PLX option (where X represents the PLC you wish
to copy parameters from). Once created, you can make any additional changes needed to that
new PLC.
6) TheEnablecheck box should be selected for the device.
7) Enter aDevice Labkto identify the device within the gateway.
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8) Enter thelP Addres®f the PLC, th€ontroller Slot(Integrated Ethernet, use Slot 0), and select the

PLC TypeThe Controller Slot is the slot where the controller is located, not the Ethernet card being

used. These three parameters must match the PLC you are communicating to.

NOTE: ControlLogix Rev 32 is ONLY supported with CompactLogix 5380 and above and

ControlLogix 5580 and above
9) Select theComms ModeUnconnected (UCMMinessaging relies on shared resces to transfer

data to the PLC. This could result in message timeouts if there are a lot of devices fighting for these

AKI NBR 0dzZFFSNARA® LT &2dz R2y Qi gtyid GKS we¢! Il GSal

PLC but only maintain a connection whbare is data needed to be transferred, then Unconnected

(UCMM) will work best if you are only writing to the PC@nnected Class 3 Explicithessaging

relies on reserved resources to transfer data to/from the RL&hnected (Class 3 Explicit)

messagings recommended if you are reading and writing and always want to keep that connection

open to the PLC.
10) Enter anOptimized Trigger Tag/File Name enable the triggering optimization that is available.

The Optimized Trigger forces the 460ETC gatewayaih @GNLY the Optimized Trigger Tag until a

valug hgs a chang(? of stat%leaserefererlcah? Optirrlized Trigger GuAide the sectiovn below. o
ID9YUSNI UKS 41 2F wSIR {OFly [AySaé¢ FyR al 2F 2 NRAUS
12) ClickGenerate Scan Lindgs have the read and writecan lines auto generated for you. If you need

to manually configure the read and write scan lines you can do so after they have been generated.

| GEnable | Allen-Bradley PLC 1 |
| Device Label [ETCO1 H IP Address | |
Controller SlDtD 0-49 ” PLC Type | CompactLogix | Update Type |

# of Read Scan Lines [0 0-150 | # of Write Scan Lines [0 0-150

| Generate Scan Lines |

|
|
| |
| Comms Mode | Connected (Class 3 Explicit) v | ‘
| Optimized Trigger Tag/File Name (16-Bit Int) | | |
| |
| |
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Configuring Read and Write Scan Lines
Follow these steps to manually digqure Read and Write Scan Lines.

1) Click theView Read Scan Lines View Write Scan Linelsutton.

| View Read Scan Lines |
Write Scan Lines (460 to Allen-Bradley PLC)
[ # of Points
:ﬁﬂ Line # Tag/File Name Data Type *See Ranges
Below
= (R | [[[otceBimy ][ [ | ]
| - |
| View Write Scan Lines |
Read Scan Lines (Allen-Bradley PLC to 460 )
] # of Points
:ﬂﬁﬂ Line # Tag/File Name Data Type *See Ranges
Below
O 1 | || [Int(16Bitint)  ~ [1
1-1

2) Enter theTag/File Namehat is set up within the PLC. If you are trying to access a tag that is defined
in the Program Scope, please see &azess Program Scope Eagtion below.
NOTEIf you areONLYusing Write Scan Lines, then the RTA gateway will not connect to the PLC
dzy GAf 6S NBOSAGS Gt AR RIGl TUiRovinedeknissaghgadOS © L (¢
when the RTA gateway sends data to the PLC, we only send ianda@ose the connection until a
Change of State. Leaving it at Connected messaging, once we receive data, the RTA gateway will
constantly be writing to the PLC to maintain that connection.
a) If you wish to start from a point other than the base, add [#he end of the Tag/File Name to

specify which point is the starting point.

) Example:! GF 3 OFftSR awSIFIR¢F3IE KFA RAYSyaazy 27
FaG LRAYG n 2F GKFG FNNXeod ¢KSNBEF2NBZTaawSlkReCI
A0FNI FNRBY || RAFTFSNBY(G LRAYGZ &ddzOK | & F NN @&
bFrYS Ay (GKS 3IriSglreqQa a0y tAySd ¢KAA YSIya
array index 27.

ii) 1f you wish to access a specific bit from any dapefyoumustdzda S G KS al LIJAY 3 t |
Bit math function.You maynot use ReadTag/0.0 to access bits.
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3) Select theData Typeof the Tag/File.

4) Enter the# of Pointsyou want to move from the PLC Tag/File to the gateway. SeS8c¢ha Line
Data Limitsection at the bottom of the page for the given max values.
a) If using a CompactLogix or ControlLogix, below are the scan line data limits.

Scan Line Data Limit
| Data Type || Length Range |
| Bool [ 1 |
| Bit Array [ 100 |
| Sint [ 400 |
| Int [ 200 |
| Dint [ 100 |
| Real [ 100 |
| String || 1 |

b) If using a ControlLogix Rev 32 (CompactLogix 5380 or ControlLogix 5580), below are the scan line

limits.
Scan Line Data Limit
Data Type Length Range

Bool 1
Bit Array 100
Sint 400
Usint 400
Int 200
Uint 200
Dint 100
UDint 100
Real 100

String 1

¢) If using Micrologix PLC, below are the scan line limits.

Scan Line Data Limit
| Data Type || Length Range |
| Bit Array [ 100 |
| Int [ 100 |
| Real [ 50 |
| String || 1 |
| Long | 50 |
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d) If usinga SLC 5/05 or PLC5E, below are the scan line limits.

Scan Line Data Limit

| Data Type || Length Range |
| Bit Array | 100 |
| Int | 100 |
| Real | 50 |
| String || 1 |

5) Click theSave Parameterbutton.

6) Repeat for the other direction if needed.
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Access Program Scope Tags

There are two different types of tags in the PLC: Contr8ltepe tags and Program Scope tags. With
Controller Scope tags, these tag names can be entered into the gateway without any additional syntax. If
you are using a tag that is defined within Program Scope, then the tag name inside of the RTA gateway
needs adiitional syntax for it to successfully communicate.

~

9EF YL SY a! y2GKSNX 3¢ Aa ONBFIGSR Ay GKS t NRPINIY {

4 Caontroller RTA_Testing

< Controller Tags Name z3|a Usage Value *
Controller Fault Handler b AnotherTag Local i
Powver-Up Handler

4 Taszks
4 2% MainTask

4 L MainProgram
<2 Parameters and Local Tags
A MainRoutine
4 L AnatherPrograrm
<7 Parameters and Local Tags
4 Motion Groups
Ungrouped fxes

To access this Program Scope tag within the RTA 460, you must use the followirg synta

¢F3 blYS ' Gt whDw! aYt NPEINI YblYSd¢l IblYSeE gKSNBE t N
Actual Tag Name, Data type will vary.

] # of Points

’jﬂ Line # Tag/File Name Data Type *See Ranges
Below

IE | 1 | [PROGRAM Anotherprogram Anothertag | || [Dint (32Bitint) _ v| | [t | |

| 11 |
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Optimized Trigger Guide

The Optimized Trigger forces the 460ETC gateway to read ONLY the Optimized Trigger Tag until the

trigger value has a change of state. Once there is a change of state then it wikbi&KC Read Scan

[AySa aLY@ItARES (KSyReadSdah LinSstuil ozd Satais valils Drive afl 2 NJ | £ f
Read Scan Lines have been read and marked valid, it will set the ETC Ha#idslh&esalue of ETC

Optimized Trigger. You will be able to utilize the ETC Hand#ttak@ap over to any of the Techragy

Triggers and/or as a Handshake Reference.

Note: #represents the AlleiBradley PL& on the AllenBradley configuration page of the gateway, if
you only have 1 PLC configured y#us 1

If you have a timeout and we are not able to read a particuad=Scan Line, then you will stay in a
loop of trying to make sure all data is valid before setting the Handshake value equal to Trigger value.

How does this work?

1) Read ETC Optimized Trigger tag until Change of State.

a. Value 0 = Enabled but Not valid value

b. Value 65535 = Disabled
2) Map the ETC Optimized Trigger (Source) over to ETC Trigger # (Dest).
3) LT 9¢/ ¢NRAIISNI I @I tdzS OKFIy3asSa adldaSaz YFENY] Fff
4) Read all ETC Read Scan Lines until ALL seartdata is valid.
5) ETC Handshake # value is set equal to ETC Trigger O value.
6) Map ETC Handshake # to protocol 2 Technology Trigger (A/USB/TCP/WI) and/or reference data

point.

How do you set this up?

There are 2 options below to synchronize all data weending data over to protocol 2.
Option1{ SYRa RIGl S@GSNE GNAIISNI y2 Yl

28Qfttf 68 dzaAy3a Iy ncn9¢/! F2N) GKA&A SEFYLX ST (KAA
Technology Trigger (A/USB/TCP/WI) for ASCII (A).

1) Configureall your Read Scan Lines your looking to send over to your ASCII device.
2) Within the ETC configuration, setup a PLC tag that you can identify as your Optimization Trigger.
*Optimized Trigger tag can be unigue to your PLC program*

Optimized Trigger Tag/File Name (16-Bit Int) |[RTA_Opt_Trigger |
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3) Inthe Data Mapping page, manually add 2 additional mappings identical to the example below.

| @ Enable | Mapping 1 |

| Source | [l Enable Manipulation || Destination |
Group: |[ETCO1 RTA_Opt_Trigger (Int1v | Group: [ ETC Trigger 0 (Uint16) v|
Start: | RTA_Dpt_Trigger Vl . . . . Start: |T|'igge|' 1 v|
End: |[RTA_Opt_Trigger v End: Trigger 1

| & Enable | Mapping 2 |

| Source || [ Enable Manipulation || Destination |
Group: [ETC Handshake 0 (Uint16) | Group: [ASCIID1 TransTrigger (Uint16 v |
Start: [Handshake 1 v] e © o © Start; [ TransTrigger v
End: [Handshake 1 ~| End: TransTrigger

4) Update all your Read Scan Line PLC tags with data.
5) Nothing should have updated in your ASCII device.
6) Updatethe RTA_Opt_Trigger PLC tag to 1.

b RTA_Opt_Trigger 1

7) Now your ASCII device will be updated with the data.
8) Increment the RTA_Opt_Trigger PLC tag
9) Your ASCII device will get update agesgardless if data is new or not.

If your product is a Web Interface e.g. 460ETCWI acting only as a Client:

1) On the WI configuration page change the Update Method to be Triggered.
H Update Method

2) In the Data Mapping page, manuallgda2 additional mappings identical to the example below.

Enable Mapping 1

Source | Enable Manipulation Destination
Group: [ETCO1 RTA_Opt_Trigger {Int” | Group: [ETC Trigger 0 (Uint16) w |
Start: [RTA_Opi_Trigger | o o o 0 Start: [Trigger 1 v
End: [RTA_Opi_Trigger | End: Trigger 1
Enable Mapping 2
Source [_] Enable Manipulation Destination
Group: |ETC Handshake 0 (Uint1&) V| Group: |WI Upload Trigger (Lint1a) v|
Start: [Handshake 1 | e 0 o o Start: | ™
End: [Handshake 1 | End:
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Option 2.Sends data ONLY on Change of State

280ft 06S dzaAy3a |y ncnUdizethe ETE Qptithikatiod Tri§dedahdldie S ( KA &
Scan Line for a handshake so that the PLC knows the triggering functionality is working.

*If using the WI (Web Interface 460ETCWI) then use the WI Upload Trigger in your destination mapping*

1) Configure all gur Read Scan Lines your looking to send over to your ASCII device.
2) Configure a Write Scan line that updates the PLC with the Handshake from the RTAgateway.
*Handshake tag can be unique to your PLC program*

Write Scan Lines (460ETCA to Allen-Bradley PLC)

] # of Points
’:ﬁrﬁﬂ Line # Tag/File Name Data Type *See Ranges
Below

[O | 1 || [R1A460_0PT_Handshake | || Ot siting— v] || [ |
| << |11 =5 ‘

3) Within the ETC configuration, setup a PLC tag that you can identify as your Optimization Trigger.
*Optimized Trigger tag can be unique to your PLC program*

Optimized Trigger Tag/File Name (16-Bit Int)| RTA_Opt_Trigger |

4) In the Data Mapping page, manually add 2 additional mappings idertitiaétexample below.

| & Enable | Mapping 1 |
| Source || [_| Enable Manipulation || Destination |
Group: [ETCO1 RTA_Opt_Trigger (Int1 v | Group: [ETC Trigger 0 (Uint16) v]
Start: [RTA_Opt_Trigger V|| @ e 9 © o Start [Trigger 1 v
End: |[RTA_Opt_Trigger v | End: Trigger 1
| @ Enable || Mapping 2 |
| Source || [_| Enable Manipulation || Destination |
Group: |ETC Handshake 0 (Uint16) v Group: [ETCO1 RTA460_OPT_Hands! v |
Start: [Handshake 1 v | e © 9 o © Start: [RTA460_OPT_Handshake v |
End: [Handshake 1 v | End: RTA460_OPT_Handshake

5) Update all your Read Scan Line PLC tags with data.
6) Nothing should have updated in your ASCII device.
7) Update the RTA_Opt_Trigger PLC tag to 1.

B RTA_Opt_Trigger 1

8) Now your ASCII device will be updated with the data.
9) Increment the RTA_Opt_Trigger PLC tag
10) The ASCII device should NOT be updated because the data is not new.
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11) Update your Read Scan Line tag with new data.
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12) Increment the RTA_Opt_Trigger PLC tag again
13) Nowyour ASCII device will be updated with the new data.
14) In a working application the Handshake tag in your PLC should match the Optimization Trigger tag.

B RTA_Opt_Trigger ]

b RTA460_OPT Handshake 3
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MQTT Client Configuration

You can configure up tbiree MQTT connections.

1. Configure up to three MQTT broker devices.
2. Configure up to one Amazon Web Services (AWS) loT Core connection.
3. Configure up to one Microsoft Azure connection.

NOTE: A single AWS OR Azure connection is supported and-esstasith up to two additional MQTT
broker devices.

Click theMQTTbutton to continue configuration.

| Main Page |

CONFIGURATION
| Network Configuration

L

|
1
| MQTT Client
[ Data Mapping
|
|

Display Data
Display String

MQTT Devices Configuration

You can configure up tiniee MQTT devices.

MQTT Client Connection List

| -Select- | | Delete Connection |

1]

1-1

1) To add an MQTT device, or additional MQTT devices, cliclséhect dropdown menu under MQTT
Client Connection List and seleadd Generic MQTT Connecti@ption.

MQTT Client Connection List

| -Select- v | | Delete Connection |
-Select- 1
Add Generic MQTT Connection %

a) Toremove a device, navigate to the MQTT device and clidRéhlete Connectiorbutton.

b) To create a new MQTT device with the same parameters already configuredfiatirer MQTT
device, click theSelect dropdown menu and select th&édd from MQTTX option (where X
represents the MQTT device you wish to copy parameters from).

¢) Once created, you can make any additional changes needed to that new MQTT device.

2) TheEnabk check box should be selected for the device to enable communications.
3) Enter in aDevice Labelo identify the device in the gateways.
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4) Select whiciNetwork Interfaceto use for MQTT device connection. Option only available on the
N2E hardware platform.

5) Enter the uniqgue MQTBroker IP addressif this value does not match, the gateway will timeout.

6) EnterTCPPorF 2NJ 1 KS aveée ONR]ISNI G2 2Ly || 02yySOilAzy
gateway will not open a connection.

7) Keep AliveEnter in the arount of time that the gateway should attempt to ping the broker to keep
the MQTT connection alive, 0 disables this feature.

8) Enter aClient IDwhich is concatenated onto the Published messages (RTA Publish Topic) to the
broker ExXL ¥ &2 dzNJ /f AB¥ 4 WBRAAY GWZFT &2dzNJ 2LAOa
will publish the message as RTA GW/RM101/Lights.

9) Username and PassworéEnter if authentication to the MQTT broker is necessary.
| Enable H MQTT1 ” ‘
| Device Label [QT03 | Network Interface  Ethemet Port 1(10.1.16.22) __ v| |
| Broker IP Address 0.0.0.0 | | TCP Port[1883 1-65535 (Default: 1883) |
| KeepAlive[s0 0-200 sec (0 to Disable) | Client ID | | |
| Username | | H Password | | ‘

Configuring Subscribe and Publish Topics

10)9 y i SMOf Sulfscribe Topiés | Y R ef PuklistiTopids ®
a) NOTE: Only 1000 subscribe and a 1000 publish topics are shared between the 3 connections

11) ClickGenerate Topickutton to have the lines generated fgou. The Topic Name has a character
limit of 64 characters and can support root level Topic NafBgd.ine #1: RM101/Light, Line #2:
waMAHK[AIKGZ [AYS loY wamnok[ AIKGXD

12) Subscribe Topic€Enter in the number of topics to subscribe from the broker. Onceadpées are
subscribed to, the MQTT broker will publish the messages to the gateway.

13) Publish TopicsEnter the number of topics to publish to the broker from the mating protocol.

14) Select thePoint Typeof the topic

15) ClickSave Parameterbutton when com;hete

|: # of Subscribe Topics[3 | 0-1000 % of Publish Topics 0-1000
| Generate Top Topics |

Publish Topics (460ETCQT to MQTT)

| View Subscribe Topics |

| Line # | Enable | Topic Name | PointType |

I | [ [INT @&-bit 2
2 | Il [INT (8-bit) v|
3 | Il [INT (8-bit) v

| 13 |
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Amazon Web Services (AWS) Configuration
You can only configure one AWS IoT Core connection with your RTA product.

1) To add an AWS connection, click t&elect dropdown menu under MQTT Client Connection List

and selectAdd Generic AWS Connectiaption.
a. Toremove a device, navigate to the AWS device to delete and cli€keirée Connection
button.
MQTT Client Connection List
| -Select- | | Delete Connection |
1-1
MGQTT Client Connection List
[-Select- hd
-Select-
Add Generic MQTT Connection D
Add Generic ANS Connecion g4

2) TheEnablecheck box should be selected for the device.

3) Enter in aevice Bbelto identify the device within the gateways mapping.

4) Select whiciNetwork Interfaceto use for AWS IoT Core connection. Option only available on the
N2E hardware.

5) Device Shadow UREnter in the URL patfor the AWS MQTT broker.

a. AWS loT console will provide you a device shadow URL suukpas! aabb11224e9ex
ats.iot.useast2.amazonaws.cofthings/RTA_Testing/shadow?name=RTA_Ninja

b. 2 A0KAY GKS w¢! 3IFaSglre O2y TA Adadtlusedsey 2yt & Sy
HOELYFT 2yl gad02Yé LRNIA2Y 2F (GKS ! w[X SOSNRIGK.

6) EntertheTCPPorf 2 NJ 1 KS ave¢e ONB{ISNI (2 2LISYy | 02yySOilAz2y
gateway will not open a connection.

7) Keep AliveEnter in the amount of time that the gateway should attempt to ping the broker to keep
the MQTT connection alive, 0 disables fieigture.

8) Enter aClient IDwhich is concatenating onto the Published messages (RTA Write Topic) to the
broker.Ex:If your Client ID is RTA GW and one of your topics is RM101/Lights, your RTA gateway will
publish the message as RTA GW/RM101/Lights.

|0 Enable | AWS 1 H
¢ Device Label |QT01 H Network Interface | Ethernet Port 1 (10.1.16.22) v|

| Device Shadow URL | |

‘ TCP Port |8883 1-65535 (Default: 6883)

| Keep Alive [60 0-200 sec (0 to Disable) | Client ID | |
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Additional AWS Requirements
There are three items that are required to establish an AWS loT Core connection.

1) The Device Shadow URL

2) Within AWS create a certificate for your RTA gateway. Once AWS has generated a certificate,
@2dzQf t 0SS 3IA O Sefiifidate toddalvdoadi S 1 S& | yR

3) . 20K LINRGFGS (S YR OSNIAFAOFIGS gAfft ySSR

How to FTP files into the RTA gateway
1) Save off the private key and certificate files to your desktop, keep these files in a secured
location.
2) Within your Windows Task bar, right click and open a new Windows/File Explorer folder or go
into your start menu and type File Explore.

| O .
1. \Windows 10

‘. "
" )
> e = Windows 7

3) You should now have a window that looks like the image below.

1 & » Quick access » I v O k >

Frequent folders (4

-}

# Quick access
= Deskiop
s Downloads .
Documaents W I n d OWS 1 O

« Pictures

<o e
v |4 R

v o

Favontes l “)IHHPS
< Libraries pen & oty 4
Bl Desktop

® Neemlasde

Windows ' 4 “

4) In the address bar (within the red box shown above) tyme//xxx.xxx. xxx.xxx(IP Address of
RTA gateway).
a. You will then see a pepp window, Usernamdfs Passwordrtarocks
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b. Pastethe certificate and private key into this ftp session, close out the session by exiting
out.

5) Navigate to theRTA gateway anoh the lefthand sideclick the OTHERSelect dropdown and
select Utilities.

DIAGNOSTICS

|-Se|ect- A

OTHER

-Select- ~
-Select-

Setup LED's

Export / Import Config
Export / Import Template
Utilities

Time Configuration
Email Configuration
Security Configuration
Alarm Configuration
COS Configuration

6) Once on the Utilities page click the File List button.

Revisions

| Listing of Revisions |

File List

| File List |

|dentify Device

| Start Flashing LED's |

7) Verifythat your certification and private key files appear on this page.

File Name File Size (Bytes)
ria_cfg.riax 291368
£8a739db31280821cad4a4912¢- 1679
private.pem.key
eips_460_nv_settings.eip_nv 10
e8a739db31280821cad4a4912¢c- 1220
certificate_pem.crt
Total 294277 bytes
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AWS IoT Core Service Setup

2 AGKAY @2dzNJ ' 2{ | O02deZ( (1 &KSdz02%t y&SB GASNPAOSILNSS
G¢CKAY3IE YR at2f AOASaéd
.ST2NB @&2dz Oy NBIAAGSNI @2dzNJ we! Il GSsle Fa || aiK

0S daaA3aySR (2 2dzNJ aliKAYy 3¢ RdzNIhgpErmisdoss ndeBedtod G NI (A 2
access the MQTT topics that we will use to publish and subscribe messages. Fromhthedeftenu,
aSt SO0 a{SOdNB¢3z FyR GKSY GKS adzoYSydz 2F at2f AOAS

/I ftA01 GKS odz2it2y &/ NBFGS¢E®

@_‘.ES Services ¥

AWS loT X
AWS loT Policies
Monitor ..
Policies m
Activity
» Connect Search policies
» Manage Name
» Fleet Hub

P Greengrass

¥ Secure
Certificates
Policies
CAs
Role Aliases

Authorizers
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From the policy creation page, you add the statements that will dictate what connected devices are
allowed to do. Assign a unique name to your policy and add four statements with the information

listed below. Notice that when you type in the action, tt®@fiR f I 6 Sf SR awS &2 dzZNDS |
automatically populated.
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Action Resource ARN
iot : Connect arn:aws:iot:(your region):(your account #):client/*
iot : Publish arn:aws:iot:(your region):(your account #):topic/*
iot : Receive arn:aws:iot:(your region):(your account #):topic/*
iot : Subscribe arn:aws:iot:(your region):(your account #):topicfilter/*

Click theAdd statementbutton to create the Publish, Receive and Subscribe statements. Once
completed click theCreatebutton. Please note that in a production environment, you will want tabe
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AWS loT Policies Create a policy

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn

more about loT policies go to the AWS loT Policies documentation page.
Name

RTA_Testing

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:Connect

Resource ARN

arn:aws:iot:us-east-2:7 yclient/*

Effect

B Alow Deny

Add statement
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AWS loT Core Service Things Configuration —

AWS loT X
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Activity

P Connect

¥ Manage
Overview

Things

Types

AWS loT Manage Things

Things (1) nfo | Advanced search ‘ ‘ Run aggregations m

An IoT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in arder to work with AWS IoT.
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A new window will open with a number 6fK A y 3 & a
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AWS loT Manage Things Create things

Create things

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features

Number of things to create

© Create single thing
Create a thing resource to register a deviceflProvision the certificate and policy necessary to allow the device to connect to AWS

loT.

Create many things
Create a task that creates multiple thing resc

connect to AWS loT

es to register devices and provision the resources those devices require to
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and click the Next button at the bottom.
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Specify thing properties i

Thing properties info
Thing name
Enter a unigue name containing only: letilirs

Additional configurations

P Thing type - optional
P Searchable thing attributes - optional
P Thing groups - optional

P Billing group - optional

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing

resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

lettirs, numbers, hyphens, colons, or underscares. A thing name can't contain any spaces.

You can use these configurations to add detail that can help you to organize, manage, and search your things

Certificate setup
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Core service. Autgenerate is fine, click the Next button.
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Configure device certificate - optional .

active certificate with an appropriate policy.

Device certificate

A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or
you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AW

oT's certificate authority.

Use my certificate

Use a certificate signed by your own certificate authority.
Upload CSR
Register your CA and use your own certificates on one or many devices.

Skip creating a certificate at this time
You can create a certificate for this thing and attach a policy to the certificate at a later time.
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Attach policies to certificate
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Attach policies to certificate - optional i«

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device

Policies (1/1) | c | | Create policy [2

Select up to 10 policies to attach to this certificate.

Q 1 &
Name
RTA_Testing

canceL Pre‘”’ous m

Download the certificate and the private key. Once downkxhchavigate back to this user guide section
GK2g G2 C¢t FAtSa Aydz GKS we¢! 3ALGSgree G2 t2FR 0

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to

AWS loT.

Device certificate Deactivate certificate ‘I M Download
a.pem.crt

Key files

The key files are unigue to this certificate and can't be downloaded after you leave this page.

Download them now and save them in a secure place.

A This is the only time you can download the key files for this certificate.

Public key file M Download

‘public.pem.key

Private key file | ¥ Download I

-private.pem.key
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Once you havsuccessfully downloaded the files you will be redirected to the Things p¥itfen the
Things page, click on the thing name you setup, in this example it would be RTA_Testing. From this page,
you can view if the certificate is active and create a DeSttedow URL.
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