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Trademarks

CompactLogix, ControlLogix, & PLC-5 are registered trademarks of Rockwell Automation, Inc. EtherNet/IP is a trademark of the ODVA.
MicroLogix, RSLogix 500, and SLC are trademarks of Rockwell Automation, Inc. Microsoft, Windows, and Internet Explorer are registered
trademarks of Microsoft Corporation. BACnet® is a registered trademark of American Society of Heating, Refrigerating and Air-Conditioning
Engineers (ASHRAE). All other trademarks and registered trademarks are the property of their holders.

Limited Warranty
Real Time Automation, Inc. warrants that this product is free from defects and functions properly.

EXCEPT AS SPECIFICALLY SET FORTH ABOVE, REAL TIME AUTOMATION, INC. DISCLAIMS ALL OTHER WARRANTIES, BOTH
EXPRESSED AND IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR APPLICATION. THIS LIMITED WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS. YOU MAY ALSO HAVE OTHER
RIGHTS, WHICH VARY FROM STATE TO STATE.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements
associated with any particular application, Real Time Automation, Inc. cannot assume responsibility or liability for actual use based on the
examples and diagrams. Except as specifically set forth above, Real Time Automation and its distributors and dealers will in no event be liable
for any damages whatsoever, either direct or indirect, including but not limited to loss of business profits, income, or use of data. Some states
do not allow exclusion or limitation of incidental or consequential damages; therefore, the limitations set forth in this agreement may not apply
to you.

No patent liability is assumed by Real Time Automation with respect to use of information, circuits, equipment, or software described in this
manual.

Government End-Users

If this software is acquired by or on behalf of a unit or agency of the United States Government, this provision applies: The software (a) was
developed at private expense, is existing computer software, and was not developed with government funds; (b) is a trade secret of Real Time
Aut omati on, I nc. for all purposes of the Fr eedoons ubfmiltntfeodr nmwaitti ho nr eAsc
accordance with subparagraphs (a) throuBdéstdi)ctoddtRiegICtosAimeldtdca s e M4
successors; (d) in all respects is proprietary data belonging solely to Real Time Automation, Inc.; (e) is unpublished and all rights are reserved
under copyright laws of the United States. For units of the Department of Defense (DoD), this software is licensed onlywithAi Rest r i ct ed
as that term is defined in the DoD Supplement of the Federal Acquisition Regulation 52.227-7013 (c) (1) (ii), rights in Technical Data and

Computer Software and its successors, and: Use, duplication, or disclosures is subject to restrictions as set forth in subdivision (c) (1) (ii) of the
Rights in Technical Data and Computer Software clause at 52.227-7013. If this software was acquired under GSA schedule, the U.S.

Government has agreed to refrain from changing or removing any insignia or lettering from the Software or documentation that is provided or

from producing copies of the manual or media. Real Time Automation, Inc.

© 2022 Real Time Automation, Inc. All rights reserved.
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Revision History

Version Date Notes

8.45 11/18/2019 @ Features Added
1. Released OPC UA Server (US) Protocol
2. Ability to now Import/Export Template Files with out an FTP session

Bug Fixes
3. Updated Profinet Server (PS) on N34 hardware Platform
4. Updated WiFi software

8.6.0 2/28/20
Bug Fixes
1. Omron Plc Communication fixes for EtherNet/IP
2. Profinet GSDML Substitute values fix

8.7.4 9/1/20 Features Added:

1. BMS, BM, DFM, DS, DM, TCP, USB, PBS have been ported to the latest base soft
2. TCP,BMS,BM now Available on N2E and N2EW hardware Platform

3. New ASCII Mode Available on TCP/A/USB/WI protocols

4. User Guides updated with more examples

Bug Fixes:

1. Improved Data Mapping and String Mapping performance
2. Improved functionality/performance on EC,ETC,ES,MC,MS,BS,BC, A,,WI,PS proto

87.22 4/6/21 Features Added:

1. Support for RSLogix Versions 32 + with unsigned data type support
2. ETC now support Loirgeger files (L files) for MicroLogix PLCS that support them
3. SC now supports data block (DB) access

8.7.53 4/28/21 Features Added:

5. Added support for the NNBU hardware platform
6. Improved RFIDeas scanner support
7. Updated MM and MRS to use Modbus RTU Client and Modbus RTU Server termi
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Overview

The 460MCQNZ2E gateway connects up to 32 Modbus TCP serverawith three MQTT brokers or
an AWS loT core service. By following this guide, you will be able to configure the 4608 EQT
gateway.

Number of ASCII devices is dependent on the Hardware and Product number of the 460 gateway.

Forfurther customization ad advanced use, please reference the appendices located on tioe CD
online at:http://www.rtautomation.com/product/460-gatewaysupport/.

If at any time you need furtheassistancedo not hesitate to call Real Time Automation support
Support Hours are Mondédyriday 8arrbpm CST

Toll free: 18002491612
Email: support@rtautomation.com

Real Time Autont&n, Inc. 7 1-800-249-1612
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REAL TIME AUTOMATION

Hardware Platforms

The 460 Product Line supports a number of different ieamak platforms. There are differences in how
they are powered, what serial settings are supported, and some diagnostic features supported (such as
LEDs). For these sections, be sure to identify the hardware platform you are using.

To find which hardwarelatform you are using:

1) Look on the front or back label of the unit for the part number.
2) On the webpage inside the gateway, navigate to the dropdown menu uDtler and select
Utilities. Click theListing of Revisionbutton. The full part number is dispfed here.

hyOS @2dz KIS G(KS TdzZ £ LI NI ydzYo SNIb&YKS LI | GF2NY

460 P‘i P2 -NX¢XX

Product Platform

Real Time Autont&n, Inc. 8 1-800-249-1612
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Hardware i N2E
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Powering the Gateway

The following steps will allow you fwoperly and safely power the gateway

Warning: Improper wiring will cause unit
failure! Usethe{ ONB 6 ¢ SNIXYAY I f
connection

1) Connect d2-24VDC power source to the gatewded Wire = (+) Black Wire-¥ (
a) The unit draws 8DC 900mA (7.2W) Max
b) The unit draws 3%¥DC 900mA (31.5W) Max
c) The gateway has a voltage operating range freB5&DC, 24/DC is recommended.

- I W

Real Time Autont#n, Inc. 9 1-800-249-1612
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Hazardous Environment Power & Installation Instructions
This equipment is suitable for use in Clgd3ivision 2, Groups A, B, C and D, ormarardous locations only.

WARNING; EXPLOSION HAZARDD not disconnect equipment unless power has been removed or the area is
known to be norhazardous.

WARNING; EXPLOSION HAZAR®ubstitution of components may impair suitability for Class I, Division 2.

THIS EQUIPMENT IS AN OFEFRE DEVICE AND IS MEANT TO BE INSTALLED IN AN ENCLOSURE $SUITABLE
FOR THE ENVIRONMEMICH THAT THE EQUIPMENT IS ONLY ACCESSIBLE WITH THE USE OF A[TOOL

WARNING; POWER JACK (Screw Terminals, FORSMAINTENANCE USE ONLY AND MAY ONLY BE USED

WHILE

THE AREA IS KNOWN TO BE FREE OF IGNITIBLE CONCENTRATIONS OF FLAMMABLE GASEROQRTAPORS. IT

BE CONNECTED UNDER NORMAL OPERATION.

In Hazardous Environmés the unit must be powered with between3b VDC, 8 VDC @ 900 mA (7.2 W) max.
Supervised. The unit is certified to be operated4di C to 50C.

|l nstructions dobéali mentation et
dangereux

Cet équipement est congoour étre utilisé uniquement dans des lieux de classe |, division 2, groupes A, B, C et [l
ou non dangereux.

AVERTISSEMENRISQUE D'EXPLOSION¢ débranchez pas I'équipement & moins que le courant ne soit coupé
ou que la zone ne présente aucun danger.

AVERTISSEMENRISQUE D'EXPLOSIQMNM substitution de composants peut compromettre lI'adéquation a la
classe I, division.2

CET APPAREIL EBTDISPOSITIF DE TYPE OUVERT ET IL FAUT L'INSTALLER DANS UN ENCEINTE ADAP
L'ENVIRONNEMENT TEL QU'IL N'EST ACCESSIBLE A L'UTILISATION D'UN OUTIL.

AVERTISSEMENIE POWER JACK (bornes a vis, J7) est destiné exclusivement a la maintenance et ee peut é
utilisé que lorsque la zone est connue pour étre exempte de concentrations inintéressantes de gaz ou de vape
inflammables. IL NE DOIT PAS ETRE CONNECTE SOUS UN FONCTIONNEMENT NORMAL.

Dans les environnements dangereux, I'unité doit étre alimentéeee&85 VDC, 8 VDC @ 900 mA (7,2 W) max.
Supervisé. L'appareil est certifié pour fonctionner entt@ ° C et 50 ° C.

TE A

=

rs

Real Time Autont&n, Inc. 10 1-800-249-1612
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Port Configuration
The Port Configuration page is where you set port specific parameters. These settings must match the

settings of the device(s) that you are connecting to.

Only 1 mode can be configured for this hardware. Below are the wiring pinouts for each mode.

When you have completed your port configuratjafick theSave Parameterbutton.

RS232 pinouts:

Comm Ports Configuration

Enable Port 0
Mode [Rs232 ~
Serial Baud
Parity
Data Bits
Stop Bits

RS232

Save Parameters

RS485 pinouts:

Comm Ports Configuration

Enable Port 0:
Mode[RS485 (2-wire:Half Duplex) |

Serial Baud[19200 |
Parity:[None -]
Data Bits:[8 |
Stop Bits[1 |

RS485 (2-Wire)

TG

GND TX+ TX-

Save Parameters

Real Time Autont&n, Inc. 11 1-800-249-1612
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RS422 pinouts:

Comm Ports Configuration

Enable Port 0:
Mode:[RS422 (4-wire:Full Duplex) |
Serial Baud:[19200 ]|
Parity:[None |
Data Bits:[g ]
Stop Bits:[1 ]

RS422 (4-Wire)

T

GND TX+ TX- RX+ RX-

Save Parameters

Real Time Autont&n, Inc.

12
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Mounting with a DIN Rail

Installing
Follow these steps to install your interface converter.
1) Mount your DIN Rail.

2) Hook the bottom mounting flange under the DIN Rail.
3) While pressing the 460MCEN2E against the rail, press up to engage the spring loaded lower clip and
rotate the unit parallel to the DIN Rail.

4) Release upward pressure.

—

DIN Rail
\

Spring Loaded Lower Clig

Removing
Follow these steps to remoweur interface converter.
1) Press up on unit to engage the spring loaded lower clip.

2) Swing top of the unit away from DIN Rail.

Real Time Autont#n, Inc. 13 1-800-249-1612
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Accessing the Main Page

The following steps will help you access the browser baseiguration of the gateway. By default,

DHCP is enabled. If the gateway fails to obtain an IP address over DHCP it will Auto IP with 169.254.X.Y.
For more information on your Operating system network setting refer to the Access Browser
Configuration Doon the CD or download from our support web site.

1) Insert the provided CIROM into a computer also on the network.

g N
MR RTA IPSetup V2.4 |3
NDK Settings Select a Unit
Pl 0.0 .0 .0 2] 450 00y [00-03-F4-08-D2-6C] AutolP at 16925442
Network Maskl o .0 0 0
Gateway| 0 . 0 . 0 . 0 &]

DNS|[ 0 . 0 . 0 .0

£ I »

[ search Agen |
Launch Webpage | Advanced... | Close

2) Run the IPSetup.exe program from the-BOM.
3) CAYR dzy Al dzy RSNJ a{ St SOG I !'yAiéod
a. ChangeD I (i S dP adldRess to match that of your PC if DH&®failed.
i. ,2dz gAff (y26 51/t KF-a FIA{SR AF (GKS 3L iSél &Qa
i. LT &adz00S&&a¥FdzZ s AlG oAttt alé& 51 /tQR i SEY MpHOM
b. If you do not see the gateway in this tool, then your PCdstrikely set up as a static IP.
i. Kl y3aS 8 aetdik settings to be DHAPDHCP fails, then it will change to be on the
169.254.x.y network.
i. Relaunch the IP Setup tool to see if gateway can be discovered now.
4) ClickLaunch WebpageThe Main page shuid appear.

Default setting is set to DHCP. If DHCP fails, default IP Address is 169y254.x.

Real Time Autont&n, Inc. 14 1-800-249-1612
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Error: Main Page Does Not Launch
If the Main Page does not launch, please verify the following:

1) Check that the PC is set for a valid IP Address
a. Open aMSDOS Command Prompt
b.¢@LJS GALIO2YyFAIE YR LINBaa SyidSNJ
c.b2GS GKS t/Qa Lt ! RRNBaasx {doySiz IyR 5STI dzZ
2) The gateway must be on the same Network/Subnet as the PC whefhar it & S & dzLJ STacNI 51 / t
Once you have both devices on the same network,stould be able to ping the gateway using a-MS
DOS Command Prompt.

=)

BEX Administrator CA\Windows\system32icmd.exe

C:~>ping 192 .168.68.186

Pinging 192 _168_08.1080 with 32 bytes of data:
192 168 .8.188: bytes=32 time<imsz TTL=68
192 168 .8.1808: bytes=32 time<imsz TTL=68
192 168 .8.188: bytes=32 time<imsz TTL=68
192 168 .8.1808: bytes=32 time<imsz TTL=68

Ping statistics for 192.168.0.100:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

MHinimum = Bms, MHaximum = Bms, Average = Bms

-

The Screenshot above shows a gateway that is currently set to a static IP Address of 192.168.0.100.
If you are able to successfully ping your gateway, open a browser and try to view the main page of the

gateway by entering the IP Address of the gatewayha URL.
L] ol B e

R
= C' [}192.168.0.100 =

Real Time Autont&n, Inc. 15 1-800-249-1612
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Committing Changes to the Settings

All changes made to the settings of the gateway in Configuration Mode will not take effect until the
JrGSélre Aa NBadGlFNISR GAl (GKS ¢SoLJ ISP / KFIy3aSa gAf
prior to a reboot.

NOTEThe gateway does not need to be restarted after every change. Multiple changes can be made
before a restart, but they will not be committed until the gateway is restarted.

When all desired changes have been made, presféstart Nowbutton.
The webpage will redirect to our rebooting page shown below:

RTA

Real Time Automation, Inc.

www.rtaautomation.com

MODE: CONFIGURING

The reboot can take up to 20 seconds.

If the IP address has not been modified, the gateway will automatically rediréoe tmain page.

If the IP address was modified, a message will appear at the top of the page to instruct the user to
manually open a new webpage at that new IP.

Real Time Autont&n, Inc. 16 1-800-249-1612
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Main Page

The main page is where important information about your gateway and its conneetierdisplayed.
Mode
Running Mode:
1 Protocol communications are enabled
1 Configuration cannot be changed during Running Mode. If changes are needed, click the
Configuration Modebutton shown in thegreen boxbelow

Configuring Mode:
1 Protocol communication is stopped and no data is transmitted
1 Configuration is allowed

Navigation(green box below):
You can easily switch between modes and navigate between pages (Configuration, Diagnostics, and
Other pages) using theuttons on the left hand side.

RTA

Real Time Automation, Inc.

www.rtaautomation.com

MODE: RUNNING

AG(C \/

| Configuration Mode |

Main Page

| Main Page |

Device Description: |Application Description

CONFIGURATION
Network Configuration |
Allen-Bradley PLC |
Modbus TCP/IP Client |
|

Save Parameters

Network Status

Display Data Link Status MAC Address IP Address
Ethernet Port 100Mbps, Full Duplex 00:03:F4.0A:43.CC 10.1.28.95
DIAGNOSTICS
-Select- v

Allen-Bradley PLC Status
Device Status:
Last Read Error Code:
Last Write Error Code:
LED Status:

OTHER

-Select- Fatal Error. Mo Configuration

Connection Status: No Devices Configured / Enabled

Modbus TCP/IP Client Status

Device Status:
Last Error Code:
LED Status:

Fatal Error: No Configuration

Connection Status: No Devices Configured / Enabled

Data Mapping Status

# Enabled:
# of Errors:
First Error:

0of0
0

Real Time Autont#n, Inc.

17
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Device Configuration

The device configuratioareais where you assign the device descriptmarameter Changes can only
be made when the gateway is in Configuration Mode.

Main Page

Device Description: |Application Description

Save Parameters

Once you are @he configuring the Description, click tBave Parameterbutton.

Network Configuration
Thenetwork configurationareais where you assign th® addressand other network parameters.
Changes can only be made when the gateway is in Configuration Mode.

Once you are done configuritige Network Settings, click thgeave Parameterbutton.

If you are changing the IP Address of the gateway, the change will not take effect until the ureehas
rebooted. After reboot, you must enter the new IP Address into the URL.

Real Time Autont&n, Inc. 18 1-800-249-1612
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Network Configuration

Ethernet Switch Configuration

Topology:

Ethernet Port 1 Configuration

Ethernet MAC Address
Ethernet Link

IP Setting:
IP Address:
Subnet:

Independent

- 00:03:F4:0A:C0O:64

- [Auto-Negotiate

V]

Static IP ~

192.168.47.199

255.255.255.0

Default Gateway: [0.0.0.0

DNS Gateway:

0.0.0.0

Save Parameters

Ethernet Port 2 Configuration

Ethernet MAC Address: 00:03:F4:0A:CO:C8

Ethernet Link:

IP Setting:

|IP Address:
Subnet:

Default Gateway:
DNS Gateway:

[Auto-Negotiate

V]

10.1.28.105

255.255.0.0

0.0.0.0

0.0.0.0

Save Parameters

Help

Real Time Autont&n, Inc. 19
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Network Interface Options

The N2E hardware has two different Network Interface options, Independent and Switch Mode. Below,
you can find the different use cases that eadeiiface option allows for.

Independent Mode

1) Two Ethernetbased protocols on the same IP Network
a) Ethernet Port 1 used OR
b) Ethernet Port 2 used OR
c) EthernetPort1 & 2 used

2) Two Ethernetbased protocols on different IP Networks
a) Ethernet Port 1 used AND
b) Ethernet Port 2 used

Switch Mode¢ Only Ethernet Port 1 is used for protocol communication

3) One Ethernebased protocol on the IP Network (lay2iswitch)
a) Ethernet Port 1 used for direct protocol communication
b) Ethernet Port 2 available for daisy chainireyides together
i) A Ring topology is NOT supported
4) Two Ethernetbased protocols on same IP Network
a) Ethernet Port 1 used for direct protocol communication with another switch, hub, or router
b) Ethernet Port 2 available for a daisy chaining devices together
i) A RNhg topology is NOT supported
5) Two Ethernetbased protocols on different IP Networks
a) Not Possible must use Independent Mode

It is recommended to leave the DNS Gateway set to 0.0.0.0 and the Ethernet Link
Auto-Negotiate. If configuring the gateway to userhail, the DNS Gateway must be
set.

Real Time Autont&n, Inc. 20 1-800-249-1612
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Modbus TCP/IP Client Configuration

Click theModbus TCP/IP Cliertutton to access the configuration page.

1) Select whichNetwork Interfaceto use for this Modbus TCP/IP connection. If using single port

hardware, the Network Interface will default to Ethernet port only.

2) Delay Between Messageg&nter the length of time to delay between read and write scan line

requests (ms).

3) Response TimeouEnter the amount of time the gateway should wait before a timeout is

issued for a read/write request (ms).

4) Delay Between Connect Attempt&nter the amount of time the gateway should wait between

attempts to connect to the PLC.

5) Dependency Protocollf enabled, Modbus TCP/IP communication will stop if communication to

the selected protocol is lost.

Modbus TCP/IP Client Configuration

Network Interface] Ethernet 1 (192.168.47.17) /|

Delay Between Messages|10

Response Timeout: 500

Delay Between Connect Attempts: 1000

10-60000 ms
50-60000 ms
1000-60000 ms

Dependency F'rotor:ol:| MNone

V]

Save Parameters

Help
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Modbus TCP/IP Client Device Configuration

The bottom area of the Modbus TCP/IP Client Configuration page lets you configure up to 32 external
Modbus TCP/IP seer devices.

1) To add additional server connections, click t8Belect dropdown under Modbus TCP/IP Client

2)
3)
4)
5)

6)

7)

Device List and seledidd Generic Servesption.

Modbus TCP/IP Client Device List

[-Select-

~| | Delete Server |

L=l 2
1-2

a) If you are configuring multiple devices clickor >>to navigate to another device.

b) To create a new server with the same parameters already configured from another server, click

the -Select dropdown and select th&dd from Modbus TCP/IR option (where X represents
the server you wish to copy parametersti). Once created, you can make any additional

changes needed to that new server.

c) Toremove a device, navigate to the server to delete using#tend >>buttons and click the

Delete Servebutton.

d) Click theSave Parameterbutton to save changes beforestarting or going to another

configuration page.

TheEnablecheck box should be selected for the device.
Enter aDevice Labelo identify the device within the gateway.

Enter the uniqudP Addressi K I {
timeout.

YIG§OKSa

0 KS & SndtthStindgatewdy will K A &

Enter theTCP Porfor the Modbus TCP/IP client to open a connection on. Default port for Modbus

TCP/IP is 502.

Force Function Code 15/16 for Single Writ€mnly select this if the Modbus TCP/IP device does not

support Modhus Function Code 5/6.

Enable Modbus TCP/IP Server 1

Device Label |MC01

IP Address | 10.1.16.16

1-65535 (Default: 502)

TCP Port 502
Force Function Code 15/16 for Single Writes ()

Enable 0-Base Addressing [

Bit Pack |1 Bit_ v | Coil / Input Status Only

Swap Indicator [None |

# of Read Scan Lines |2 | 0-100

# of Write Scan Lines |0 | 0-100

| Generate Scan Lines |

Enable GBased AddressingCheck ONLY if the server you are connecting to begins their register
numbering at 0 OR they specify that their device addresses-beséd.

Real Time Autont&n, Inc. 22
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8) Bit Pack:Select the formatting of the Coil Status/Input Statdsitomap will use this packing size to
map coils to/from the other protocol. The bit pack selection here should match that of the other
protocol. The starting address is considered Bit 0 and is thetder bit.

9) To enable data swapping, select the reediSwap Indicator If the bytes appear in the wrong
order, enable swapping to change the data. This swapping N@&Ehange coils and their ordering
inside the Bit Pack.

10) Enter the number of read scan lines and write scan lines.

11) Click theGenerate Sca Linesbutton to have the read and write scan lines aigenerate for you.
You may manually configure the read and write scan lines after they have been generated.

Real Time Autont&n, Inc. 23 1-800-249-1612
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Configuring Read and Write Scan Lines
Follow these steps to manually configure Raad Write Scan Lines.

1) Click theView Read Scan Lines View Write Scan Linelsutton.

| View Write Scan Lines |
Read Scan Lines (Modbus TCP/IP to 460)
(] :
_ _ . . . # of Points
jﬁﬂ Line # Unit ID Point Type Starting Address “See Limits Below
0 1 [1 | [4xHold Reg (16 Bitint) _~|| |1 | 3
1-1
| View Read Scan Lines |
Write Scan Lines (460to Modbus TCP/IP)
(] p
_ _ ) . 5 # of Points
:ﬁﬂ Line # Unit ID Point Type Starting Address | .. 7 RS
0 1 [1 | [0x Coil Status ~ [ | 1
1-1

2) Enter a Unit ID for the Client to communicate to.
3) Select a Point Type for each Scan Line. Options include: Coil Status, Input Status, Input Registers, and

1)

Holding Registers.

a) Note: Input/Holding Registers have a data type associated with them.

b) String Point Typdf the mating protocol supports strings, yanay select string as a point type

in Modbus. With this point type, 2 characters will be packed into a single register and the first

register will be set aside for the length.

c) EX:x Hold Reg (String) with a Starting Address of 1 for a length of 5 Redisie means that
Register 1 will hold the length of the string and Registessaall hold the string contents. So,

this string can contain a max of 8 characters.

Enter a Starting Address (This will be 1 based, if your device is 0 based then checlbtad &

Based Addressing box).

a) Note: Some manufactures documentation may call out the Starting Address as 00001, 10001,

onnnam
Register and (4) Holding Regist

2N nnnnm® 52y Qi

Ay Ot dzR S

Enable Modbus TCP/IP Server 1

Device Label | MC01 IP Address [10.1.16.18
TCP Port [502 1-65535 (Default: 502)

Force Function Code 15/16 for Single Writes [

Enable 0-Base Addressing [

Bit Pack[1Bit w| Coil / Input Status Only

Swap Indicator |Mong v |

# of Read Scan Lines |2 | 0-100

# of Write Scan Lines |0 | 0-100

| Generate Scan Lines |
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2) Enter the # of consecutive points to read for that point/data type. SeeSiten Line Data Limit
section at the bottom of the webpage for max values in a scan line.

Scan Line Data Limit
Point Type Length Range
Coil Status 512
Input Status 312
Input Reqgister (16 Bit Int/Uint) 125
Input Register (32 Bit Int/Uint/Float) 62
Input Register (64 Bit Int/Uint/Float) 31
Input Register (String - 2 charreq) 125
Holding Register (16 Bit Int/Uint) 125
Holding Reqgister (32 Bit Int/Uint/Float) 62
Holding Register (64 Bit Int/Uint/Float) 3
Holding Register (String - 2 char/reg) 125

Real Time Autont#n, Inc. 25 1-800-249-1612
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MQTT Client Configuration

You can configure up to thredQTT connections.

1. Configure up to three MQTT broker devices.
2. Configure up to one Amazon Web Services (AWS) loT Core connection.
3. Configure up to one Microsoft Azure connection.

NOTE: A single AWS OR Azure connection is supported and-esstasith upto two additional MQTT
broker devices.

Click theMQTTbutton to continue configuration.

| Main Page |

CONFIGURATION
| Network Configuration

e

| MQTT Client
| Uata Mapping
|
|

Display Data

Display String

MQTT Devices Configuration

You can configure up to three MQTT devices.

MQTT Client Connection List

| -Select- v | | Delete Connection |

I

1-1

1) To add an MQTT device, or additional MQTT deyaiek the-Select dropdown menu under MQTT
Client Connection List and seleadd Generic MQTT Connecti@ption.

MQTT Client Connection List

| -Select- v | | Delete Connection |
-Select- 1
Add Generic MQTT Connection )

a) Toremove a device, navigate to the MQTT device and clidRehete Connectionbutton.

b) To create a new MQTT device with the same patansealready configured from another MQTT
device, click theSelect dropdown menu and select thedd fromMQTTXoption (where X
represents the MQTT device you wish to copy parameters from).

¢) Once created, you can make any additional changes needed to¢naMQTT device.

2) TheEnablecheck box should be selected for the device to enable communications.
3) Enter in aDevice Labelo identify the device in the gateways.
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4) Select whiciNetwork Interfaceto use for MQTT device connection. Option only available on the
N2E hardware platform.

5) Enter the unigue MQTBroker IPaddress if this value does not match, the gateway will timeout.

6) EnterTCP Porfor the MQTT broker to open a connection on. If tistvdzS R2 Say Qi YI (§ OKzZ
gateway will not open a connection.

7) Keep AliveEnter in the amount of time that the gateway should attempt to ping thekler to keep
the MQTT connection alive, 0 disables this feature.

8) Enter aClient IDwhich is concatenated onto the Published messages (RTA Publish Topic) to the
brokerExL ¥ &2dzNJ / f ASyd L5 Aa dawe¢! D2¢ FyReRayS 2F &2
will publish the message as RTA GW/RM101/Lights.

9) Username and PassworéEnter if authentication to the MQTT broker is necessary.
| Enable H MQTT1 ” ‘
| Device Label [QT03 | Network Interface  Ethemet Port 1(10.1.16.22) __ v| |
| Broker IP Address 0.0.0.0 | | TCP Port[1883 1-65535 (Default: 1883) |
| KeepAlive[s0 0-200 sec (0 to Disable) | Client ID | | |
| Username | | H Password | | ‘

Configuring Subscribe and Publish Topics

10)9 y (i SMIfSulyscribeTopicg | Y R ef Pullishfopicg ®
a) NOTE: Only@00 subscribe and a 1000 publigtpics aresharedbetween the 3 connections

11) ClickGenerate Topickutton to have the lines generated for you. The Topic Name has a character
limit of 64 characters and can support root level Topic NafBgd.ine #1: RM10/Light, Line #2:
waMAHK[AIKGZ [AYS loY wamnok[ AIKGXD

12) SubscribeTopics:Enter in the number of topics to subscribe from the broker. Once the topics are
subscribed to, the MQTT broker will publish the messages to the gateway.

13) Publish TopicsEnter the numier of topics to publish to the broker from the mating protocol.

14) Select thePoint Typeof the topic

15) ClickSave Parameterbutton when complete

|: # of Subscribe Topics[3 | 0-1000 % of Publish Topics 0-1000
| Generate Top Topics |

Publish Topics (460ETCQT to MQTT)

| View Subscribe Topics |

| Line # | Enable | Topic Name | PointType |

I | [ [INT @&-bit 2
2 | Il [INT (8-bit) v|
3 | Il [INT (8-bit) v

| 13 |
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Amazon Web Services (AWS) Configuration
You can only configure one AWS loT @omnection with your RTA product.

1) To add an AWS connection, click telect dropdown menu under MQTT Client Connection List

and selectAdd Generic AWS Connectiaption.
a. Toremove a device, navigate to the AWS device to delete and cli€kelrte Canection
button.
MQTT Client Connection List
| -Select- v | | Delete Connection |
1-1
MQTT Client Connection List
|—Se|ect— hd
-Select-
Add Generic MQTT Connection E
Add Generic AWS Connection @

2) TheEnablecheck box should be selected for the device.

3) Enter in aevice Labelo identify the device within the gateways mapping.

4) Select whiciNetwork Interfaceto use for AWS IoT Core connection. Option only available on the
N2Ehardware.

5) Device Shadow UREnter in the URL path for the AWS MQTT broker.

a. AWS loT console will provide you a device shadow URL suukpas! aabbl11224e9ex
ats.iot.useast2.amazonaws.corthings/RTA_Testing/shadow?name=RTA_Ninja

b. Within the RTA gateway ¢oF A 3 dzNJ (i A 2 yaabby223e9ekig.idtSidedsth V¥ d
2.amazonaws.06¢ LR NI A2Y 2F (GKS ! w[ X SOSNRBUKAYy3I St &

6) EntertheTCPPorfF 2 NJ 1 KS ave¢e ONB{ISNI (2 2LISYy | O02yySOilAz2y
gateway will not open a connection.

7) Keep AliveEnter in the anount of time that the gateway should attempt to ping the broker to keep
the MQTT connection alive, 0 disables this feature.

8) Enter aClient IDwhich is concatenating onto the Published messages (RTA Write Topic) to the
broker.Ex:If your Client ID is RTA GW and one of your topics is RM101/Lights, your RTA gateway will
publish the message as RTA GW/RM101/Lights.

(l Enable AWS 1
b Device Label |QT01 | Network Interface [Ethemet Port 1 (101.1622) |

Device Shadow URL | |

TCP Port 1-65535 (Default: 8883)

Keep Alive |60 |0-200 sec (0 to Disable) Client ID | |
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Additional AWS Requirements
There are three items that are required to establish an AWS loT Core connection.

1) The Devie Shadow URL

2) Within AWS create a certificate for your RTA gateway. Once AWS has generated a certificate,
@2dQft 6S IABSY | LINAGFGS 1S8 IyR OSNILAFAOIGS

3) .20K LINAGIGS 1Se&@ FYR OSNIATAOL ( Flash Rile $ystgmS SR (1 2

How to FTP files into the RTA gateway
1) Save off the private key and certificate files to your desktop, keep these files in a secured
location.
2) Within your Windows Task bar, right click and open a new Windows/File Explorer folder or go
into your start menu and type File Explore.

| [
1. \Windows 10

g P
" )
> € = \Windows 7

3) You should now have a window that looks like the image below.

1 & » Quick access » I v O k >

& Ouick access Frequent folders (4

-}

= Deskiop
s Downloads

Windows 10

« Pictures

F=RcH =

Libraries » | 49 [| Search Librone P

Favontes l,ihraues
« Libranes oen a
B Desktop

# Neemlasde

Windows 7 “

4) In the address bar (within the red box shown above) tyige//xxxX.xxX.xxX.xxx (IP Address of
RTA gateway).
a. You will then see a pepp window, Usernamdfs Passwordrtarocks
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b. Paste the certificate and private key into this ftp session, close out the session by exiting
out.

Real Time Autont&n, Inc. 30 1-800-249-1612



REAL TIME AUTOMATION

5) Navigate to theRTAgateway andn the lefthand sideclick the OTHERSelect dropdown and
select Utilities.

DIAGNOSTICS
[-Select- hd

OTHER

-Select- ~
-Select-

Setup LED's

Export / Import Config
Export / Import Template
Time Configuration
Email Configuration
Security Configuration
Alarm Configuration
COS Configuration

6) Once on the Utilities page click the File List button.

Revisions

[ Listing of Revisions [

File List

[ File List [

|dentify Device

[ Start Flashing LED's [

7) Verify that your certification and private key files appear on this page.

File Name File Size (Bytes)
ria_cfg.riax 291368
£8a739db31280821cada4912¢- 1679
private. pem.key
eips_460_nv_settings.eip_nv 10
e8a739db31280821cada4912c- 1220
certificate pem.crt
Total 294277 bytes
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AWS IoT Core Service Setup

2 AGKAY @2dNJ 1 2{ | O02dzyi &2dft ySSR (G2 yIgAIIGS
GCKAYIE yR Gt 2ftAO0ASEE D

Beforeyoucan registeyour RTA gateway & | é¢@BKAVBIR (2 aSihdzd || aLkRf A0
0S daaA3aySR (2 2dN) aliKAy3Ié RdANAyYy3I GKS NBIAAGNI (A2
access the MQTT topics that we will usgtilishandsubscribemessags. From the lefhand menu,

aSt SO0 a{SOdNB¢3z FyR GKSY GKS adzoYSydz 2F at2f AOAS

/I ftA01 GKS odz2it2y &/ NBFGS¢E®

EIWS Services ¥

R

AWS loT X
AWS loT Policies
Maonitor ..
Policies m
Activity
p Connect Search policies
Pk Manage Name
P Fleet Hub

P Greengrass

¥ Secure
Certificates
Policies
CAs
Role Aliases

Authorizers
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From the policy creation paggouadd the statements that will dictate what connected devices are
allowed to doAssign a unigue name to your poliexyd add four statements with the information
fAaiSR 0St26d b2GA0S (GKIFIG 6KSy @&2dz (G8LJS Ay GKS
automatically populated.

/| KSO1 a! ftt2g¢ dzydrdréflade knélastp@riioh & €dthResburdd ARRN that reads,
GNBLX I OS2 AGK! €3 gAGK Iy FalGSNREA]l O0F0®d 2KSYy TFTAYA:

O,

Action Resource ARN

iot : Connect arn:aws:iot:(your region):(your account #):client/*
iot : Publish arn:aws:iot:(your region):(your account #):topic/*
iot : Receive arn:aws:iot:(your region):(your account #):topic/*
iot : Subscribe arn:aws:iot:(your region):(your account #):ticfilter/*

Click theAdd statementbutton to create the Publish, Receive and Subscribe statements. Once
completed click theCreatebutton. Please note that in a production environment, you will want taabe
lot more selective with your policl@ NB I G A2y o6Sd3IdX R2Yy QG dzAS Fy I &adSNX

2 KSy G(GKSeé KIF@S 0SSy SyiSNBR:Z OftAO0]l a/ NBFHUSé€d b2y

AWS loT Policies Create a policy

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS IoT Policies documentation page.

Name

RTA_Testing

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:Connect

Resource ARN

arn:aws:iotus-east-2:" yclient/*

Effect

8 Alow Deny

Add statement
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AWS loT Core Service Things Configuration —

AWS loT X

N 2R
<
™M

1<,
o <
U
w<,

<
w =
< O
o —
N

N =
- Cu
(&)

(el

> O
<>’f

Monitor 1zd

Activity
P Connect

¥ Manage
Overview

Things

Types

AWS loT Manage Things

Things (1) nfo | Advanced search ‘ ‘ Run aggregations Create things

An IoT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in arder to work with AWS IoT.

Q 1 @

Name Thing type

This will take us to a window that allowsuil 2 NXB I A & G SN 2 NI AYYAH { iS0icH aBK AdyliK A y 3 ¢
GKS odzidizy fIngs$t SR a/ NBF(GS GKA

I yS¢ 6AYyR2¢g gAftf 2Ly gAGK | ydzYoSNI 2F GKAy3a (2
NextbuttonL ¥ & 2dz KI @S YdzZ GALX S we¢! 3AFLGSgreas GKSy &2 dz«

AWS loT Manage Things Create things

Create things

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features

Number of things to create

© Create single thing
Create a thing resource to register a deviceflProvision the certificate and policy necessary to allow the device to connect to AWS

loT.

Create many things
Create a task that creates multiple thing resources to register devices and provision the resources those devices require to

connect to AWS loT
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¢tKS ySEG aSdiaAay3

and click the Next button at the bottom.

g ALOSENTIOASS alE kS KOS{NBS @A2Td2 GUAK Afy 0 ALANR

Thing properties info

Thing name

Additional configurations

P Thing type - optional

P Thing groups - optional

P Billing group - optional

Specify thing properties i

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing

resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

Enter a unigue name containing only: letf@irs, numbers, hyphens, colons, or underscares. A thing name can't contain any spaces.

You can use these configurations to add detail that can help you to organize, manage, and search your thin

P Searchable thing attributes - optional

Certificate setup

| SNE &2dz I aRRYA$ 1SN BRdINKECOSNIAFAOI OGS GKF

[e=:N
(SN
>
—h
—h

Core service. Autgenerate is fine, click the Next button.
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Configure device certificate - optional

active certificate with an appropriate policy.

Device certificate

A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or

you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an

[«] Auto-generate a new certificate (recommended)

Generate a certificate, public key, and private key using AWS loT's certificate authority.

Use my certificate

Use a certificate signed by your own certificate authority.

Upload CSR

Register your CA and use your own certificates on one or many devices.

Skip creating a certificate at this time

reate a

certificate for this thing and attach a policy to the certificate at a L2

Cancel
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Attach policies to certificate
bSEG &2dzQft &aS8SS GKS LRt AOe &2dizA ONBB
I LILISE NI 2 a526yf2FR OSNIATAOI(S4& |

Attach policies to certificate - optional i«

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this access to

the device

Policies (1/1) | c | | Create policy [2

Select up to 10 policies to attach to this certificate.

Q 1 &
Name
RTA_Testing

canceL Pre‘”’ous m

Download the certificate and the private key. Once downloaded, navigate back to this user guide section
GK2g G2 C¢t FAtSa Aydz2 GKS wivdte kdlinto hedadway. G2 21+ R

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to

AWS loT.

Device certificate Deactivate certificate ‘I M Download
a.pem.crt

Key files

The key files are unigue to this certificate and can't be downloaded after you leave this page.

Download them now and save them in a secure place.

A This is the only time you can download the key files for this certificate.

Public key file M Download

‘public.pem.key

Private key file | ¥ Download I

-private.pem.key
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® You successfully created thing RTA_Testing.

@ You successfully created certificate b462a278b65d7223f9ae2302837792e05

AWS loT Manage Things

Things (1) info

An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in order to work with AWS loT.

Q

Name Thing type

RTA_Testing -

Once you have successfully downloaded the files you will be redirected to the Things page. Within the
Things pagelick on the thing name you setup, in this example it would be RTA_Testing. From this page,
you can view if the certificate is active and create a Device Shadow URL.

AWS loT Manage Things RTA_Testing

RTA_Testing i

Thing details

Name Typ|
RTA_Testing

ARN Bill]
arn:aws:iotus-east-2:1 5:thing/RTA_Testing

Attributes Certificates Thing groups Device Shadows Interact Activity Jobs

Certificates (1) info

The device certificates attached to this thing resource.

Q

Certificate ID A Status
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Along with the certificate and private key, your RTA product will need #wicB Shadow URL. Click the

580408 {KIR2g¢a GFo6 yR Of A0j

G/ NBIFHGS {KFIR2g¢®

Attributes Certificates Thing groups Device Shadows Interact

Device Shadows (0) nfo

Device Shadows allow connected devices to sync their state with AWS. You can also get, update or

delete the state information about this thing's Device Shadows by using HTTPS and MQTT topics.

Name A MQTT topic prefix
No Device Shadows

This thing resource doesn't have any Device Shadows.

Create Shadow

(o]

Create Shadow

1 @

Enter in a Device Shadow name and click the Create button.

Create Device Shadow

© Named Shadow
Create multiple Device 5

group your device

ows with different names to manage access to properties, and logically

Unnamed (classic) Shadow

A thing can have only one unn

amed (classic) Shadow.

Device Shadow name

RTA_Testing_Shadow| |

=]

You will be redirected to the Things page whéreé dzQf £ aSS

I tA01 (GKS 580A0S8 {KIR26 yIYS:
details. You only want to copy the Device Shadow URLY 2 NB
GoO2VYeE
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Attributes Certificates Thing groups Interact Activity Jobs Alarms

Device Shadows (1) info
evice Shadows allow connected i can also get, update or

PS and MQTT topics

Name A MQTT topic prefix

RTA_Testing_Shadow ) . .
$aws/things/RTA Testing/shadow/name/RTA Testing Shi
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